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oneM2M Security Services

7.4
Single message services

7.4.1
Authorize Single Message

The Authorize Single Message security service invokes other sub-services in order to authorize a single outgoing M2M message.

This security service involves no exchange of information with entities outside the M2M Node.

7.4.2
Validate Authorization on Single Message

The Validate Authorization on Single Message security service invokes other sub-services in order to validate the authorization of a single incoming M2M message by evaluating the authorization tickets attached to the message, the authorization code associated with the message and the timestamp of the message.

This security service involves no exchange of information with entities outside the M2M Node.

7.4.3
Encrypt Single Message

7.4.3.1
Overview

The Encrypt Single Message security service invokes other subservices to acquire the appropriate cryptographic keys in order to encrypt a single outgoing M2M message.

This security service involves no exchange of information with entities outside the M2M Node.

7.4.4
Decrypt Single Message

7.4.4.1
Overview

The Decrypt Single Message security service invokes other subservices to acquire the appropriate cryptographic keys in order to decrypt a single incoming M2M message encrypted for that particular M2M Node.

This security service involves no exchange of information with entities outside the M2M Node.

7.5
Integrity services

NOTE:
Check values can be either cryptographically generated and validated or non-cryptographic.

7.5.1
Calculate Check Value

The Calculate Check Value security service computes a checksum or cyclic redundancy check value for an outgoing message. This service may rely on the underlying network layer of the M2M protocol stack. 

NOTE:
The primary purpose of a checksum is to make it possible to detect message corruption during transmission. A cyclic redundancy check, however, is used in order to make the correction of transmission errors possible.

This security service involves no exchange of information with entities outside the M2M Node.

7.5.2
Validate Check Value

The Validate Check Value security service compares the checksum or cyclic redundancy check value received in an M2M message with its own calculation of what the value should be. Any message that contains a checksum value that is different from the calculated value can be rejected. 

This security service involves no exchange of information with entities outside the M2M Node.

7.5.3
Insert Check Value

The Insert Check Value security service adds a checksum or cyclic redundancy check value into an outgoing message. This service may rely on the underlying network layer of the M2M protocol stack.

This security service involves no exchange of information with entities outside the M2M Node.

7.6
Replay Protection services

7.6.1
Replay Protection Based on Timestamp

The Replay Protection Based on Timestamp security service provides a timestamp for inclusion in an outgoing message. For an incoming message, the Replay Protection Based on Timestamp service maintains a list of recently received messages and rejects messages that match previously received messages or messages whose timestamp is too old.

7.6.2
Replay Protection Based on Sequence Number

The Replay Protection Based on Sequence Number service provides a sequence number for inclusion in an outgoing message. For an incoming message, the Replay Protection Based on Sequence Number service rejects messages whose sequence number is not consistent with the expected sequence number.

7.7
Accountability services

NOTE:
Data stored has to be stored in accordance with the legislation that applies in the region of operation.

7.7.1
Record Incoming Message in Audit Log

The Record Incoming Message in Audit Log security service is used by the M2M Node to record events for audit purposes and for the purpose of ensuring that the M2M Node can be held accountable according to the messages received. 

This security service involves no exchange of information with entities outside the M2M Node.

NOTE:
May be used to support a repudiation service.

7.7.2
Record outgoing message in Audit Log

The Record Outgoing Message in Audit Log security service is used by the M2M Node to record events for audit purposes and for the purpose of ensuring that the M2M Node can be held accountable according to the messages that it sends. 

This security service involves no exchange of information with entities outside the M2M Node.

NOTE:
May be used to support a repudiation service.

7.8
Plausibility validation

7.8.1
Validate Data Plausibility

The Validate Data Plausibility security service compares information attributes (e.g.  geographic position, time-of-day and movement of mobile M2M Nodes) in an incoming M2M message and compares it with recently received data form available sources to validate whether the newly received information can be trusted on the basis of its plausibility.

This security service involves no exchange of information with entities outside the ITS-S.[image: image1][image: image2]
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