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7.9
Remote transmission control
The M2M Remote transmission control security services enable the M2M infrastructure to remotely control an M2M Node. The services are only used in cases of misbehaviour or in circumstances where the M2M Node is causing sever harm to the M2M Infrastructure and/or other subscribers. In the best interest of M2M stakeholders, it is important to ensure mutual and confirmed authentication between the M2M infrastructure and the M2M field nodes. There are only two remote transmission control services specified:

· Activate M2M transmission.

· Deactivate M2M transmission.

7.9.1
Functional model

7.9.1.1
Functional model description

The functional model for the Remote transmission Control security services comprises the following functional entities:

· In the M2M Field Node:

· Transmission Manager.

· ASN/MN CSE Agent.

· In the M2M infrastructure:

· IN-CSE Agent.

· Transmission Controller.

The following relationships exist between the functional entities:

sa: between IN CSE Agent and Transmission Controller;
sb: between Transmission Controller and Transmission Manager;
sc: between Transmission Manager and ASN/MN CSE Agent.
7.9.1.1.1
Description of functional entities

7.9.1.1.1.1
IN CSE Agent

The IN CSE Agent functional entity detects the need to terminate or restart M2M transmissions from an M2M Node and initiates transmission deactivation or activation procedures.

7.9.1.1.1.2
Transmission Controller

On request from the IN-CSE Agent functional entity the Transmission Controller functional entity uses secure communication to command the remote CSE to deactivate or activate its M2M transmissions.

7.9.1.1.1.3
Transmission Manager

The Transmission Manager functional entity validates the relevant security associations and authoritative security parameters related to a received request to deactivate or activate M2M transmissions, and forwards the request to the ASN/MN CSE Agent functional entity. 

7.9.1.1.1.4
ASN/MN CSE Agent

On request from the Transmission Manager functional entity, the ASN/MN CSE Agent functional entity terminates or restarts the specified M2M transmissions. 

7.9.2
Activate M2M transmission

The Active M2M Transmission security service enables the M2M infrastructure to enable the transmission of M2M messages on a specific M2M field node. 

The functional model of the "Activate M2M Transmission" security service is specified in clause 7.9.1. 

7.9.2.1
Information flows

7.9.2.1.1
Remote Activate Transmission

Remote Activate Transmission is a confirmed information flow across relationship sa from IN CSE Agent to Transmission Controller. It contains the service elements specified in table 45.

Table 45: Contents of the Remote Activate Transmission information flow

	Service elements
	Allowed values
	Request
	Confirm

	Target identity
	Enrolment identity of the remote node
	M
	M

	M2M Transmission
	Specification of the kind of M2M Transmission to restart or initiate
	M
	

	Activation result
	- Success

- Failure
	
	M

	Cause of failure
	- Remote node identity unknown

- Activate process disabled 

- Activate process refused

- Activate process failed
	
	O (note)

	NOTE:
This service element shall be included if the activation result is "Failure".


7.9.2.1.2
Activate Transmission

Activate Transmission is a confirmed information flow across relationship sb from Transmission Controller to Transmission Manager. It contains the service elements specified in table 46.

Table 46: Contents of the Activate Transmission information flow

	Service elements
	Allowed values
	Request
	Confirm

	Infrastructure authority
	Authoritative identity (note 2)
	M
	

	Remote node identity
	Enrolment identity of the remote node (note 2)
	M
	M

	M2M Transmission
	Specification of the kind of M2M Transmission to restart or initiate
	M
	

	Activation result
	Success

Failure
	
	M

	Cause of failure
	- Remote node identity unknown

- Activate process disabled 

- Activate process refused

- Activate process failed
	
	O (note 1)

	NOTE 1:
This service element shall be included if the activation result is "Failure".

NOTE 2:
Encrypted with remote node key and cryptographically signed with M2M infrastructure authoritative key.


7.9.2.1.3
Transmission Activation

Transmission Activation is a confirmed information flow across relationship sc from Transmission Manager to ASN/MN CSE Agent. It contains the service elements specified in table 47.

Table 47: Contents of the Transmission Activation information flow

	Service elements
	Allowed values
	Request
	Confirm

	M2M Infrastructure authority
	Authoritative identity
	M
	

	Remote node Identity
	Enrolment identity of the Remote node
	M
	

	M2M Transmission
	Specification of the kind of M2M Transmission to restart or initiate
	M
	

	Activation result
	Success

Failure
	
	M

	Cause of failure
	- Activate process disabled 

- Activate process refused

- Activate process failed
	
	O (note)

	NOTE:
This service element shall be included if the activation result is "Failure".


7.9.3
Deactivate M2M transmission

The Deactivate M2M Transmission security service enables the M2M infrastructure to remotely stop certain M2M transmission or all M2M transmission locally on an M2M Node. 

The functional model of the "Deactivate M2M Transmission" security service is specified in clause 7.9.1. 

7.9.3.1
Information flows

7.9.3.1.1
Definition of information flows

7.9.3.1.1.1
Remote Deactivate Transmission

Remote Deactivate Transmission is a confirmed information flow across relationship sa from IN-CSE Agent to Transmission Controller. It contains the service elements specified in table 48.

Table 48: Contents of the Remote Deactivate Transmission information flow

	Service elements
	Allowed values
	Request
	Confirm

	Target node Identity
	Enrolment identity of the target node
	M
	M

	M2M Transmission
	Specification of the kind of M2M Transmission to restart or initiate
	M
	

	Deactivation result
	- Success

- Failure
	
	M

	Cause of failure
	- Target node identity unknown

- Deactivate process disabled 

- Deactivate process refused

- Deactivate process failed
	
	O (note)

	NOTE:
This service element shall be included if the deactivation result is "Failure".


7.9.3.1.1.2
Deactivate Transmission

Deactivate Transmission is a confirmed information flow across relationship sb from Transmission Controller to Transmission Management. It contains the service elements specified in table 49.

Table 49: Contents of the Deactivate Transmission information flow

	Service elements
	Allowed values
	Request
	Confirm

	M2M Infrastructure authority
	Authoritative identity (note 2)
	M
	

	Target node Identity
	Enrolment identity of the target node (note 2)
	M
	M

	M2M Transmission
	Specification of the kind of M2M Transmission to restart or initiate
	M
	

	Deactivation result
	- Success

- Failure
	
	M

	Cause of failure
	- Target node identity unknown

- Deactivate process disabled 

- Deactivate process refused

- Deactivate process failed
	
	O (note 1)

	NOTE 1:
This service element shall be included if the deactivation result is "Failure".

NOTE 2:
Encrypted with target node key and cryptographically signed with M2M infrastructure authoritative key.


7.9.3.1.1.3
Transmission Deactivation

Transmission Deactivation is a confirmed information flow across relationship sc from Transmission Management to ASN/MN CSE Agent. It contains the service elements specified in table 50.

Table 50: Contents of the Transmission Deactivation information flow

	Service elements
	Allowed values
	Request
	Confirm

	M2M Infrastructure authority
	Authoritative identity
	M
	

	Target node Identity
	Enrolment identity of the target node
	M
	

	M2M Transmission
	Specification of the kind of M2M Transmission to restart or initiate
	M
	

	Deactivation result
	- Success

- Failure
	
	M

	Cause of failure
	- Deactivate process disabled 

- Deactivate process refused

- Deactivate process failed
	
	O (note)

	NOTE:
This service element shall be included if the deactivation result is "Failure".


7.10
Report Misbehaving M2M field node
7.10.1
Report misbehaviour

The Report Misbehaviour security service is used by a field node CSE to report suspicious activity to the M2M infrastructure.

7.10.1.1
Functional model

7.10.1.1.1
Functional model description

The functional model of the "Report Misbehaviour" security service comprises the following functional entities:

· In the M2M Field Node:

· ASN/MN CSE Agent.

· Node Reporting.

· In the M2M infrastructure:

· Infrastructure Reporting.

The following relationships exist between the functional entities:

ma: between ASN/MN CSE Agent and Node Reporting;
mb: between Node Reporting and Infrastructure Reporting.

7.10.1.1.2
Description of functional entities

7.10.1.1.2.1
ASN/MN CSE Agent 

The ASN/MN CSE Agent functional entity detects the need for the M2M Node CSE to report a potential misbehaving M2M field node with which it is communicating.

7.10.1.1.2.2
Node Reporting

The Node Reporting functional entity prepares the misbehaviour report and publishes it to the M2M infrastructure.

7.10.1.1.2.3
Infrastructure Reporting

The Infrastructure Reporting functional entity receives a misbehaviour report from an M2M Node and initiates the appropriate procedures on behalf of the M2M infrastructure. The details of this procedure are not described in the present document. 

7.10.1.2
Information flows

7.10.1.2.1
Definition of information flows

7.10.1.2.1.1
Misbehaviour Detected

Misbehaviour Detected is a confirmed information flow across relationship ma from ASN/MN CSE Agent to Node Reporting. It contains the service elements specified in table 51.

Table 51: Contents of the Misbehaviour Detected information flow

	Service elements
	Allowed values
	Request
	Confirm

	Misbehaving node identity
	Authorization ticket
	M
	

	Reported behaviour
	Free text string (note 2)
	M
	

	Write Request result
	- Accepted

- Rejected
	
	M

	Cause of rejection
	- Misbehaviour reporting disabled

- Misbehaviour reporting failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the write request result is "Rejected".

NOTE 2:
The format of the reported behaviour is beyond the scope of the present document.


7.10.1.2.1.2
Report Misbehaviour

Report Misbehaviour is confirmed information flow across relationship mb from Node Reporting to Infrastructure Reporting. It contains the service elements specified in table 51.

Table 52: Contents of the Report Misbehaviour information flow

	Service elements
	Allowed values
	Request
	Confirm

	Misbehaving node identity
	Authorization Ticket(note 2)
	M
	

	Reporting Node
	Session credentials (note 2)
	M
	

	Reported behaviour
	Free text string (note 3)
	M
	

	Write Request Result
	- Accepted

- Rejected
	
	M

	Cause of rejection
	- Misbehaviour reporting disabled

- Misbehaviour reporting failed
	
	O (note 2)

	NOTE 1:
This service element shall be included if the write request result is "Rejected".

NOTE 2:
Encrypted using MZF Key and cryptographically signed using M2M node key.

NOTE 3
The format of the reported behaviour is beyond the scope of the present document.
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