	Doc# SEC-2014-0287-Overall_Access_Control_Mechanism.DOC 
Input Contribution
	[image: image3.png]






	INPUT CONTRIBUTION

	Group Name:*
	SEC

	Title:*
	Access Control Mechanism Part 2

	Source:*
	LG Electronics

	Contact:
	Seongyoon Kim, LG Electronics, seongyoon.kim@lge.com

	Date:*
	2014-03-31

	Abstract:*
	This contribution proposes Access Control Mechanism of oneM2M
R01: Alignment to 245R03

	Agenda Item:*
	SEC

	Work item(s):
	WI 0002

	Document(s) 

Impacted*
	Technical Specification – Security Solution

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Approve the proposed change and integrate it into the TS document


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1
Rationale
This contribution proposes new clause for Access Control Mechanism
========================Start of 1st Change==========================
X.X.X
Access Control Mechanism
This clause specifies the access control mechanisms. Following two cases are supported:
· Case 1: Hosting CSE acts as both PDP and PEP.
· Case 2: Hosting CSE acts as PEP; IN-CSE acts as PDP 
X.X.X.1 Hosting CSE acting as PEP and PDP

In this case, Hosting CSE provides the PEP and PDP functionality as described in clause 6.3.2. When a request message is received by the Hosting CSE, the Hosting CSE shall check whether the request to access a target resource can be granted or not. The request contains the identifier of the Originator, the operation to be executed, and the target resource URI. It may also include an access token and/or subscriber group applied for access control.

The Hosting CSE shall perform following steps to validate the Request to access a target resource.

[image: image1.emf]Orignator Hosting CSE (PEP and PDP)

Request (Access resource)

Response

3: Perform the 

request

1: M2M Service 

Role Verification

2: Access Control 

Policy Verification

...


Figure X.X.X.1-1 Hosting CSE acting as PEP and PDP
Step 001:
When Hosting CSE receives a request from an Originator and the Originator is an AE, The Hosting CSE verifies the M2M service role. When Originator is a CSE, this step is considered to be passed. This step is specified in clause X.X.X.3 M2M Service Role verification.

Step 002: 
In this step, the Hosting CSE verifies whether Originator has sufficient privileges to perform the request by checking <accessControlPolicy> resource that applies to the targeted resource.

This step is specified in clause X.X.X.4 Access Control Policy verification.
Step 003:
If both step 1 and step 2 have been passed, the Hosting CSE performs the request.

After this procedure, Hosting CSE sends proper response to the Originator.
X.X.X.2 Hosting CSE acting as PEP and IN-CSE acting as PDP
In this case, Hosting CSE works PEP and IN-CSE works PDP functionality as described in clause 6.3.2. When a request message is received by the Hosting CSE, the Hosting CSE sends access control decision request to IN-CSE and gets access control response from IN-CSE. The request contains the identifier of the Originator, the operation to be executed, and the target resource URI. It may also include an access token applied for access control.

The Hosting CSE and IN-CSE shall perform following steps to validate the Request to access a target resource.

Editor’s note: FFS for the interface between Hosting CSE and IN-CSE and request/response of the interface.
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Figure X.X.X.1-2. Hosting CSE acting as PEP and IN-CSE acting as PDP
Step 001:
When Hosting CSE receives a request from an Originator, Hosting CSE makes an access control decision request based on the information in Originator’s request and sends the access control decision request to IN-CSE.
Step 002: 
IN-CSE verifies the M2M service role only when Originator is an AE. When Originator is a CSE, this step is considered to be passed. This step is specified in clause X.X.X.3 M2M Service Role verification.
Step 003:
In this step, the PDP verifies whether Originator has sufficient privileges to perform the request by checking <accessControlPolicy> resource that applies to the targeted resource

This step is specified in clause X.X.X.4 Access Control Policy verification.
Step 004: 
IN-CSE sends access control decision response. If both step 2 and step 3 have been passed, the response contains “access granted”. If any of step 2 and step 3 is not passed, the response contains “access denied”. 

Step 005:
Hosting CSE performs the request only if the response of step 4 has “access granted”. 

After this procedure, Hosting CSE sends proper response to the Originator.

X.X.X.3
M2M Service Role verification
The subsSer&RoleList attribute of <m2mServiceSubscription> resource in TS-0001[TS-0001] describes which AEs have the privilege to perform which operations on which resource types. For this purpose, M2M service role shall be checked in order to verify if the subscribed services and roles match the Originator request. This verification shall perform only when Originator is AE.
For example, an Originator is subscribed only to  M2M service role “Data exchange” (see Annex G of TS-00001[TS-0001]) on Hosting CSE and the M2M service role allows the Originator to perform Create, Retrieve, Update, and Delete operations on the <container> resource type. Then the request of Create, Retrieve, Update, or Delete operation from Originator is authorized to perform on <container> resource by M2M Service Subscription. Therefore if the request is to access other resource types than <container> resource type, then the request fails to be authorized in this step. If the request is to Create, Retrieve, Update or Delete <container> resource type, then the request is authorized in this step.
All <m2mServiceSubscription> resources are stored in an IN-CSE. For case 1, to enable a Hosting CSE to perform M2M Service Role Verification, the Hosting CSE shall internally keep <m2mServiceSubscription> resources which are applied by the resource hosting CSE and synchronize those resources with the ones in the IN-CSE. How to synchronize is not defined in this specification.
M2M Service Role Verification procedure shall happen at PDP and the procedure is described as follows:
1. PDP finds <m2mServiceSubscription> resources which belong to the Originator by considering App-ID and where the Originator resides (distinguished by appID attribute of the <m2mServiceSubscription> and by appID attribute of <nodeInfo> in the <m2mServiceSubscription>).

2. PDP checks whether any of M2M service roles in <m2mServiceSubscription> resources found at step 1 contains the requested operation pertaining to resource type of the target resource. 

3. If PDP finds a matching M2M service role, M2M Service Role verification has passed successfully
4. If PDP does not find any matching <m2mServiceSubscription> resources, M2M Service Role validation has failed. The PDP shall then send a respective response, and shall not proceed to step 2.
X.X.X.4
Access Control Policy verification
To be able to verify access control policy, PDP shall find the <accessControlPolicy> resource applicable to the target resource.

Editor’s note: how to find <accessControPolicy> resource is FFS. If the target resource doesn’t have accessControlPolicyID, the PDP finds <accessControPolicy> resource by using accessControlPolicyID of the parent resource. If the target resource doesn’t have accessControlPolicyID also at the parent resource, how to select access control policy resource is FFS.

After finding the <accessControlPolicy> resource, the following procedures shall be performed.

· PDP evaluates Privileges based on which parameter is contained in the request.
· Subscriber Group
If subscriber group parameter is contained in the request, PDP finds whether the subscriber group is specified in AccessControlOriginator of any Privileges. If the Privilege is found, PDP shall check whether Originator is members of the subscriber group by following the URI indicated in the AccessControlOriginator and shall check whether the AccessControlOperation of the Privilege contains the requested operation.
· Token
Detail description is FFS
· Neither Subscriber Group nor Token
If either subscriber group or token is not specified in the request, PDP finds Privilege where ID of Originator is specified in AccessControlOriginator parameter. If the Privilege is found, PDP shall check whether the AccessControlOperation of the Privilege contains the requested operation.
· PDP verifies whether environment conditions in contexts (section 9.6.2.3 in [19]) are satisfied.

========================End of 1st Change===========================
========================Start of 2nd Change===========================

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
void

[2]
Open Mobile API specification V2.0.2
[3]
GP TEE Client API….
[4]
ETSI TS 133 220 "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)".

[5]
IETF RFC 5246 "The Transport Layer Security (TLS) Protocol Version 1.2".

[6]
IETF RFC 6347 “Datagram Transport Layer Security Version 1.2”
[7]
ETSI TS 102 225 (V11.0.0) "Smart Cards; Secured packet structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[8]
ETSI TS 102 226 (V11.0.0) “Smart Cards; Remote APDU structure for UICC based applications (Release 11)” URL:http://www.etsi.org/
[9]
3GPP TS 31.115 (V10.1.0) "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)"
[10]
3GPP TS 31.116 (V10.2.0) "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"
[11]
3GPP2 C.S0078-0 (V1.0) "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications"
[12]
3GPP2 C.S0079-0 (V1.0) "Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications"
[13]
3GPP TS 33.220 (Vx.y.z) "Generic Authentication Architecture (GAA); Generic bootstrapping architecture"
[14]
3GPP2 S.S0109-A "Generic Bootstrapping Architecture (GBA) Framework"
[15]
RFC 4279 "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) "

[16]
RFC 5246 "The Transport Layer Security (TLS) Protocol, Version 1.2"
[17]
RFC 6347 "Datagram Transport Layer Security Version 1.2"
[18]
RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)"
[19]
oneM2M TS-0001 “Functional Architecture”. TBD.
========================End of 2nd Change===========================
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