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9
Algorithm and Protocol Details

9.1 Symmetric Key Identifier Generation

This specification generates a key identifier for all symmetric keys. The key identifier is comprised of three parts

· Key_label followed by a colon “:” 
· a 16-octet pseudorandom-key-identifier; and 
· (applicable only for Enrolment Key and Master Credential) the FQDN of the M2M Authentication Function or M2M Enrolment Function with whom the key is shared. 
That is, the key identifier is of the form
key identifier = key_label “:” pseudorandom-key-identifier [”@” function-fqdn].
The key_label consists of the 6 octet prefix “oneM2M” followed by a one octet key-type-identifier



Key_label := “oneM2M” key-type-identifier

The key-type-identifier is provided in the following table:
	Key Usage
	Key-Type Identifier

	Enrolment Key
	0x01

	Master Credential 
	0x02

	Pre-Provisioned Symmetric Enrolee Key
	0x03

	Pre-Provisioned M2M Secure Connection Key
	0x04


The pseudorandom-key-identifier part is generated from the key-type-identifier and the value of the key being identified:

pseudorandom-key-identifier := HMAC-SHA-256(value of key, key_label), truncated to the 128 most significant bits.
The function-fqdn part is the FQDN of the M2M Authentication Function or M2M Enrolment Function with whom the key is shared.





Editor’s Note: We may decide that pre-provisioned keys do not need a mechanism for generating an identifier, because the identifier and key are pre-provisioned.

Editor’s Note: We may decide that pre-provisioned keys do not need a mechanism for generating an identifier, because the identifier and key are pre-provisioned.
9.2 TLS and DTLS Details
Where TCP payloads are to be secured, TLS v1.2 (RFC 5246 [RFC5246]) shall be used.

Where UDP payloads are to be secured, DTLS v1.2 (RFC 6347 [RFC6347]) shall be used, noting that the DTLS v1.2 ciphersuites are identical to the TLS v1.2 ciphersuites.
The following Security Association Establishment Frameworks:

· Pre-Provisioned Symmetric Key Security Association Establishment Framework;
· MAF-Based Security Association Establishment Framework;
· GBA-Based Security Association Establishment Framework;
· shall use the TLS-PSK handshake (RFC 4279 [RFC 4279]) with one of the following TLS ciphersuites 
· TLS_PSK_WITH_AES_128_CCM (RFC 6655) [RFC6655]: Mandatory to support;
· TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [RFC6655]: Mandatory to support.
· TLS_DHE_PSK_WITH_AES_128_CCM (RFC 6655) [RFC6655]: Optional to support;
· TLS_DHE_PSK_WITH_AES_128_CCM_8 (RFC 6655) [RFC6655]: Optional to support.
The following Security Bootstrap Frameworks:

· Pre-Provisioned Symmetric Key Security Bootstrap Framework;

· GBA-Based Security Bootstrap Framework;
shall use the TLS-PSK handshake (RFC 4279 [RFC 4279]) with one of the following TLS ciphersuites (defined in RFC 6655 [RFC6655]):
· TLS_PSK_WITH_AES_128_CCM, (RFC 6655) [RFC6655]: Mandatory to support;
· TLS_DHE_PSK_WITH_AES_128_CCM, (RFC 6655) [RFC6655]: Optional to support.
The Certificate-Based Security Association Establishment Framework shall use the standard TLS handshake (RFC 5246 [RFC 5246]) with the following TLS ciphersuites:

· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, (RFC 5389) [RFC5389].
The Certificate-Based Security Association Establishment Framework shall use the standard TLS handshake (RFC 5246 [RFC 5246]) with the following TLS ciphersuites:

· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, (RFC 5389) [RFC5389].

9.3 TLS Key Export Details
This clause describes the details when exporting keys following the TLS or DTLS handshake in Security Bootstrap Frameworks.
Following successful TLS authentication, the Enrolment Key (Ke) is generated from the (D)TLS session secrets by the Enrolee and M2M Enrolment Function by applying TLS Key Export (RFC 5705) [18]  using the label “EXPORTER-oneM2M-Bootstrap” and length 32.

Editor’s note: the label “EXPORTER-oneM2M-Bootstrap” will need to be registered with IANA for inclusion on the TLS parameters registry: http://www.iana.org/assignments/tls-parameters/tls-parameters.xml.


9.4 Derivation of Km from Ke

This clause describes the details when generating Km from Ke in Security Bootstrap Frameworks.
The following information shall be used when generating Km from Ke:

· The value of the key Ke;
· The key_label of the target key (Km) as defined in clause 9.1;
· The MAF-ID encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [19] and apply Normalization Form KC (NFKC) as specified in [20].

The value of Km is generated as

Km:= HMAC-SHA-256(Ke, key-label “:”  MAF-ID).


�This is copied from GBA specification 33.220
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