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	MINUTES

	Meeting title:
	WG4 SEC 11.4

	Chair:
	Francois Ennesser

	Secretary:
	Karen Hughes, ETSI

	Meeting Date:
	2014-07-16

	Meeting Details:
	SEC 11.4 Conference Call

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>
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1
Opening of the meeting


1.1
Welcome
The Chair opened the meeting and welcomed the participants. He brought the attention of the participants to the notice on the cover page of the Agenda.
2
Review & Approval of Agenda


There was no agenda for this call
3
Review & Approval of Previous Minutes


SEC-2014-0344-Notes_11-1
On agreement by correspondence
SEC-2014-0344 was AGREED
SEC-2014-0350-Minutes_SEC_11_3

On agreement by correspondence

SEC-2014-0350 was AGREED
4
Review of Objectives for the Meeting
Progress on below action items.

Resolve pending issues.
5
Action Item Status

	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP10.4-001
	Identify security API services
	All
	OPEN

	A-WG4-TP10.7-001
	Clarify applicability of DM technology for remote administration
	Qualcomm, AlcatelLucent
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP11-002
	integrate the existing descriptions of access control procedure into a new clause based on 0336R0
	Qualcomm & CATT
	OPEN

	A-WG4-TP11-003
	address Security over Mcc'
	All – volunteer requested
	OPEN

	A-WG4-TP11-004
	add text to clause 8 to guide reader through the security frameworks
	Gemalto
	OPEN

	A-WG4-TP11-005
	add text to section 8.1.1.1, 8.1.2.1, 8.2.3.1
	Gemalto
	OPEN

	A-WG4-TP11-006
	clarify schemes for private signing keys.
	Qualcomm
	OPEN

	A-WG4-TP11-007
	Qualcomm to clarify corelations to trust self signed certificates considering OCSP and CRL
	Qualcomm
	OPEN

	A-WG4-TP11-008
	Qualcomm to clarify throughout the document that SA one single hop
	Qualcomm
	OPEN

	A-WG4-TP11-009
	Qualcomm to consider parameters transferred between MEF and MAF in chapter 8 figures.
	Qualcomm
	OPEN


SEC-2014- 0303R02-Clause_10_3_Direct_Security_Bootstrap_Framework_Algorithm_Details
On agreement by correspondence until 16 July – no comments received
SEC-2014-0303R02 was AGREED
SEC-2014- 0302R02-Clause_10_2_TLS_and_DTLS_Details
On agreement by correspondence until 16 July – one comment received but this was not an objection and a minor typo will be corrected by the Rapporteur when implementing this contribution.
SEC-2014-0302R02 was  AGREED
6
Contributions for discussion

SEC-2014-0353 -Brief_Introuduction_to_the_Proposal_of_ACP
Presented by Wei Zhou, CATT

SEC-2014-0353 was NOTED
SEC-2014-0346R02- Access Control Policy structure and evaluation
Presented by Wei Zhou, CATT

Comments 

Agreed to remove the “Effect” attribute as it may be too late in the work to redefine the <Rule> element at this stage 

xsd definition should be provided as a separate file 

Need to check that the naming of the parameters is aligned with the Architecture specification – it was agreed that this would be checked

Questions raised over the Deny-Overrides and Permit-Overrides, it was suggested that only one algorithm should be displayed in this release rather than the current 4 options. 
Deny could contain some extra information 

Suggested that section 7.1 should contain all the information on Access Control Policy. However it was suggested that this section was already too long. Wolfgang will look into this. The Qualcomm contribution is more high level and did not take error cases into consideration.
Questions raised over 7.x.2.1 & 7.x.2.2 – it was suggested that there was no need for these two sections as this was related to implementations. However it was also felt that this information is important as it relates to information which will be included in a later release. It was agreed that this could be placed in an informative section or annex.
Revision expected for TP12
SEC-2014-0346R02 was NOTED
SEC-2014-0349- Access_Control_pending_issues
Presented by Wolfgang Granzow, Qualcomm
Discussion

It was agreed that 3-tuple should to be updated to allow 2-tuple (ie without ‘context’)
The issue of ‘groups’ has already been discussed and was felt that explicit group identifiers should not be included in the list
accessControlOperations – this was agreed 
accessControlContexts – this was agreed
accessControlTimeWindow – this was agreed

accessControlLocationRegion – this is covered in another contribution
accessControlIpAddress – proposal agreed
this information should be included in the CATT contribution and Wolfgang will work with Wei on this.
SEC-2014-0349 was NOTED
SEC-2014-0351R01-Answer_the_Questions_Regarding_Pending_Issues_on_Access_Control
Presented by Hongbeom Ahn, LGE
Discussion

Protocols and Architecture are already aware of this concept 
Assumption is that the originators location is always determined in terms of longitude and latitude coordinates – concerns raised that this may be a restriction. 
Discussion over whether or not country codes could also be included (using the IP address)

If it is agreed that this is the way forward then contributions will be brought to SEC 12. It was agreed that Hongbeom will draft some contributions, socialize them via email and open discussion on the mailing list. Wolfgang will work with Hongbeom on this issue.
SEC-2014-0351R01 was NOTED
8 Planning for next Meeting(s)


SEC 11.5, 23 July 2014

SEC 12, July 28-August 1:

Official deadline to submit contributions is July 21.

The focus is to prepare Initial Release of TS-0003 for official Approval at TP 12 closing session. Thursday morning will be the last chance to agree on CRs to TS-0003, leaving time for the rapporteur to produce the final version of the TS (2 drafting sessions) for WG4 approval on Thursday evening. 

Topics not affecting the initial release will receive lower priority at this meeting.  
9 Any other business
There was no other business to discuss

10 Closure of meeting


The Chair thanked the participants and closed the meeting
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