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Title

Dynamic Authorization for IoT
Output

Technical Report on Dynamic Authorization for IoT;

Impact 
Impact on other Technical Specifications and Technical Reports

A new TR will be produced by this WI, as a pre-study for solutions that may go in future releases of TS-0003. 

Possible impacts of Authorization on End-to-end security solutions may affect TR-0012 (WI-0016).

Impact on other oneM2M Work Items;

Impacts of Authorization on End-to-end security solutions may affect WI-0016 (TR-0012).
Scope

Development of the Internet of Things implies convenient ways to enable interactions between M2M Applications depending on different actors, and possibly affiliated to different M2M Service Providers. In the context of an M2M Service Platform, this requires a practical mean for a Resource consuming application to obtain possibly temporary and restricted access to a Resource exposed by a Resource producing application. The Access Control Policies mechanism of TS-0003 was suitable under the assumption of centralized (client-server style) M2M deployments where required interactions between Resource producers and Resource consumers are mainly predictable at the time of resource creation and restricted within  a  known (reduced) set of interacting entities.that is not constantly evolving. This assumption is no longer valid in IoT scenarios where many-to-many interactions between multitudes of devices would result in exponential explosion in the number of Access Control Policies to establish and manage, while their unpredictable and fast evolving nature would create a bottleneck where the ACPs are maintained and evaluated.  

This work item will therefore investigate the suitability of alternative authorization schemes. This could include e.g.  token-based models, where the grant of authorization is directly embodied by a virtual ticket delivered to the requester that carries a scope of authorization as well as validation means.  
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