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1
Opening of the meeting


1.1
Welcome
The Chair opened the meeting and welcomed the participants. He brought the attention of the participants to the notice on the cover page of the Agenda.
1.2
Schedule for WG4

The chair went through the schedule for the meeting – this may be found in the agenda
2
Review & Approval of Agenda


SEC-2014-0355R02-SEC_12_Agenda
SEC-2014-0355R01 was AGREED
3
Review & Approval of Previous Minutes


SEC-2014-0354R01
On agreement by correspondence
SEC-2014-0354R01 was AGREED
4
Review of Objectives for the Meeting
Completion of Initial Release of the Security Technical Specification TS-0003, and presentation to the TP12 closing Plenary for approval.

Topics for further releases will be addressed once timely completion of the above is ensured.

Participants discussed the possibility of restructuring the Security Framework document.  
5
Action Item Status
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP10.7-001
	Clarify applicability of DM technology for remote administration
	Qualcomm, AlcatelLucent
	OPEN

	A-WG4-TP11-002
	integrate the existing descriptions of access control procedure into a new clause based on 0336R01
	Qualcomm & CATT
	OPEN

	A-WG4-TP11-003
	address Security over Mcc'
	All
	OPEN

	A-WG4-TP11-004
	add text to clause 8 to guide reader through the security frameworks
	Gemalto
	OPEN

	A-WG4-TP11-005
	add text to section 8.1.1.1, 8.1.2.1, 8.2.3.1
	Gemalto
	OPEN

	A-WG4-TP11-006
	clarify schemes for private signing keys.
	Qualcomm
	OPEN

	A-WG4-TP11-007
	Qualcomm to clarify correlations to trust self signed certificates considering OCSP and CRL
	Qualcomm
	OPEN

	A-WG4-TP11-008
	Qualcomm to clarify throughout the document that SA one single hop
	Qualcomm
	OPEN

	A-WG4-TP12-009
	The Rapporteur was given an action replace all instances of “security bootstrapping” with “remote security provisioning” in the baseline document
	Rapporteur
	OPEN

	A-WG4-TP12-010
	Action to register label (“Editors Note” changed to NOTE) in TLS Key Export Details to IANA.
	Qualcomm and WG leadership
	OPEN

	A-WG4-TP12-011
	Subscription Verification needs to be aligned with ARC.
	All
	OPEN

	A-WG4-TP12-012
	ACTION ITEM to continue to work on the simplification of the security framework
	All
	OPEN

	A-WG4-TP12-012
	Contribute to WG3 the XSD for the Access Control Policy Resource
	Volunteers
	OPEN

	A-WG4-TP12-013
	Contribute towards procedures for remote provisioning of certificates.
	Qualcomm
	OPEN


6
Contributions for decision on TS-0003

6.1
Introductory chapters (1-5)

· SEC-2014-0356, TS-003 CR on Definitions

· Presented by Francois Ennesser, Gemalto
· SEC-2014-0356 was AGREED 
· SEC-2014-0386R03, Clause 3 Updated Definitions CR
· Presented by Qualcomm
· Comments 

· No questions or comments.
· SEC-2014-0386R03 was AGREED.
· SEC-2014-0391, MEF Generalization details
· Presented by Gemalto, was handled in 0388R02
· SEC-2014-0391 was NOTED 

6.2
Chapter 6 

· SEC-2014-0363, Configuration of Protection Levels
· Presented by Dragan Vujcic, Oberthur Technologies
· Comments 

· Questions raised on how this impacts the protocols and whether or not this is appropriate for this TS

· Further questions on what the main purpose of these security levels is
· Was suggested that the table could be added to an Annex.
· Title of contribution should be classification rather than configuration

· Typo in description of level 3

· Offline discussion needed

· Revision expected

· Participants discussed the edits presented in R01.  There were no comments or objections to the revised contribution.
· SEC-2014-0363 was NOTED
· SEC-2014-0363R01 was AGREED

· SEC-2014-0371R02, Clause 6 Clean Up CR
· Presented by Qualcomm
· Comments 
· There were no questions or comments.
· SEC-2014-0371R02 was AGREED
· SEC-2014-0384, TS-0003 CR Clause 617 cleanup
· Presented by Gemalto
· No Comments 

· SEC-2014-0384 was AGREED

· SEC-2014-0385R03, Integrated Introductory Clause
· Presented by Gemalto
· Comments 
· No comments or questions.

· SEC-2014-0385R03 was AGREED

6.3
Chapter 7 – Access Control

· SEC-2014-0346R04, oneM2M Access Control Policy Structure and evaluation

· Presented by Wei Zhou, CATT
· Comments 

· It was confirmed that this is aligned with contribution 0362
· It had previously been agreed to keep only permit and deny, question raised over ‘Permit-Overrides’
· Further discussion needed on Role Based and Group Based (Access Control Rules) – This will result in a new contribution
· Suggestion to keep just Group URI for Release 1
· Offline discussion needed
· SEC-2014-0346R04 was NOTED
· Following further discussion SEC-2014-0346R04 was integrated into -0362 and NOTED
· SEC-2014-0366R02, Acquisition of Location Information for Location Based Access Control
· Presented by LGE
· Comments 

· This contribution is related to contribution -0362R01.
· Some small editorial clarification will be made resulting in -0366R03
· SEC-2014-0366R02 was NOTED
· SEC-2014-0366R03 was AGREED

· SEC-2014-0367RF01, Proposal for changing PAP to PRP

· Presented by Wei Zhou, CATT
· SEC-2014-0367R01 was AGREED
6.4
Clause 8.1 – Security Frameworks

· SEC-2014-0378, CR to complete Action Items on 8.1 
· Presented by Gemalto
· Comments 

· There were no comments or objections.
· ACTION ITEM: The Rapporteaur was given an action replace all instances of security bootstrapping with remote provisioning in the baseline document

· SEC-2014-378 was AGREED
6.5
Clause 8.2 - Security Associations
· SEC-2014-0372, Invalidating Security Associations CR
· SEC-2014-0372  was WITHDRAWN 
· SEC-2014-0387R01, Security Association Clean Up CR
· Presented by Qualcomm
· Comments 

· There were no questions or comments.
· SEC-2014-0387R01 was AGREED
· SEC-2014-0360, Discussions and Suggestion on Section 8, 9
· SEC-2014- was NOTED
5.6
Clause 8.3 – Bootstrapping aka Remote Security Provisioning

SEC-2014-0369, Bootstrap Clean up CR
Presented by Qualcomm
Comments 

· Participants discussed how this contribution presents the possibility of restructuring the Security Framework document with regards to bootstrapping.  
· This contribution aligns with the changes proposed in contribution SEC-2014-0380.  
· It is expected this contribution will be updated for alignment with the other contributions on bootstrapping.  
· The Chair noted that this combination of ideas will result in the review of late contributions, and participants noted they are willing to review these contributions towards discussion, and there were no objections in principle to discussing the proposed changes.  One of the drafting sessions during this week will be devoted to making the proposed changes to the specification for discussion in the full sessions.  
· SEC-2014-0369 was NOTED
· SEC-2014-0379R01, CR Changing MEF Bootstrap Classification
· Presented by Gemalto
· Comments 

· There were no comments or objections.
· SEC-2014-0379R01 was AGREED
· SEC-2014-0380R01, CR generalizing purpose of MEF bootstrap scenarios
· Presented by Gemalto
· Comments 

· There were no objections and the contribution was agreed.
· SEC-2014-0380R01 was AGREED
· SEC-2014-0388R02, Remote Provisioning Clean Up CR
· Presented by Qualcomm
· Comments 

· There were no questions or comments.
· SEC-2014-0388R02 was AGREED
6.7
Chapter 9
· SEC-2014-0370, Clause 9 Clean up CR 
· Presented by Qualcomm
· Comments 

· SEC-2014-370 was NOTED
· SEC-2014-0377R01, GBA Missing References
· Presented by Gemalto
· Comments 

· There were no comments or objections.
· SEC-2014-0377R01 was AGREED 
· SEC-2014-0389R02, Clause 9.1 Clean Up CR

· Presented by Qualcomm

· Comments 

· No questions or comments
· SEC-2014-0389R02 was  AGREED
· SEC-2014-0390R02, Clause 9.2 Clean Up CR

· Presented by Qualcomm
· Comments 

· An editors’ note was removed resulting in -0390R03
· SEC-2014-0390R03 was AGREED
6.8
Chapter 10
· SEC-2014-0373R02, Clause 10.2 TLS and DTLS Details Update
· Presented by Qualcomm
· Comments 
· There were no questions or comments.

· SEC-2014-373R02 was AGREED 
· SEC-2014-0374, Security Framework Parameters Description
· SEC-2014-0374 was WITHDRAWN 

· SEC-2014-0368R05, Certificate Text CR
· Presented by Qualcomm
· Comments
· An editorial correction was made resulting in R06. 

· SEC-2014-0368R06 was AGREED
· SEC-2014-0393R01, Remote Provisioning Details CR
· Presented by Qualcomm
· Comments
· There were no questions or comments.
· ACTION ITEM: Change Editors Note to NOTE in TLS Key Export Details in the baseline specification.

· SEC-2014-0393R02 was AGREED
6.9
Annexes

· SEC-2014-0365, oneM2M Access Control Decision Request for Annex
· Presented by Wei Zhou, CATT

· Comments 

· Need to avoid normative text
· Suggested that this contribution could go into an Annex. Questioned on whether this was needed for Release 1.
· It was suggested that the information in this contribution is already contained in other agreed contributions.
· Offline discussion needed

· A revision was discussed.
· Additional edits were recommended resulting in the creation of an R02.  
· SEC-2014-0365 was NOTED
· SEC-2014-0365R01 was NOTED

· SEC-2014-0365R02 was AGREED

· SEC-2014-0357, CR updating Annex D SE Provisioning

· Presented by Francois Ennesser on behalf of Giesecke & Devrient, Oberthur Technologies and Gemalto
· Comments 

· Need to check the reply LS from ETSI SCP
· Reason for change on the cover page should be clearer.
· A revision 2 was discussed, and further edits will result in the creation of an R3.
· Going forward there will be a need to align this baseline with the completed output from the Protocol Working Group.
· SEC-2014-0357 was NOTED
· SEC-2014-0357R02 was NOTED

· SEC-2014-0357R03 was AGREED

· SEC-2014-0358, Informative Annex on SE Provisioning
· Presented by Gemalto
· No Comments 
· SEC-2014-358 was AGREED
6.10
New chapters

· SEC-2014-0364, Security Considerations on AE
· Presented by LGE
· Comments 

· This contribution proposes a solution to a security problem with security registration.
· Participants discussed if portions of the proposed solutions would be more appropriate in the Architecture TS.  It was noted there are proposals into WG2.
· Further discussion occurred regarding the proposed solution and if an identifier needs to be associated once it has already been authenticated.

·   A revised contribution is expected.
· SEC-2014-0364R01was discussed in a joint session with ARC.  

· SEC-2014-0364R02 was discussed by SEC.

· Edits were made resulting in R03
· SEC-2014-0364- was NOTED.
· SEC-2014-0364R03 was AGREED. 

· SEC-2014-0392, Overall Access Control
· Comments 

· ACTION ITEM: Subscription Verification needs to be aligned with ARC.

· SEC-2014-0392 was NOTED
6.11 SEC/ARC Joint Discussions:
· Joint meeting – WG2 / WG4 – Tuesday 29/07/2014 – Morning Session,  Tuesday 29/07/2014 and Wednesday 30/07/2014  – Evening Session
	ARC-2014-1500
	ID for AE Registration


· ARC-2014-1500 was WITHDRAWN 
	SEC-2014-0346R04
	oneM2M Access Control Policy Structure and Evaluation


· Presented by Wei Zhou, CATT
· Comments and Issues
· Participants are requested to study this contribution for later discussion
· Participants reviewed this -0346R05 contribution at a following WG#4 session.

· It was noted the text duplicated from the ARC TS needs to be changed to reference the document instead of copying the text.
· It was further noted that this contribution may need to be merged with -0362 as there is significant overlap in the areas of proposed changes.  

· Concern was expressed that the high level descriptive text duplicates the content of the ARC TS in principle.  

· The author was encouraged to merge his contribution with the content in -0362. 
· SEC-2014-0346R04 was integrated into -0362 and NOTED
	SEC-2014-0383
	Brief Introduction Group and Role Based Access Control Rules


· Presented by Wei Zhou, CATT
· Comments and Issues
· More specifics needed for the Access Control Rule Structure. It was suggested that this is a privilege which has already been specified and it was felt that it should not be overloaded.
· Preference was expressed to use ID rather than URI
· Group ID may not be needed in Security. In the ARC TS Group is not fully specified
· Final slide – this is only relevant for the AE according to the current TS. This assume that the AE has already been registered and that the resource exists
· Questions raised over the m2mServiceSubscription – this needs to be clarified
· SEC-2014-0383 was NOTED
	SEC-2014-0362R01
	AccessControl_clarifications


· Presented by Wolfgang Granzow, Qualcomm
· Comments and Issues
· More offline discussion needed on this and other related contributions.
· Discussion was held in drafting sessions, and the resulting document was shared with the group.
· Discussion occurred regarding if this contribution contains content that duplicates content in the ARC TS.  The text will be changed to just refer to the ARC TS instead of changing the text.

· Participants addressed edits leading to R02.

· A note was added regarding the parameter “role.”

· Participants discussed R04.  This contribution combines -0346.  A clean version will be uploaded as R05.
· SEC-2014-0362R01 was NOTED.
· SEC-2014-0362R02 was NOTED. 
· SEC-2014-0362R05 was AGREED. 
· Other Notes:
· The joint meeting participants discussed the impact of Role in different procedures.
· Discussions focused on how access rights are handled for groups, and if it is different from how a role is handled.

· SEC-2014-0383 Brief Introduction Group and Role Based Access Control Rules was discussed at a previous joint session, and was opened again here to assist discussions.
· It was clarified that users can have different rights in their different IDs, and if their role is not transmitted than authorization can be refused for some ID.  

· There is a use case that requires support of roles for multiuser applications.  
· The from parameter of a role should always be the unique user ID. 

· A user should be able to register once but belong to several groups.  It was asked if a user could limit their authorizations by changing their roles.

· Access control policy IDs could assist in updating group rights.  Considerable discussion occurred regarding the best method for controlling groups and access control policies.
·  The key question: Is group based authorization necessary?
·  It was AGREED to leave group based access control as not supported at this time.  The topic will be addressed in future work if deemed appropriate.  

· It was AGREED to leave role based access control as not supported at this time The topic will be addressed in future work if deemed appropriate.  

· It was AGREED to support ID Based Access Control including the usage of wild cards that are resolved to IDs. 

· SEC was asked to provide contributions to ARC to reflect the agreement and path forward.
6.12 SEC/PRO Joint Discussions Wednesday 30/07/14:
· PRO-2014-0321, Service Usage Settings
· Presented by Fujitsu
· PRO-2014-321 was WITHDRAWN 
· PRO-2014-0352R01, Overview HTTP Binding Updates
· Presented by LGE
· PRO-2014-352R01 was AGREED

· PRO-2014-0354R03, TS009 Clean Up
· Presented by LGE
· PRO-2014-0354R03 was AGREED 
· SEC-2014-0347R05, Access Control Specification
· Presented by CATT
· Comments 

· Participants discussed the intent of this contribution, and it was noted there is still discussion on xsd definitions in SEC, and it would be best if the PRO and SEC documents are aligned.  
· It was proposed that this topic may need to be shared with ARC as well and the work may belong in their document.

· Concerns were expressed about the use of “identity based access control” within the working groups.
· The concepts in this contribution will be discussed further going forward.  Once SEC has a final status from ARC on their definition of access control, then it will be a more clear path for the handling of access control in PRO and SEC.
· SEC-2014-0347R05 was NOTED
· SEC-2014-0328R01, Request for Changing the Text of SEC-2014-0249R05
· Presented by Huawei
· Comments 

· This contribution was carried over from TP#11.

· Discussion occurred regarding some alignment issues between the text and the diagrams.

· The Editors Notes should also be removed.

· Participants discussed R02.  An edit was made and a clean version will be uploaded as R03.
· SEC-2014-0328R01 was NOTED, a revision is expected.

· SEC-2014-0328R03 was AGREED 
7
Other contributions

7.1
Work Item on End-to-End Security and Group Authentication

· SEC-2014-0375R01, Skeleton of TR-0012 End-to-end security and Group Authentication
· Presented by China Mobile
· Comments 

· Participants discussed some edits for clarification resulting in R02.
· It was recommended to start with use cases and high level description, and eliminate some of the details.  In particular deleting the subsections in 7, 8 and 9.  
· Some additional edits were made for clarity.
· SEC-2014-0375R02 was AGREED. 

· SEC-2014-0376, Scope of TR-0012 End-to-end security and Group Authentication
· Presented by China Mobile
· Comments 

· Participants discussed the proposed draft scope.  Edits were made resulting in an R01.
· SEC-2014-0376R01 was AGREED.
7.2
Informative contributions

SEC-2014-0361, Security Issues
Presented by LGE
Comments 

· This contribution contains security issues identified by LGE, and opens discussion on possible solutions if needed.
· The proposed solution to AE impersonation was agreed in theory and specific changes to the document will need to be made in a drafting session.
· The proposed solution related to AE registration was agreed in theory and specific changes to the document are presented in SEC-2014-0364.
· SEC-2014-0361 was NOTED
SEC-2014-0382, Security Framework Annex
Presented by Qualcomm
· SEC-2014-0382 was NOTED
7.3
Contributions affecting other deliverables (e.g. Other WGs)

	TP-0459
	LS Response from ETSI Technical Committee SCP
	
	


· Participants discussed the liaison response from the ETSI Technical Committee SCP. 
· oneM2M will need to apply from an RID from ISO/IEC.
· The SEC leadership will work with the Secretariat to submit the application.
· No reply is needed to SCP until that number has been secured.

· TP-2014-459 was NOTED.

8 Planning for next Meeting(s)


Organization of e-mail discussion threads

Next Conference Calls:  

· There will be no virtual meetings in August, they will be resumed on Wednesdays on their typical schedule beginning in September.
Next Face-to-Face: TP 13, September 2014, Phoenix, AZ, USA.
9 Any other business
The Rapporteur will update the baseline TS003 with all contributions agreed at this meeting, and it will be submitted to TP to be included as part of the initial release. There were no objections and this was AGREED.  
Qualcomm was given an ACTION ITEM were asked to continue to work on the simplification of the security framework.  

10 Closure of meeting


The Chair thanked the participants and closed the meeting
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