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1
Introduction

This contribution Provides an end-to-end security use case and requirements for TR-0012.
2
Proposal
5.1.x
Use Case of End-to-End Authentication in Key Distribution
5.1.x.1
Description
An oneM2M system may need to transfer some very sensitive data that should not be exposed to any intermediate nodes or even the application programs in the end nodes, i.e. these data shall only be handled, stored and used in secure environments. One example is to distribute secret keys to the members of a group so that the group members can communicate to each other confidentially or receive encrypted control commands that are sent in the way of broadcasting. In this case the hop-by-hop security mechanisms cannot meet the required security level, and an end-to-end security mechanism shall be adopted. Through an end-to-end authentication a security association shall be established between the end entities based on application requirement.
The use case in the following sections shows how an end-to-end mechanism shall be used to deploy group keys. For more information about group keys seeing Section 5.2.x.
5.1.x.2
Actors
The entities involved in this use case are shown in the Figure 5.1.x-1 and described as follows:
IN-CSE: It represents an Infrastructure Node that is responsible for creating groups, generating group keys and transferring group keys to group members.

MN-CSE: It represents a Middle Node that is responsible for forwarding the messages exchanging between IN-CSE and target ADN-AEs. It also acts as a group agent that is responsible for controlling the entities in the Group-1, Group-2 and Group-3, and broadcasting control commands to these entities.
ADN-AE: It represents an Application Dedicated Node that is responsible for accumulating data from fire sensors, controlling fire doors or fire extinguishing equipments which are attached to this ADN-AE.


Group-1: It contains a set of ADN-AEs which are responsible for accumulating data from attached fire sensors.

Group-2: It contains a set of ADN-AEs which are responsible for controlling attached fire doors.

Group-3: It contains a set of ADN-AEs which are responsible for controlling attached fire extinguishing equipments.
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Figure 5.1.x-1: Group key distribution use case
5.1.x.3
Pre-conditions
IN-CSE, MN-CSE and AND-AEs are all equipped with a secure environment.

In the case of using certificate base security mechanism IN-CSE, MN-CSEs and ADN-AEs are all issued with a public key certificate that can be used for authentication, data integrity protection and data confidentiality protection. These entities are all pre-provisioned with a CA certificate that is used to verify other public key certificates.

In the case of using symmetric key base security mechanism IN-CSE, MN-CSEs and ADN-AEs are all pre-provisioned with a pre-shared secret key that can be used for the purposes of authentication, integration and confidentiality. 

ADN-AEs register to the MN-CSE in order to communicate with the IN-CSE.
5.1.x.4
Normal Flow
Group key distribution procedure:

1. IN-CSE creates group resources for the ADN-AEs according to their functionality. Group-1 is used for grouping all the ADN-AEs that are responsible for accumulating the data from the fire sensors. Group-2 is used for grouping all the ADN-AEs that are responsible for controlling the fire doors. Group-3 is used for grouping all the ADN-AEs that are responsible for controlling the fire extinguishing equipments.

2. The IN-CSE generates symmetric keys Key-1, Key-2 and Key-3 for the groups Group-1, Group-2 and Group-3 respectively.

3. In order to avoid the Man-in-the-Middle Attack and Eavesdropping Attack, security association between the IN-CSE and the MN-CSE, and security association between the MN-CSE and a target ADN-AE are established using hop-by-hop security mechanism.

4. The IN-CSE and the MN-CSE or a target ADN-AE perform an end-to-end authentication process between them using certificate-based security mechanism or symmetric key based security mechanism. After that a security mechanism used to transform group keys is also negotiated, for example using digital envelope technology to transform group keys.

5. The IN-CSE encrypts the group key using the security method selected in the last step, encapsulates it into a message, and then sends this message to the MN-CSE. 

6. The MN-CSE forwards the message further to a target ADN-AE if this message is not for it.

7. The MN-CSE or a target ADN-AE extracts the encrypted content from the message, and then sends it into the secure environment.

8. The encrypted group key is decrypted in the secure environment, and then saved in the secure environment. The group key never leaves the secure environment; any usage of group key is handled in the secure environment.
5.1.x.5
Potential requirements
1. End-to-end security shall support mutual authentication, security association establishment and remote security provisioning.
2. End-to-end security shall be established using pre-provisioned symmetric key or certificate-based security mechanism.

3. A secure communication channel between the end entities may be established using hop-by-hop security mechanisms before the end entities try to establish an end-to-end security.
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