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==================<Start of Change (New Text 1)>=================
3.4
Acronyms
For the purposes of the present document, the abbreviations given in [i.2] and the following apply:
AMI
Advanced Metering Infrastructure
DAP
Data Aggregation Point
==================<End of Change 1>========================
==================<Start of Change (New Text 2)>=================
5
Use Cases

5.2
Group Authentication Use Cases

Editor’s note: this clause includes use cases for group authentication and threat analysis of the use cases.

For some oneM2M service, it can be a large amount of entities (e.g., AEs/CSEs) deployed in the same location to execute procedures for the same purpose and own same behaviour. Therefore, these oneM2M entities can be worked together as a group. The use cases to meet the above description are concluded as follows:
5.2.1
Smart Meter reading
5.2.1.1
Description
A large amount of smart meters are deployed in a block. The smart meter uploads meter report frequently through the network to Utility Data Center / AMI Headend. What is more, the Utility Data Center / AMI Headend can make a request to the smart meter that can be received via the agent (i.e., Data Aggregation Point), smart meters report at the same time, or the Utility Data Center/AMI Head End need to re-configure all smart meters at the same time. 
5.2.1.2
Actors
The entities involved in this use case are shown in the Figure 5.2.1.2-1 and described as follows:
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Figure 5.2.1.2-1: Entities Evolved for Group Authentication general logic
Group Member: smart meter (e.g., ASN or ADN) plays role of specific group member to forward meter report via the group agent to Infrastructure Node of service provider. 
Group Agent: group agent (e.g., MN) is responsible to delegate all members to make mutual authentication with Infrastructure Node.
Infrastructure Node: it is represents the service provider (i.e., Utility Data Center/AMI Hended) to establish end-to-end secure tunnel with smart meters.
5.2.1.3
Pre-conditions
The group members are designed in the group as a whole initially.
Each group member is provisioned with individual credential used for making authentication with group agent and Infrastructure Node, respectively.
5.2.1.4
Normal flow
As shown in Figure 5.2.1.2-1, the normal flow can be divided into three phases such as inner group authentication, outer group authentication and end-to-end secure tunnel establishment. 
1. The first phase called inner group authentication (from ASN or ADN to MN) is that each group member (e.g., ASN or ADN) and the group agent (e.g., MN) should be mutually authenticated.
2. The second phase called outer group authentication (from MN to IN) is that mutual authentication should be made between a given entity (e.g., IN) and a group agent (e.g., MN) who is responsible to delegate all members in the group. 
3. The third phase called end-to-end secure tunnel establishment is that the group member (e.g., ASN or AND) and IN can set up secure communication individually and make implicit authentication between ASN/ADN and IN.
5.2.1.5
Potential requirements
1. Each group member and Infrastructure Node can make implicit authentication with each other.
2. Each group member negotiates with the Infrastructure Node to generate a specific session key for data integrity protection and data confidentiality protection.
5.2.2
Remote Vehicle Management

5.2.2.1
Description
Vehicles equipped with IOT terminals which contain GPS location reporter, remote air condition control, etc. to send information such as position information, navigation, remote diagnosis, on-board communication, news and entertainment information to the M2M service provider to make better vehicle scheduling, vehicle monitoring and vehicle controlling at the same time. Meanwhile, such vehicles gather in a small place as a group which either be static or dynamic one like airport, train station, etc., and the communication from vehicles to M2M service provider via an agent (e.g., Remote Vehicle Gateway). 
5.2.2.2
Pre-conditions
The group members can either be designed as a group in advance or dynamically changed before the group authentication execution.

Each group member is provisioned with individual credential used for making authentication with group agent and Infrastructure Node, respectively.

5.2.2.3
Actors
The entities involved in this use case are shown in the Figure 5.2.1.2-1 and described as follows:

Group Member: vehicle (e.g., ASN or ADN) plays role of specific group member to forward information (e.g., navigation, remote diagnosis, etc.) via the group agent to Infrastructure Node of service provider.   

Group Agent: group agent (e.g., MN) is responsible to delegate all members to make mutual authentication with Infrastructure Node.
Infrastructure Node: it represents the service provider to establish end-to-end secure tunnel with vehicles.
5.2.2.4
Normal flow
As shown in Figure 5.2.1.2-1, the normal flow can be divided into three phases such as inner group authentication, outer group authentication and end-to-end secure tunnel establishment. 
1. The first phase called inner group authentication (from ASN or ADN to MN) is that each group member (e.g., ASN or ADN) and the group agent (e.g., MN) should be mutually authenticated.
2. The second phase called outer group authentication (from MN to IN) is that mutual authentication should be made between a given entity (e.g., IN) and a group agent (e.g., MN) who is responsible to delegate all members in the group. 
3. The third phase called end-to-end secure tunnel establishment is that the group member (e.g., ASN or AND) and IN can set up secure communication individually and make implicit authentication between ASN/ADN and IN.
5.2.2.5
Potential requirements
1. Each group member and Infrastructure Node can make implicit authentication with each other.

2. Each group member negotiates with the Infrastructure Node to generate a specific session key for data integrity protection and data confidentiality protection.
==================<End of Change 2>========================
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