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==================<Start of Change (New Text 1)>=================
3.4
Acronyms
For the purposes of the present document, the abbreviations given in [i.2] and the following apply:
AMI
Advanced Metering Infrastructure
DAP
Data Aggregation Point
==================<End of Change 1>========================
==================<Start of Change (New Text 2)>=================
5
Use Cases

5.2
Group Authentication Use Cases

Editor’s note: this clause includes use cases for group authentication and threat analysis of the use cases.

For some oneM2M service, there can be a large number of entities (e.g., AEs/CSEs) deployed in the same location to execute procedures for the same purpose and own similar behaviour. Therefore, these oneM2M entities can be managed together as a group. 
5.2.1
Smart Meter Reading
5.2.1.1
Description
A large number of smart meters are deployed together. The smart meters send meter report frequently through the network to Utility Data Center / AMI Headend. Furthermore, the Utility Data Center / AMI Headend can issue request to the smart meters that may be received via an agent (e.g., Data Aggregation Point), e.g., smart meters report, or the Utility Data Center/AMI Head End may need to re-configure all smart meters at the same time. 
5.2.1.2
Actors
The entities involved in this use case are shown in the Figure 5.2.1.2-1 and described as follows:
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Figure 5.2.1.2-1: Entities involved in Smart Meter reading
Smart meters may form a group of entities that forwards meter reports via the group agent to the Utility Data Center/AMI Headend. 
DAP (Data Aggregation Point) represents a group agent which acts on behalf of group members to perform mutual authentication with the Utility Data Center/AMI Headend.
Utility Data Center/AMI Headend belongs to the metering service provider and obtains Smart Meter reports.
5.2.1.3
Pre-conditions
1. The smart meters are assigned to a group initially.
2. Smart meter, DAP and Utility Data Center/AMI Headend are pre-provisioned credentials used for performing authentication, respectively.
5.2.1.4
Normal flow
1. DAP sends a message to indicate that there is a specific group of smart meters that need to communicate with the Utility Data Center / AMI Headend.
2. Each Smart Meter in the group sends a request via the DAP in order to report to the Utility Data Center / AMI Headend.
3. DAP needs to verify the smart meters identities to upload information before it forwards the request to the Utility Data Center/ AMI Headend.
4. Smart meters send their reports to the group agent. Moreover, most smart meters would send information at same time by using default configuration, or be configured at the same time based on end user preference.

5. DAP can subsequently buffer the reports for some time, or may serve as a router to directly forward the smart meters information to Utility Data Center / AMI Headend. 
6. Utility Data Center / AMI Headend process the reports after it verifies smart meters identities.
5.2.1.5   Potential requirements
1. M2M Gateway (i.e., group agent) shall be able to represent M2M Devices (i.e. group members) in order to perform authentication with the M2M Server.
2. The M2M system shall support group authentication to establish security association and enable required procedures for remote provisioning of the M2M Devices (i.e. group members).

5.2.2
Remote Vehicle Management

5.2.2.1
Description
Vehicles equipped with communication terminals contain GPS location unit, On-Board Unit, etc. that may send information for purposes such as position tracking, navigation, remote diagnosis, etc., at the same time to the vehicle service centre e.g. to improve vehicle scheduling. Meanwhile, such vehicles may gather in places like airport, train station, etc. and form groups which can be either static or dynamic, and communicate from vehicles to vehicle service centre via an agent (e.g., remote vehicle gateway or roadside unit). 
5.2.2.2
Actors
The entities involved in this use case are shown in the Figure 5.2.2.3-1 and described as follows:
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Figure 5.2.2.3-1: Entities involved in remote vehicle management
Vehicles may form a group of entities that forwards information via the group agent to the vehicle service centre. 

Remote vehicle gateway represents a group agent which acts on behalf of group members to perform mutual authentication with the vehicle service centre.

Vehicle service centre belongs to the vehicle service provider and obtains information from the vehicles in a group.

5.2.2.3
Pre-conditions
1. The vehicles can either be assigned to a group in advance or dynamically changed.
2. Vehicle, remote vehicle and vehicle service centre are pre-provisioned credentials used for performing authentication, respectively.
5.2.2.4 Normal flow
1. Remote vehicle gateway sends a message to indicate that there is a specific group of vehicles that need to communicate with the vehicle service centre.
2. The vehicles in a group collect the information (e.g. position information, navigation, remote diagnosis, etc.) from communication terminals and send them to the remote vehicle gateway at the same time. 
3. The remote vehicle gateway verifies the vehicles and then forwards the received information to the vehicle service centre. 

4. Vehicle service centre analyses the received information and sends the process to the vehicles after it verifies the vehicles identities.

5.2.2.5
Potential requirements
5.2.2.5.1
Static group potential requirements 
It should statisfy the potential requirements defined in Clause 5.2.1.2 for the static group authentication in remote vehicle management.
5.2.2.5.2
Dynamic group potential requirements 
Editor’s note: this clause includes potential requirements for the dynamic group authentication in remote vehicle management.
==================<End of Change 2>========================
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