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==================<Start of Change (New Text 1)>=================
3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:
B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

NAF
Network Application Function
NAF-ID               Identity of Network Application Function
HSS
Home Subscriber System
IMPIg                  IP Multimedia Private Identity of Group Agent
AUTNg                Authentication Token of Group Agent
RANDg                Random Challenge of Group Agent
RESg                    Response of Group Agent

XRESg                 Respect Response of Group Agent
Kg                        Root Key of Group Agent

CKg                     Cipher Key of Group Agent

IKg                      Integrity Key of Group Agent
Ai                        Group Member Ai
IDi                       Identity of Group Member Ai
AUTNi                Authentication Token of Group Member Ai
RANDi                Random Challenge of Group Member Ai
RESi                    Response of Group Member Ai 
XRESi                 Respect Response of Group Member Ai
Ki                        Root Key of Group Member Ai
CKi                      Cipher Key of Group Member Ai
IKi                       Integrity Key of Group Member Ai
gki                       Pre-shared Key between Group Member  and Group Agent
ski                        Inner Group Session Key between Group Member Ai and Group Agent
Ksg                      Outer Group Session Key of Group Agent
Ksi                       Outer Group Session Key of Group Member
Ksi_NAF
NAF specific key material between Group Member Ai and IN 
==================<End of Change 1>==========================

==================<Start of Change (New Text 2)>=================
2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.x]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". Release-12
==================<End of Change 2>==========================
==================<Start of Change (New Text 3)>=================
8
Available Options

Editor’s note: this clause provides a high level description and detailed procedures of available options. The options are also analysed to arrive at a recommended option.
8.1   Group Authentication
Group authentication is a kind of authentication technologies that a group of members (e.g., Application Service Node (ASN) or Application Dedicate Node (ADN)) can be authenticated together at the same time. Instead of authenticating group members one by one, group authentication mechanism treats these members in the group as a whole, and authenticates them together. Each group has a unique identifier, and an agent (e.g., Middle Node (MN)), which can be called as group agent, group gateway, etc.
8.1.1 High Level Description
As shown in Figure 8-1-1-1, group authentication mechanism can be divided into three phases such as inner group authentication, outer group authentication and end-to-end secure tunnel establishment. 
1) The first phase called inner group authentication (from ASN or ADN to MN) is that each group member (e.g., ASN or ADN) and the group agent (e.g., MN) should be mutually authenticated.
2) The second phase called outer group authentication (from MN to IN) is that mutual authentication should be made between a given entity (e.g., IN) and a group agent (e.g., MN) who is responsible to delegate all members in the group. 
3) The third phase called end-to-end secure tunnel establishment is that the group member (e.g., ASN or AND) and IN can set up secure communication individually and make implicit authentication between ASN/ADN and IN.
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Figure 8-1-1-1: Group Authentication general logic 
8.1.2  Detailed Procedures
In the group authentication mechanism, IN records the identity (e.g., IMPIg) and root key Kg of group agent, the identity (e.g., IDi) and root key Ki of each group member Ai and the mapping table in its database. The detailed procedure is depicted in Figure 8-1-1-2.
Note: There is pre-configuration on the group and the group agent has configured the group members in advance.
Note: The signalling parameters in our group authentication can be carried by the service layer protocol (e.g., HTTP, CoAP) which is defined by oneM2M.
8.1.2.1 Inner group authentication
In the first phase, group agent authenticates each group member. The details are demonstrated as follows:
Note: It can use any kind of authentication mechanism in inner group authentication.
1) Ai sends access message to its group agent to initiate inner group authentication. 

2) When receives the request, the group agent generates authentication vectors (RANDi, AUTNi, RESi) for each group member Ai, in which RANDi=R, AUTNi=Egki(RANDi), RESi=Egki(RANDi+1). And then group agent sends Authentication request (Ai, RANDi, AUTNi) to Ai.

3) Ai verifies the received AUTNi by calculating the XRANDi=Dgki(AUTNi) to check whether XRANDi=RAND and the RANDi is fresh. If this check is correct, Ai calculates XRESi=Egki(RANDi+1) and generate session key ski=KDF(gki, RANDi). Then Ai sends Authentication Response (Ai, XRESi) to the group agent as response. Upon receiving the Authentication Response, the group agent authenticates Ai by checking whether the received XRESi is equal to RES maintained locally. If correct, Ai passes the authentication and generates session key ski. Thus, the inner group authentication is done and inner group secure tunnel is built between Ai and group agent.  
8.1.2.2 Outer group authentication
In the second phase, group agent performs mutual authentication with the network on behalf of all group members:
Note: The root key Ki is only shared between the Ai and HSS.
4) Group agent sends Get request to IN since IN needs to authenticate the group agent and group member Ai using bootstrapped security association [i.x].
5) IN forwards bootstrapping initiation required message.
6) Group agent sends Access message to BSF, which includes the group agent’s identity (e.g., IMPIg) (permanent identity of group agent).

7) BSF forwards the Access message to HSS.
8) After receiving the authentication request, HSS can recognize that is a group authentication performing based on the group agent’s identity (e.g., IMPIg) and generate authentication request:
a) According to the IMPIg, HSS looks up its database to find the agent’s root key Kg and generates the authentication vector ( RANDg, AUTNg, XRESg, CKg, and IKg).
b)  Meanwhile, HSS also finds the each group member’s identity IDi and root key Ki based on the group name according to the IMPIg and generates the key parameters CKi, IKi. In the database, there is a mapping between the group name and the group member’s identity as well as their root key Ki. 
c) HSS sends Authentication Vectors  response ( IMPIg, RANDg||AUTNg||XRESg||CKg||IKg), (IDi, CKi|IKi|) to BSF.

9) BSF sends Authentication Request (RANDg, AUTNg) to group agent.
10) Upon the Authentication Request, the group agent takes the AUTNg from the received authentication vector, which includes a MACg and the SQNg. The group agent verifies the AUTNg by calculating the XMACg to check whether XMACg=MACg and the SQNg is in the correct range. And then, agent calculates authentication response RESg based on Kg and RANDg, and generates group session key Ksg=CKg||IKg. Group agent sends authentication response (RESg) to BSF.

11) BSF checks whether the received RESg is equal to XRESg. If correct, it can be considered that group agent and all group members are authenticated successfully. BSF generates Ksg for group agent, Ksi=CKi||IKi and B-TIDi for each group member Ai. 
8.1.2.3 End-to-end secure tunnel establishment
12) BSF sends group agent secure information to the group agent, which includes B-TIDi.

13) Group agent sends RANDg and B-TIDi to each group member Ai correspondingly through the inner group secure tunnel.
Note: RANDg should be refreshed with the network AKA frequency. 
14) Ai calculates CKi, IKi based on Ki and RANDg, and generates the Ksi=CKi||IKi to establish the individual secure tunnel with IN, stores B-TIDi as well. And then, Ai sends the Acknowledgement message to group agent. 
15) Ai derives the NAF specific key material Ksi_NAF refers to [i.x] to establish the individual secure tunnel with IN. 
16) Ai sends Application request (B-TIDi) to group agent.
17) Group agent forwards the Application request to IN.
18) Upon the Application request, IN sends Authentication answer (B-TIDi, NAF-ID) to BSF.
19) BSF generates Ksi_NAF for Ai and obtains Ai’s profile, bootstrapping time, key life time based on B-TIDi and NAF-ID.
20) BSF sends Authentication answer (Ksi_NAF, profile, bootstrapping time, key life time) to IN.
21) IN stores (Ksi_NAF, profile, bootstrapping time, key life time). Therefore, IN and each group member Ai obtains the specific key Ksi_NAF to establish the individual secure tunnel.
22) IN sends Application answer (ACK) to group agent.
23) Group agent forwards the Application answer (ACK) to Ai.
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Figure: 8-1-1-2: Group Authentication detailed procedures
==================<End of Change 3>========================
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