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Introduction
For inter-operability and security purposes, some descriptions described as informative should become normative. 
-----------------------Start of change 1-------------------------------------------
6.2.3.2
Remote security administration of SE

The Security Administration service may provide mechanisms for remote security administration of sensitive data and security functions of M2M field domain nodes, reusing mechanisms provided by existing standards where appropriate. However, since remote security administration requires the target information to be remotely modifiable, hardware based protection is required to protect such security information from remote software hacking of the device: This is the purpose of the  Secure Environment. Remote security administration differs from standard device management by the requirement that the secure channel established with the administration server shall have its endpoint in the Secure Environment of the M2M Node. 
The choice of a Secure Environments is guided by a risk analysis considering all layers of an M2M application, though it should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network, e.g. UICC in 3GPP and 3GPP2 networks. Applicable remote security administration protocols are therefore dependent on the risk level of each M2M application and not just on the underlying network technologies. But the remote administration of the UICC requires the use of OTA mechanisms as specified in [7] and [8], and its extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks. Widespread technologies that enable remote security administration for the different security levels distinguished in oneM2M TR-0008 [i.6] are considered in Annex C.  

In case the Secure Environment relies on software protection only, remote security administration of the following data should be possible only when remote access by potential attackers can be controlled:
· 
Private key and associated identifiers

· 
Long-term shared symmetric key (compared to expected lifetime of the M2M node) and associated identifiers

·  
Any process and parameters thereof that manipulates to the above information, i.e. security functions. 

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

Annex C ( normative): Security protocols associated to specific SE technologies

The Secure Environment supporting security functions specified by oneM2M provides a level and a type of protection  (e .g. integrity protection, confidentiality, tamper resistance) to the information it contains, independently of the method of protection (e.g. UICC, embedded security element, TEE, etc..). Administration of their content is implementation dependent and relies on existing standards within specific Secure Environment technologies. Some of them are listed below for information:

C.1
UICC

In case of UICC (SE compliant with ETSI TS 102 671 [23]), OTA mechanisms as specified in [7] and [8], and its extensions [9], [10] for 3GPP underlying networks or [11] and [12] for 3GPP2 underlying networks shall  be used to securely administrate the sensitive data of the M2M Service Layer. UICC provides the  highest  protection level 3 against attacks according the Classification of Protection levels Table 6.2.1-1 in clause 6.2.1.

C.2


Other secure element and embedded secure element with ISO 7816 interface

In case the Secure Environment is implemented as a security element or as an embedded security element supporting an ISO/IEC 7816 interface [26], example of remote administration can be according to GlobalPlatform Remote Administration [a]. An embedded secure element  provides the highest  protection level 3 against attacks according the Classification of Protection levels Table 6.2.1-1 in clause 6.2.1.

C.3
Trusted Execution Environment

In case the secure environment is implemented as a Trusted Execution Environment (TEE) according to GlobalPlatform [22], remote administration  shall be performed according to GlobalPlatform Remote Administration [21]. TEE provides the  medium protection level 2 against attacks according the Classification of Protection levels Table 6.2.1-1 in clause 6.2.1.

C.4
SE to CSE binding

In case the SE is implemented as an independent security element supporting ETSI TS 102 221 [24], the secure channel specified in ETSI TS 102 484 [25] provides logical binding of the SE to a specific CSE or AE. This also protects the information exhanged between the SE and the associated entity on physically exposed interfaces, and is therefore recommended for devices that are physically exposed to attackers. 

-----------------------End of change 2---------------------------------------------
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