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	Reason for Change/s:*
	Though the generalized security framework of TS-0003 enables the provisioning of Security Associations between non-adjacent nodes, there are no explanations on their purpose and usage. This CR proposes to add related explanations in Clause 6.
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oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
At TP 12 the provisioning framework was extended to enable Security Associations between AE. This CR adds explanations on the purpose and usage of such Security Associations. 
-----------------------Start of change 1-------------------------------------------
6.1 
Security Integration in oneM2M flow of events

This clause specifies the integration of security process and procedures during deplotyment and operation of a oneM2M solution. 

6.1.1 
Interactions between layers

Before any M2M Common Services layer procedure can take place, connectivity has to be established in the underlying Network Services Layer, which may involve independent provisioning and service registration procedures specified by the underlying network.

The Service Layer Security provisioning (security pre-provisioning or security bootstrapping) and Security Association Establishment procedures specified in the present document can take place independently (and generally consecutively) from any required Network Service Layer connectivity establishment procedures. 

Finally, the security provisioning and security association establishment requirements imposed by M2M Application Service Providers have to be accounted for. At the service layer level, the security association establishment results in a TLS or DTLS session which protects messages being exchanged between adjacent AE/CSE, i.e. hop-by-hop. AEs that need to preserve the privacy of their information exchange from untrusted intermediate nodes may be provisioned to support a direct security association between them. Such security associations enable to encrypt the content of resources exchanged between AEs through the service layer.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.1.2.2 



Operational phase

6.1.2.2.1
M2M Service Access

AEs and CSEs seeking access to M2M services need to be mutually identified and authenticated with the M2M Service Infrastructure, in order to provide protection from unauthorized access and Denial of Service attacks. This mutual authentication enables to additionally provide encryption and integrity protection for the exchange of messages across a single Mca, Mcc or Mcc’ reference point. In addition, communicating AEs that require similar protection for their own information exchanges may be provisioned to apply the same security method to their communications.
This is the purpose of the Security Association Establishment procedure, which shall take place before execution of the service related procedures specified in TS-0001 [1] for the corresponding reference point.

On the Mca and Mcc reference points, security association establishment between a field domain AE or CSE, respectively,  and an IN-CSE is mandatory.

On the Mcc’ reference point, security association establishment between IN-CSE and IN-CSE is mandatory.

On the Mca reference point, security association establishment between AE and the CSE in the field domain is strongly recommended. 

The security association establishment phase of the M2M Service Layer and M2M Application Layer are generally independent from similar procedures that may be required by the Network Layer, though they may rely on the security services provided by the Network Layer. 

The oneM2M system supports the following authentication mechanisms for Security Association Establishment, described in more detail in clause 8.2.1 “Overview on Security Association Establishment Frameworks”:

· Provisioned M2M Secure Connection Key Security Association Establishment Framework: A symmetric key is pre-provisioned to the Security Association end-points. For more details see clause 8.2.2.1. 

· Certificate-Based Security Association Establishment Framework: Security Association end-points authenticate themselves using private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.2.2.2.

· M2M Authentication Function (MAF) Security Association Establishment Framework. For MAF-based SAEF, the centralized key distribution server is a MAF hosted either by a 3rd party service provider which has a service relationship with the M2M Service Provider (M2M-SP), or hosted by the M2M-SP itself. The MAF authenticates a Field Domain entitiy on behalf of an IN-CSE using a symmetric key. For more details see clause 8.2.3.1. 

· GBA-Based Security Association Establishment Framework, where the centralized key distribution server is a Bootstrap Server Function (BSF) of the 3GPP Generic Bootstrap Architecture (GBA) hosted by the Underlying Network Service Provider. 3GPP or 3GPP2 symmetric keys are used to authenticate Field Domain entities. The 3GPP-defined communication protocols as specified in 3GPP TS 33.222 [28], 3GPP TS 24.109 [29] and 3GPP TS 29.109 [30] are employed. The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14], see clause 8.2.3.2.
Figure 6.1.2.2-1 illustrates the different use cases and entities involved in the various Security Association Establishment Frameworks (SAEF) considered in this specification.
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Figure 6.1.2.2-1:  Entities involved in Security Association Establishment
-----------------------End of change 2---------------------------------------------
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· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Does this change request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable?
· Does this change request follow the drafting rules?
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· Have you checked the spelling and grammar?
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