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	MINUTES

	Meeting title:
	WG4 SEC 13

	Chair:
	Francois Ennesser

	Secretary:
	Karen Hughes, ETSI; Nicole Butler, ATIS

	Meeting Date:
	2014-09-22 to 2014-09-26

	Meeting Details:
	Face to Face – SEC 13

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of the meeting


1.1
Welcome
The Chair opened the meeting and welcomed the participants. He brought the attention of the participants to the notice on the cover page of the Agenda.
1.2
Schedule for WG4

The chair went through the schedule for the meeting – this may be found in the agenda

2
Review & Approval of Agenda


SEC-2014-0415R04-SEC_13_Agenda

SEC-2014-0355R01 was AGREED
3
Review & Approval of Previous Minutes


All SEC meeting notes approved by correspondence.
4
Review of Objectives for the Meeting
· Improvements to TS-0003 Aubergine release candidate: Corrections, clarifications etc.

· Alignment and resolution of pending issues with other WGs, e.g. need for a permanent AE Identifier

· Material for future releases:

· Progress on WI-0016-/ TR-0012 (End-to-end security and group authentication)

· Proposals for new Work Items 

5
Action Item Status

	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP12-010
	Action to register label (“Editors Note” changed to NOTE) in TLS Key Export Details to IANA.
	Qualcomm and WG leadership
	OPEN

	A-WG4-TP12-011
	M2M Service Subscription Verification needs to be aligned with ARC.
	All
	OPEN

	A-WG4-TP12-012
	ACTION ITEM to continue to work on the simplification of the security framework
	All
	CLOSED

	A-WG4-TP12-012
	Contribute to WG3 the XSD for the Access Control Policy Resource
	Volunteers
	CLOSED

	A-WG4-TP12-013
	Contribute towards procedures for remote provisioning of certificates.
	Qualcomm
	OPEN


6
TS-0003 Aubergine Release candidate

6.1
Corrective CRs
SEC-2014-0411, CR TS-0003 Section 6 References

Presented by Gemalto

SEC-2014-0411 was AGREED.
SEC-2014-0412, CR TS-0003 Section 6 Alignment on Security Associations

Presented by Gemalto

Comments 

Some small edits were suggested which will result in SEC-2014-0412R01.
Additional changes were recommended for clarity.   
SEC-2014-0412 was NOTED
Some discussion on the use of the word ‘framework’ and the need for one of the changes to be updated. Edited online.
SEC-2104-0412R01 was NOTED
SEC-2014-0412R02 was AGREED

SEC-2014-0410R01, Normative Text

Presented by Gemalto

Comments 

Some discussions occurred resulting in some minor edits and SEC-2014-0410R02.

SEC-2014-0410 R01 was NOTED
SEC-2014-0410R02 was AGREED

6.2
Improvements  / Reorganization
SEC-2014-0409R, Changes to Security Frameworks

Presented by Gemalto

Comments 

Some minor edits were made for clarity resulting in SEC-2014-0409R01.

Discussion occurred regarding the practicality of going farther in the reorganization for clarity.  
A revision (SEC-2014-0409R02) was presented and discussed.
SEC-2014-0409 was NOTED.

SEC-2014-0409R02 was AGREED.
6.3
Topics affecting WG3 – PRO
SEC-2014-0413, XSD AccessControlPolicy
Presented by Qualcomm
Comments 

Participants noted there is a need to look at some extensibility of the schema.
Participants further discussed that XSD would be a simple and powerful method for Access Control.

Concern was expressed that this method may still be too complicated. 

Concerns were also expressed if this is an implementable solution, although other participants noted that XSD was a workable solution.  
It was further noted that the discussion had occurred in SEC and advice is requested from PRO on its potential to be implemented.

Clarity may be needed about what occurs if XSD is used in a non-point-to-point scenario.

It was noted that if XSD is used it may need to be discussed with the legal group to assure that everything used should be publicly available.
It was further noted it may be easier to point to the appropriate standard holding the country codes in an attached file, rather than listing the codes in the specification.
SEC-2014-0413 was NOTED
SEC-2014-0408R02, Why using XACML as oneM2M Access Control Policy

Presented by CATT

Comments 

This contribution explains a rationale for using XACML in oneM2M Access Control.
It was noted that it was proposed in an earlier editing ad-hoc session that XACML not be used for Release 1.
Discussion occurred regarding the validity of this solution in Release 1.
It was noted that the use of XACML may be considered in future work items in SEC.  
SEC-2014-0408 was NOTED.
SEC-2014-0407, Proposal of using XACML as oneM2M Access Control Policy

Presented by CATT

Comments 

It was noted that it was proposed in an earlier editing ad-hoc session that XACML not be used for Release 1. It will be a useful discussion for Release 2.

SEC-2014-0407 was NOTED
PRO-2014-0474R01, HTTP Binding Overview
Presented by Fujitsu
Comments 

This document was AGREED in PRO and shared with SEC for information.
6.4
Topics affecting WG2 – ARC
ARC-2014-1568, TS-0001 CR AE Identifier types Clause 7

Presented by Qualcomm

Comments 

This contribution suggests different application types for different uses.

Participants discussed the clearest use of semantics for the applications types. 

ARC-2014-1568 was NOTED
ARC-2014-1581, TS-0001 CR AE resource and procedures Clause 9 10

Presented by Qualcomm

ARC-2014-1581 was NOTED
ARC-2014-1584, Persistent ID for AE

Presented by Fujitsu

Comments 

Participants noted this presentation is further related to SEC-2014-0401.

This presentation is related to a change request in ARC-2014-1538.  

Participants discussed the idea of having both an identifier and an address.  Participants discussed if other solutions would be more appropriate rather than using a persistent ID.
It was further noted that this may not be a problem that needs to be solved for all AEs. 

Not all AEs may need a persistent ID, and an App ID may be able to assist in the differentiation.
Concerns were expressed regarding a requirement to make an AE persistent.    
ARC-2014-1584 was NOTED
ARC-2014-1576, On Persistent AE-ID

Presented by Alcatel Lucent

ARC-2014-1576 was NOTED
ARC-2014-1586R01, App-ID and M2M-SP-ID

Presented by iconectiv
Comments 

This contribution is related to ARC-2014-1574R01.

It was suggested it may be useful to have the ability to use the oneM2M without requiring an App-ID.  
Concerns were expressed that App-ID requirements may hamper the adoption of the oneM2M standard.  

ARC-2014-1586R01 was NOTED
ARC-2014-1574R01, AE-ID, App-ID Cleanup

Presented by LGE

Comments 

This contribution provides some edits to the App-ID.

Some edits were suggested towards the creation of ARC-2014-1574R02.
Participants discussed if there is a vocabulary issue in the document regarding App ID.  
Edits were made to remove some unnecessary text.

Questions are still outstanding regarding the Registration Authority; it was recommended the oneM2M Steering Committee be asked to examine the issue.  

The question regarding the Registration Authority will be brought to the Technical Plenary via the ARC report.
ARC-2014-1574R01 was NOTED.
ARC-2014-1574R02 was NOTED.
ARC-2014-1574R03 was AGREED
ARC-2014-1556R01, AccessControlPolicy cleanup

Presented by LGE

Comments 

No questions or comments.

ARC-2014-1556R01 was AGREED.
7.
WI-0016: End-to-end security and Group Authentication

7.1
Use cases and requirements
SEC-2014-0405, Group Authentication Use Case

Presented by China Mobile

Comments 

Some abbreviations need to be explained and cleaned up

The requirements should be phrased as normative text, not as requirements specific to the use case.  Discussion occurred regarding if the proposed requirements are unique or already covered in existing specifications. Further discussion occurred regarding if the requirements need to be rewritten for accuracy. 
A further revision is expected.
SEC-2014-0405 was NOTED

SEC-2014-0405R01 was NOTED
SEC-2014-0405R02 was NOTED
SEC-2014-0405R03 was NOTED
SEC-2014-0405R04 was NOTED
SEC-2014-0405R05 was NOTED
SEC-2014-0405R06 was NOTED
SEC-2014-0405R07was AGREED

SEC-2014-0403R03, End-to-end security Use Case for TR-0012

Presented by CATT

Comments 

It was suggested that the use cases should all follow the same format/template. The previous contribution (405) should follow this template.

Offline discussion needed

SEC-2014-0403R05 was shared for discussion.

Some edits were suggested to the requirements for clarity. It was suggested the use case focus on just the end to end implementation, not how security is handled in a group.
SEC-2014-0403R03 was NOTED
SEC-2014-0403R04 was NOTED

SEC-2014-0403R05 was NOTED
SEC-2014-0403R06, End-to-end security Use Case for TR-0012

Need to be specific on what the ‘Target’ is – suggested replacing this with the M2M device
Minor editorials

SEC-2014-0403R06 was NOTED

SEC-2014-0403R07 was AGREED

SEC-2014-0404, Group Authentication Use Case for TR-0012

Presented by CATT

Comments 

Questioned the restriction to certificate in the precondition. It was suggested that other scenarios should not be excluded.

It was suggested that the content needs to be reorganized to show the need for a group key in addition to the existing key.

The title of this use case should also be updated.

It is important to separate a proposed solution from the proposed use case.

Some offline discussion needed

Revision expected

SEC-2014-0404 was NOTED
SEC-2014-0404R01 was NOTED
SEC-2014-0404R02 was NOTED

SEC-2014-0404R03 was AGREED
7.2
Security Analysis and solutions
SEC-2014-0406R03, Group Authentication Solution

Presented by China Mobile

Comments 

Concerns raised over this contribution as this procedure had already been presented to 3GPP but was not approved. It was suggested that oneM2M should wait to see what solution 3GPP will come up with as there is no point in having two different solutions. This solution is at least partially dependant on 3GPP.
It was suggested that a liaison statement could be sent to 3GPP to let them know that we are having this discussion in oneM2M as they also have a work item on Group Authentication. It was agreed to draft the LS, discuss it over the SEC mailing list and have it ready for agreement at TP 14. 
It was felt that there was a key mismatch and there could be a security threat when sending keys without authentication
Questions raised over the ‘Unique group ID’ – is this globally unique? – where and how is it used in the procedure?

Need to show the link to the group identifier
More time was requested to analyse the solution further.

Revision expected
SEC-2014-0406R03 was NOTED
8
Other contributions

8.1
New Work Items

SEC-2014-0395R03, WI Proposal on Dynamic Authorization

Presented by Gemalto

Comments 

It was noted the technical work for this WI would not be expected to start at this meeting, and it is expected to run through TP#16.  
Edits will be made resulting in SEC-2014-0395R04 for approval.
The R05 was agreed and will be presented to TP for approval.
SEC-2014-0395R03 was NOTED.

SEC-2014-0395R05 was AGREED
SEC-2014-0418, New WI SE Abstraction
Presented by Giesecke & Devrient
Comments 

Participants discussed this proposed work item for the SE Abstraction.

It was noted that is intended the WI will be presented to the TP for approval, noting that work may not start until TP#15
Additional supporting companies will be added to a revision of this proposal to be shared with TP.
SEC-2014-0418 was AGREED
9. Planning for next Meeting(s)


Organization of e-mail discussion threads

Next Conference Calls:  

2  conference calls needed before next TP. Will keep Wednesday at 12:00
Next Face-to-Face: TP 14
10 Any other business

There was no other business to discuss
11 Closure of meeting


The Chair thanked the participants for their active participation and closed the meeting
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