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Scenarios where a specific AE (Application Instance) is authenticated in SAEF

	Phase/Step/Process
	Security Association Establishment Framework Type

	
	Certificate Based
	Provisioned PSK (PSK[C] shared by AE and Registrar)
	MAF-Based

(PSK[D] shared by AE and MAF)

	
	Certificate includes Sxxx AE-ID and App-ID attributes[A]
	Certificate doesn’t include AE-ID[B]
	
	

	1. Provisioning
	Information provisioned[1]  to Entities
	AE: Cert
Cert with AE-ID is associated with SS Profile and
	AE: Cert
	AE+Registrar:
PSK + PSK-ID
	AE+MAF:
PSK + PSK-ID

	
	Subscriber[2] knows[3]
	AE ↔ Sxxx AE-ID
	AE ↔ Cert
	AE ↔ PSK-ID

	2. Information[6] to be placed in M2M SS Profile
	AE-ID not looked up during AE registration but AE-ID would need to be associated with a specific service subscription profile
	Cert-ID & 
(AE-ID Type 
or 
specific AE-ID)
	PSK-ID &
(AE-ID Type
or

specific AE-ID)

	3. Security Association Establishment. Registrar authenticates this credential identifier
	Sxxx AE-ID in Cert
	Cert-ID
	PSK-ID

	4. AE sends AE Registration Request
	· If AE has never registered before, then it does not provide an AE-ID

· If AE has registered before, then AE may provide a previously issued AE-ID

	5. Registrar obtains AE-related attributes and optionally other info
	Retrieve AE-related attributes from Certificate
	Retrieve AE-related attributes from M2M SS Profile[8] using credential identifier (Cert-ID or PSK-ID plus optionally AE-ID)

	
	Registrar verifies that <AE> resource in AE Registration Request agrees with retrieved AE-related attributes

	6.a If AE-ID Type == Sxxx
	If AE provided Sxxx AE-ID
	Registrar
	Sends UPDATE <AEAnnc> Request to IN-CSE including Cert-ID or PSK-ID in labels attribute.

	
	
	IN-CSE
	Updates <AEAnnc>

	
	If AE did not provide Sxxx AE-ID
	Registrar
	Sends CREATE <AEAnnc> Request to IN-CSE including Cert-ID or PSK-ID in labels attribute.

	
	
	IN-CSE
	· Selects Sxxx AE-ID and creates <AEAnnc> resource

· Returns created <AEAnnc> Response, including Sxxx AE-ID

	6.b. If AE-ID Type == Cxxx
	If AE provided  Cxxx AE-ID 
	Not Applicable
	If this Cxxx AE-ID is still available, then Registrar re-assigns this Cxxx AE-ID to AE, otherwise returns fail.

	
	If AE did not provide  Cxxx AE-ID
	
	Registrar selects an available Cxxx AE-ID

	7. Registrar sends AE Registration Response
	· If successful, response includes assigned Cxxx AE-ID or Sxxx AE-ID

· If not successful, AE returns to Step 4 “AE sends AE Registration Request”


Scenarios where SAEF authenticates the Application Software but does not authenticate a specific AE (Application Instance). 
The authentication may or may not allow determining the specific Device/Node executing the Application.
	Phase/Step/Process
	Security Association Establishment Framework Type

	
	Certificate Based
	Provisioned PSK (PSK[C] shared by App and Registrar)
	MAF-Based

(PSK[D] shared by App and MAF)

	
	Certificate indicates AE-ID Type[B]
	Certificate doesn’t indicate AE-ID-Type[B]
	
	

	1. Provisioning
	Information provisioned[1]  to Entities
	App: Cert
	App: Cert
	App+Registrar:
PSK + PSK-ID
	App+MAF:
PSK + PSK-ID

	
	Subscriber[2] knows[3]
	App ↔ Cert 
	App ↔ Cert
	App ↔ PSK-ID

	2. Information[6] to be placed in M2M SS Profile
	Cert-ID &
(AE-ID Type
or

AE-ID list)
	Cert-ID &

(AE-ID Type
or

AE-ID list)
	PSK-ID & 
(AE-ID Type 
or 
AE-ID list)

	3. Security Association Establishment. Registrar authenticates this credential identifier
	Cert-ID, AE-ID Type[B]
	Cert-ID[B]
	PSK-ID

	4. AE sends AE Registration Request
	· If AE has never registered before, then it does not provide an AE-ID

· If AE has registered before, then AE provides previously issued AE-ID

	5. Registrar obtains App-related attributes and optionally other info
	Retrieve App-related attributes from Certificate
	Retrieve App-related attributes from M2M SS Profile[8] using credential identifier (Cert-ID or PSK-ID)

	
	Registrar verifies that <AE> resource in AE Registration Request agrees with retrieved App-related attributes

	6.a If AE-ID Type == Sxxx
	If AE provided Sxxx AE-ID
	Registrar
	Sends UPDATE <AEAnnc> Request to IN-CSE including credential identifier

	
	
	IN-CSE
	· Checks if <AEAnnc> exists and mandatory attributes match M2M SS Profile
· Returns updated <AEAnnc> 

	
	If AE did not provide Sxxx AE-ID
	Registrar
	Sends CREATE <AEAnnc> Request to IN-CSE including credential identifier

	
	
	IN-CSE
	· Checks mandatory attributes match M2M SS Profile

· Selects Sxxx AE-ID and creates <AEAnnc> resource

· Returns created <AEAnnc> Response, including Sxxx AE-ID

	6.b. If AE-ID Type == Cxxx
	If AE provided  Cxxx AE-ID 
	If this Cxxx AE-ID is still available, then Registrar re-assigns this Cxxx AE-ID to the AE, otherwise returns fail.

	
	If AE did not provide  Cxxx AE-ID
	Registrar selects an available Cxxx AE-ID

	7. Registrar sends AE Registration Response
	· If successful, response includes assigned Cxxx AE-ID or Sxxx AE-ID

· If not successful, AE can returns to Step 4 “AE sends AE Registration Request”


Scenarios where a specific Node/Device (but not a specific Application nor AE) is authenticated in SAEF

	Phase/Step/Process
	Security Association Establishment Framework Type

	
	Certificate Based
	Provisioned PSK (PSK[C] shared by Device/Node and Registrar)
	MAF-Based

(PSK[D] shared by Device/Node and MAF)

	
	Certificate includes list of (App-ID, AE-ID Type) [B]
	Certificate doesn’t include list of (App-ID, AE-ID Type) [B]
	
	

	1. Provisioning
	Information provisioned[1]  to Entities
	Device/Node: Cert 
	Device/Node: Cert
	Device/Node +Registrar:
PSK + PSK-ID
	Device/Node +MAF:
PSK + PSK-ID

	
	Subscriber[2] knows[3]
	Device/Node ↔ Cert
	Device/Node ↔ PSK-ID

	2. Information[6] for M2M SS Profile
	Cert-ID &
List of 
(App-ID &

[AE-ID Type
or

AE-ID list])
	Cert-ID & 
list of (App-ID, [AE-ID Type] or [AE-ID list])
	PSK-ID &

list of (App-ID, 
[AE-ID Type] or [AE-ID list])

	3. Security Association Establishment. Registrar authenticates this identifier
	(App-ID, AE-ID Type) list [B]
	Cert-ID[B]
	PSK-ID
	PSK-ID

	4. AE sends AE Registration Request
	· If AE has never registered before, then it does not provide an AE-ID

· If AE has registered before, then AE provides previously issued AE-ID

	5. Registrar obtains Device/Node-related attributes and optionally other info
	Retrieve Device/Node-related attributes from Certificate
	Retrieve Device/Node-related attributes from M2M SS Profile[8] using credential identifier (Cert-ID or PSK-ID)

	
	Registrar verifies that <AE> resource in AE Registration Request agrees with retrieved Device/Node-related attributes

	6.a If AE-ID Type == Sxxx
	If AE provided Sxxx AE-ID
	Registrar
	Sends UPDATE <AEAnnc> Request to IN-CSE including credential identifier

	
	
	IN-CSE
	· Checks if <AEAnnc> exists and critical parameters match M2M SSP
· Returns updated <AEAnnc> 

	
	If AE did not provide Sxxx AE-ID
	Registrar
	Sends CREATE <AEAnnc> Request to IN-CSE including credential identifier

	
	
	IN-CSE
	· Selects Sxxx AE-ID and creates <AEAnnc> resource

· Returns created <AEAnnc> Response, including Sxxx AE-ID

	6.b. If AE-ID Type == Cxxx
	If AE provided  Cxxx AE-ID 
	If this Cxxx AE-ID is still available, then Registrar re-assigns this Cxxx AE-ID to the AE, otherwise returns fail.

	
	If AE did not provide  Cxxx AE-ID
	Registrar selects an available Cxxx AE-ID

	7. Registrar sends AE Registration Response
	· If successful, response includes assigned Cxxx AE-ID or Sxxx AE-ID

· If not successful, AE can returns to Step 4 “AE sends AE Registration Request”


Authentication-Mechanism-Independent notes

1. Provisioning may constitute pre-provisioning or remote provisioning. This row includes information 

2. Subscriber is an abbreviation for “M2M Service Subscriber”. 

3. “[Thing] ↔ [Credential identifier]” should be interpreted as “The M2M Service Subscriber can be aware which [Thing] is authenticated by the credential with this [Credential identifier]”, where [Thing] may be a device, node, application or AE.  This has two purposes

a. The M2M Service Subscriber can subsequently use this information to enroll the [Thing] in the M2M Service Subscriber’s M2M Service Subscription Profile, and

b. The M2M Service Subscriber can subsequently use this information to identify registered AEs as follows:

i. If [Thing] is a Device/Node: Which registered AE(s) are hosted on that Device/Node associated with that [Credential Identifier].

ii. If [Thing] is an Application: Which registered AE(s) is/are an instance of that Application associated with that [Credential Identifier].

iii. If [Thing} is an AE: Which registered AE corresponds to the AE associated with that [Credential Identifier].

4. VOID. 

5. VOID. 

6. The M2M Service Subscriber may provide other information (in addition to the information shown here) to the M2M SP for inclusion in the M2M Service Subscription Profile.

7. “AE-ID Type” indicates whether the AE(s) should be use an M2M SP assigned Sxxx AE-ID or a M2M SP assigned Cxxx AE-ID.

8. The information in a M2M Service Subscription Profile resource may arrive at the Registrar in the following way

· Configuring the M2M Service Subscription Profile to the AE or App or Node/Device.

i. The M2M Service Subscription Profile resource is signed by the M2M SP
ii. The signed M2M Service Subscription Profile resource is configured to the AE or AE Host (e.g. pre-configured or configured via remote entity management procedures). 
iii. The AE then provides the signed M2M Service Subscription Profile resource to the Registrar in the AE Registration Request.

iv. The Registrar verifies the M2M SP’s signature. The Registrar now has a trusted copy of the M2M Service Subscription Profile.
· Retrieving the M2M Service Subscription Profile from IN-CSE
i. The Registrar sends filtered RETRIEVE <m2mServiceSubscriptionProfile> request to the IN-CSE using the Credential Identifier as the filter criteria. 
ii. The IN-CSE determines the <m2mServiceSubscriptionProfile> resource including the Credential Identifier.

iii. The IN-CSE returns the  <m2mServiceSubscriptionProfile> resource Content

iv. The Registrar may subscribe to this M2M Service Subscription Profile resource to be notified of subsequent changes.
· Configuring the M2M Service Subscription Profile to the Registrar. The M2M Service Subscription Profile resource is configured to the Registrar (e.g. pre-configured or configured via remote entity management procedures).

· Caching. The Registrar may cache the M2M Service Subscription Profile resource when it receives it via one of the above mechanisms, for subsequent reference. The details for caching of the M2M Service Subscription Profile resource are implementation specific.

Authentication-Mechanism-specific notes

A. This certificate contains the Sxxx AE-ID and all other information from the M2M Service Subscription Profile relevant to the AE. This case assumes that the M2M SP and M2M Service Subscriber agree on this information before the provisioning of the Certificate including an Sxxx AE-ID. In this case, the Registrar does not reference the M2M Service Subscription Profile.

B. The certificate may also include other attributes of the thing (AE, App, Device/Node) to which the certificate is issued.

C. The PSK and corresponding PSK-ID in the case of the Provisioned PSK SAEF are called Kpsa and KpsaId correspondingly. We have left these details out of the table to avoid confusion. 

D. The PSK and corresponding PSK-ID in the case of the MAF-Based SAEF are called Km and KmId correspondingly. We have left these details out of the Below are samples of the styles to be used in this document
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