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Introduction
This CR provides changes related to procedures using public key certificates to align with changes to the AE Registration process has been updated in TS-0001 clause 10.1.1.2.2. In summary, these changes are:
· Replacing of device certificates with oneM2M-Certificate-ID (oCID) certificates. 

· In some places, added clarification regarding how different certificate flavours are processed by different entities.
Note that there is a related (but independent) CR in SEC-2015-0447 “TR-0003 CR CSE-ID Certs using domain names”.
(The following text is identical to changes in SEC-2015-0003) For each change in this CR, there is a comment identifying one or more of the following reasons for the change:

· ALIGNMENT WITH TS-0001. Changes to align the Security Association Establishment Framework and Remote Security Provisioning Frameworks with changes in TS-0001 Functional Architecture clause 10.1.1.2.2.

· BUG: changes to correct technical information

· EDITORIAL: changes to improve readability. No technical changes.

· TYPO: changes to correct typographic errors. No technical changes 

· DEVICE CERT ( oCID CERT: at SEC#14.2, Qualcomm introduced the concept of the object-identifier based “oneM2M-Certificate-ID” (abbreviated here to “oCID”). . It was necessary to generalize the device certificates to the oCID certificates in order to support the scenarios described in TS-0001 clause 10.1.1.2.2. oCID certificates may be associated with any of: a single CSE; a single AE; multiple AE with same App-ID on same Node; or multiple AE with multiple App-ID on same Node. Other mechanisms (e.g. TS-0001 clause 10.1.1.2.2) are used to associate the oCID with the CSE-ID, AE-ID, or AE-ID(s) that are authenticated using that certificates. Therefore these changes are indirectly “ALIGNMENT WITH TS-0001”.  oCID certificates are described in a parallel CR.

R02: Corrected the cover page.
-----------------------Start of change 1-------------------------------------------
8.1.2.1
Public Key Certificate Flavours 

This document defines procedures using the following Public Key Certificate flavours:

· 
Raw Public Key Certificates: 

· 
Description: A raw public key certificate (RFC7250 [37]) contains only the raw public key, without other information normally provided in a certificate. The raw public key certificate is exchanged in the TLS handshake in the place of a traditional certificate (see RFC7250 [37]). 

· 
Use: A raw public key certificate may be used for authenticating a CSE or AE either during the Association Security Handshake phase of the Certificate-Based Security Association Establishment or during the Bootstrap Enrolment Handshake phase 
of the Certificate-Based Remote Security Provisioning Framework.

· 
oneM2M-Certificate-ID (oCID) certificates: 

· 
Description: These certificates have a certificate chain to a trust anchor and include exactly one oCID  in the subjectAltName extension of the certificate. 
· 
Use: An oCID certificate may be used for authenticating a CSE or AE either 
during the Association Security Handshake phase in the Certificate-Based Security Association Establishment Framework or during the Bootstrap Enrolment Handshake 
phase of the Certificate-Based Remote Security Provisioning Framework.
· 
CSE-ID certificates: 

· 
Description: These certificates have a certificate chain to a trust anchor and include the full URI representation of a CSE-ID in the subjectAltName extension of the certificate. A CSE-ID certificate verifies that the entity presenting the certificate has been assigned a particular CSE-ID. 

· 
Use: A CSE-ID certificate may be used to authenticate a CSE only.   

· 
AE-ID certificates: 

· 
Description: These certificates have a certificate chain to a trust anchor and include the full URI representation of an AE-ID in the subjectAltName extension of the certificate. An AE-ID certificate verifies that the entity presenting the certificate has been assigned a particular AE-ID. 

· 
Use: An AE-ID certificate may be used to authenticate an AE only.  

· 
FQDN certificates: 

· 
Description: These certificates have a certificate chain to a trust anchor and include the FQDN of an M2M Enrolment Function in 
the subjectAltName extension of the certificate. An FQDN certificate verifies that the entity presenting the certificate has been assigned a particular FQDN. 

· 
Use: A FQDN certificate shall be used to authenticate an M2M Enrolment Function to an Enrolee during a Bootstrap phase in a Certificate-Based Remote Security Provisioning Framework.    

NOTE: The flavours, and the details specific for these flavours, are specified to support a range of deployment models while ensuring that oneM2M entities have clear procedures for authenticating other oneM2M entities using certificates.

The profiles for these certificates are found in clause 10.1.1 “Certificate Profiles”.
8.1.2.2
Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a oCID 
certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity shall perform basic path validation (Section 6.1of RFC 5280 [34]) as part of verifying the other entity’s certificate (see clause 8.1.1.2.4 “Certificate Verification”).  

CA cer
tificates shall include the name constraint extensions (clause 4.2.1.10 “Name Constraints” of RFC 5280 [34]) and shall constrain the names (oCIDs
, CSE-ID URIs, AE-ID URIs or FQDNs) which may be in the subsequent certificate used to authenticate the entity. 

· 
Clause 4.2.1.10 “Name Constraints” in RFC5280 [34] describes how the name constraint extension is used for constraining URIs and FQDNs. 

· 
Clause 10.4.1.4.2 “Profile for Certificate Authority Certificates for oCID Certificates” describes how the name constraint extension is used for constraining oCIDs. If any CA Certificate in the path of an oCID Certificate does not have a constraint on the oCID in the name constraints extension, then path validation shall fail.

The trust anchor information (Section 6.1.1 of RFC5280 [34]) is provided to the entity during Credential Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.

NOTE: Section 6.1.1 of RFC 5280 [34] states “The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure”. Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.

Certificate status verification: In the case of an Infrastructure Domain 
entity receiving an MEF certificate, the entity shall verify the status of the certificate using a Certificate Revocation List as described in RFC 5280 [34]. oneM2M support for certificate status checking in Field Domain entities requires further study. A mapping of the Online Certificate Status Protocol (OCSP) onto HTTP may be used, as described in Appendix A of RFC 6960 [35], however a mapping of OCSP onto CoAP is not currently defined. Furthermore, OCSP may also not be easily applicable in all environments. An alternative approach may be using the TLS Certificate Status Request extension (Section 8 of [44]; also known as "OCSP stapling") or preferably the Multiple Certificate Status Extension ([36]), if available.

NOTE: Most of the above paragraph is based on almost identical text in the CoAP specification RFC 7252 [38], a protocol with similar (if not identical) considerations to oneM2M deployments.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.1.2.4
Information Needed for Certificate Authentication of another Entity

EntityA must 
trust the following information in order to authenticate Entity Busing the Certificate-Based SAEF:

· An indication of the public key certificate flavour of Entity B’s Certificate (that is, raw public key certificate, oCID certificate,or CSE-ID certificate).

· In the case where Entity B’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). 
· In the case where Entity B’s certificate is an oCID 
certificate, CSE-ID certificate or AE-ID certificate:

· 
A Globally unique identifier: The globally unique identifier which is also present in the subjectAltName extension of Entity B’s certificate

· 
oCID Certificate: The oCID as described in clause 10.1.1.4.3 “oCID Management”.

· 
CSE-ID Certificate: The full URI representation of the CSE-ID.
· 
AE-ID Certificate: The full URI representation of the AE-ID.
· 
· 

Trust Anchor Information: for the trust anchor certificates in Entity B’s certificate chain (see clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”)
Entity B must trust the following information in order to authenticate Entity A in the Certificate-Based SAEF:

· An indication of the public key certificate flavour of Entity A’s Certificate (that is, raw public key certificate, oCID certificate or CSE-ID certificate).

· In the case where Entity A’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). 
· In the case where Entity A’s certificate is an oCID certificate, CSE-ID certificate or AE-ID certificate:

· 
Trust Anchor Information: for one or more trust anchor certificates, including the trust anchor certificate for Entity A’s certificate chain (see clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”).
In order to authenticate the M2M Enrolment Function using certificates, an Enrolee must be configured with the trust anchor certificate of the M2M Enrolment Function’s certificate chain. 

An M2M Enrolment Function trust the following information in order to authenticate an Enrolee using certificates:

· An indication of the public key certificate flavour of Entity B’s Certificate (that is, raw public key certificate, oCID certificate or CSE-ID certificate).

· In the case where the Enrolee’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). 
· In the case where the Enrolee’s certificate is an oCID certificate, CSE-ID certificate or AE-ID certificate:

· 
A Globally unique identifier: The globally unique identifier which is also present in the subjectAltName extension of the Enrolee’s certificate

· 
oCID Certificate: The oCID as described in clause 10.1.1.4.3 “oCID Management”.
· 
CSE-ID Certificate: The full URI representation of the CSE-ID.
· 
AE-ID Certificate: The full URI representation of the AE-ID.
· 
Trust Anchor Information: for the trust anchor certificate for the Enrolee’s certificate chain (see clause 8.1.1.2.2 “Path Validation and Certificate Status Verification”).
8.1.2.5
Certificate Verification 

This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based Security Framework. 

The other entity's Certificate is received during the Security Handshake.

The other entity's Certificate is verified as follows:

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies that the public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) corresponds matches the raw public key certificate (received during the Security Handshake) using the process described in clause 10.1.2 “Public Key Identifiers”.

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration  indicates that the other entity's Certificate is a oCID 
certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity  shall perform the following verifications:

· The entity shall look for a match between the globally unique identifier described in clause 8.1.1.2.4 “Information Needed for Certificate Authentication of another Entity” (received during Association Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of the other entity's Certificate (received during the Security Handshake). If there is not an exact match, then the entity shall abort the (D)TLS handshake. 

· In the case of oCID certificate, the globally unique oCID, and a match is an oCID (defined in clause 10.1.1.4.3 “oCID Management) in the subjectAltName extension of the received certificate that is an exact match for the oCID received during Association Configuration or Bootstrap Instruction Configuration.

· In the case of a CSE-ID certificate, the globally unique identifier is the CSE-ID, and a match is a URI in the subjectAltName extension in the other entity's certificate 
that is an exact match for the CSE-ID.

· In the case of an AE-ID certificate, the globally unique identifier is the AE-ID, and a match is a URI in the subjectAltName extension in the other entity's certificate 
that is an exact match for the AE-ID.

· In the case of an FQDN certificate, the globally unique identifier is the FDQN of the M2M 
Enrolment Function, and a match is a URI, FQDN or dNSName in the subjectAltName extension in the other entity's certificate 
that is an exact match for the FDQN of the M2M 
Enrolment Function.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

8.2.2.2
Certificate-Based Security Association Establishment Frameworks

This clause describes the Certificate-Based Security Association Establishment Framework.
Figure 8.2.2.2-1 illustrates the sequence of events when using the Certificate-Based Security Association Establishment Framework.
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Figure 8.2.2.2-1: The sequence of events when using the Certificate-Based Security
Association Establishment Framework
Credential Configuration: The private keys and certificates for each entity are pre-provisioned as described in clause 8.1.1.2.1 "Credential Configuration for Certificate-Based Security Frameworks".
Association Configuration: Entity A and Entity B
 are configured with the information needed for the authentication and identification (during Security Handshake) of
 Entity B and Entity A respectively:

· Entity A is commanded to initiate a Security Handshake, and the command includes the following arguments:

· Entity B’s certificate information: as described in clause 8.1.2.4 “Information Needed for Certificate Authentication of another Entity”
· Entity B’s identity (IdB). Entity A is to use this identity for Entity B authenticating using the above arguments. This is used to route the (D)TLS exchange.

If the Entity A authenticates itself using a oCID Certificate or CSE-ID Certificate or AE-ID Certificate, 
then Entity B is configured with Entity A’s trust anchor information. 
· 
· 
· 
NOTE 2:
 Raw public key certificates do not use a trust anchor, so Entity B does not need a trust anchor information for these certificates 

Association Security Handshake:

· MAF Handshake: There is no MAF Handshake applied in the Certificate-Based Security Association Establishment Framework.
· Each entity verifies the other entity's certificate as described in clause 8.1.2.2 "Certificate Verification".

· The entities authenticate each other using the validated certificates as specified in TLS 1.2 RFC 5246 [16] and DTLS 1.2 RFC 6347 [17] specifications.

· The (D)TLS cipher suite profile for the Certificate-Based Security Association Establishment Framework is specified in clause 10.2.3.
· Following successful authentication of Entity B, Entity A associates the security context with Id B (Entity B’s entity identifier) configured to Entity A during Association Configuration.

· Following successful authentication of Entity A, Entity B associates the security context with Entity A’s identifying information:

· If Entity A establishes a security context by presenting a CSE-ID certificate, then Entity B will associate the security context with the CSE-ID in the certificate. 

· If Entity A establishes a security context by presenting an AE-ID certificate, then Entity B will associate the security context with the AE-ID in the certificate.

· If Entity A establishes a security context by presenting an oCID certificate, then Entity B will associate the security context with the Credential-ID formed from the oneM2M-Certificate-ID in the certificate. Entity B then applies the mapping from Credential-ID to identifying information as described in clause 8.2.1 “Overview on Security Association Establishment Frameworks” for more discussion regarding this mapping.

· If Entity A establishes a security context by presenting a raw public key certificate, then Entity B will associate the security context with the Credential-ID formed from the corresponding public key identifier. Entity B then applies the mapping from Credential-ID to identifying information as described in clause 8.2.1 “Overview on Security Association Establishment Frameworks” for more discussion regarding this mapping. 

-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

10.1.1.4
Profile for oCID Certificates and their Certificate Chains

10.1.1.4.1
Profile for oCID Certificates 

oCID certificates shall conform to the following description:

· 
oCID certificates shall conform to clause 10.1.1.3 “Details Common to the Certificates with Certificate Chains”.

· 
The subjectAltName extension of an oCID certificate shall include exactly one globally unique oCIDs
·  in an otherName field in the subjectAltName extension, where:

· otherName “type-ID” component is set to the oCID Indication ID arc of the oCID name space specified in clause 10.1.1.4.3 “oCID Management”, and

· The otherName “value” component is set to the oCID as described in clause 10.1.1.4.3 “oCID Management”. 

10.1.1.4.2
Profile for Certificate Authority Certificates for oCID Certificates 

Certificate Authority Certificates in the certificate chain for an oCID certificate shall conform to the following description:

· 
These certificates shall conform to clause 10.1.1.3 “Details Common to the Certificates with Certificate Chains”.

· 
Certificate Authority Certificates for oCID certificates shall use the name constraints extension (see clause 4.2.1.10 “Name Constraints” of RFC 5280 [34]) to constrain the globally unique hardware instance identifiers in subsequent oCID certificates in a certification path. 

Name constraints are defined in terms of permitted or excluded name subtrees. Subtrees of the oCID name space are represented by an otherName field with

· 
“type-ID” set to the M2M OCID Indication ID (Annex H.2.1 “M2M OCID Indication ID” TS-0001 [1]) arc of the applicable object identifier M2M OCID ID name space specified in clause 10.1.1.4.3 “oCID Management”,, and

· 
“value” set to the object identifier identifying the subtree of the oCIDs name space. If the “value” does not indicate the entire oCID names space, or a subtree thereof, then the name constraint is invalid. 
10.1.1.4.3
oCID Management

oneM2M-Certificate-IDs (oCIDs) are Object Identifiers  (OIDs – see the introduction in Annex H.1, TS-0001 [1]) within a subtree whose root is the oCID Indication ID arc. 

The oCID name space is a hierarchically-arranged set of globally unique identifiers where persons or organizations (such as, manufacturers, M2M Service Providers, Application Providers and dedicated oCID Registries) assume responsibility oCIDs within a certain subtree, and may delegate responsibility for specific subtrees to other persons or organizations.

The hierarchical nature of the oCID namespace makes oCIDs amenable to enforcement using a Public Key Infrastructure. That is, a public key certificate can include constraints on the oCID namespace to ensure that the certificate subject can only issue oCIDs within their subtree. This mechanism is described in Clause 10.1.1.4.2 “Profile for Certificate Authority Certificates for oCID Certificates”.

An oCID is a globally unique identifier which is intended to be included in a certificate used to authenticate a CSE or AE(s), but where the identity of the CSE or AE(s) could not be included in the certificate - for example, if the CSE/AE(s)’s identity was not known when the certificate was issued. In these cases, the oCID is used to form a Credential-ID (see clause 10.4 “Credential -ID Details”) which can be independently mapped to the CSE-ID or AE-ID(s).

NOTE: The mapping from an oCID to the CSE-ID or AE(s) is managed separately, for example, using the serviceSubscribedAppRule resource in clause 9.6.29 “Resource Type serviceSubscribedAppRule” [1].

The oCID Indication ID arc of the oCIDs name space shall be [TBD].

----------------------- End of change 4 ---------------------------------------------

�EDITORIAL: the incorrect term was used.


�DEVICE CERT ( oCID CERT


�EDITORIAL: the incorrect term  was used.


�BUG: �Registrar authentication of the MAF is out of scope for Rel 1.


BUG: �Authentication of the MAF/MEF by Entity B/Enrolment Target is out of scope for Rel 1.


�DEVICE CERT ( oCID CERT


�EDITORIAL: to improve readability


�DEVICE CERT ( oCID CERT


�BUG – this was not clearly stated elsewhere.


�TYPO: deleted extra space


�BUG: the existing text was too general and not always correct for all entities. This explicit text for each entity is more correct. The meaning has not changed.


�Unsure what this text is doing here. Delete it?


�DEVICE CERT ( oCID CERT


�BUG: FQDN certificates are not used in SAEFs


�DEVICE CERT ( oCID CERT


�Regsitrar authentication of the MAF is not speficied in this release.


�BUG: FQDN certificates are not used in SAEFs


��DEVICE CERT ( oCID CERT





�DEVICE CERT ( oCID CERT


�EDITORIAL: Clarification


�EDITORIAL: Clarification


�BUG: MAF authentication is out of scope of this release


�EDITORIAL: Clarification


�BUG: MAF authentication is out of scope of this release


�EDITORIAL: This information is stated in the introduction to SAEFs, and is not needed here.


�TYPO: delete extra space


�TYPO: delete extra space


�BUG: This should have clarified that the trust anchor information is only applicable if the certificate is of these flavours.


�Note for clarification.


�ALIGNMENT WITH TS-0001.


�DEVICE CERT ( oCID CERT: All changes in this clause are related to changing from device certificate to oCID cert.
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A is pre-provisioned w/ A’s PrivateKeyA, and A’s Cert, & optional Chain. 
If A’s Cert is a CSE-ID or AE-ID Cert, then A is also pre-provisioned with IdA.


B


B is pre-provisioned w/ B’s PrivateKeyA, and B’s Cert, & optional Chain. 
If B’s Cert is a CSE-ID Cert, then A is also pre-provisioned with IdB.
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A is pre-provisioned w/ A’s PrivateKeyA, and A’s Cert, & optional Chain. If there is a Chain, then Cert includes an oCID or IdA (A’s CSE-ID orAE-ID).


B


B is pre-provisioned w/ B’s PrivateKeyA, and B’s Cert, & optional Chain. If there is a Chain, then Cert includes an oCID or IdB (B’s CSE-ID orAE-ID).



