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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR proposes changes for cleanup of text related to abbreviations:
· Using Message Integrity Code (MIC) to repace Message Authentication Code (MAC) in clause 5.1.1.
· Providing the abbreviation of Access Control Policy, i.e. “ACP” in clause 5.1.2.

-----------------------Start of change 1-------------------------------------------

5.1.1
Identification and Authentication
The Identification and Authentication function is in charge of identification and mutual authentication of CSEs and AEs.
Identification is the process of checking if the identity provided for authentication is valid. How to perform an identification process will depend on the purpose of authentication. For example, in the case of resource access, the authentication function may require the identification to check if the AE or CSE has registered with the local CSE; in the case of AE or CSE registration, the authentication function may require the identification to check if the identity provided by an AE or CSE fits a certificate. Once passing this checking process, the AE or CSE is identified, and the identified identity will be supplied to authentication process.
Authentication is the process of validating if the identity supplied in the identification step is associated with a trustworthy credential. How to perform an authentication process will depend on using which mutual authentication mechanism. For example, in the case of using certificate based authentication mechanism, the authentication function may require the authentication to verify a digital signature; in the case of using symmetric key based authentication mechanism, the authentication function may require the authentication to verify a Message Integrity Code (MIC). When this validating process has been completed, the AE or CSE is authenticated.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

5.1.2
Authorization
The Authorization function is responsible for authorizing services and data access to authenticated entities according to provisioned access control policies and assigned roles.

Access Control Policy (ACP) is defined as sets of conditions that define whether entities should be permitted access to a protected resource. The authorization function may support different authorization mechanisms, such as Access Control List (ACL), Role Based Access Control (RBAC), etc. The Authorization function may need to evaluate multiple access control policies in an authorization process in order to get a finial access control decision. This process is further described in clause 7 “Authorization”.
Authorization evaluation process is based on the Service Subscription resource which specifies what M2M Services and M2M Service roles the authenticated entity has subscribed to and the access control policies associated with the protected resource. The authorization evaluation process may also need to consider contextual attributes such as time or geographic location.

Prior to authorization mutual authentication between the originator CSE or AE and hosting CSE shall be performed.

-----------------------End of change 2---------------------------------------------
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