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Introduction
This contribution addresses received Public Review comments  related to the references in TS-0003.

-----------------------Start of change 1-------------------------------------------
2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M TS-0001 "oneM2M Architecture"
[2]
void
[3]
void
[4]
oneM2M TS-0004 “oneM2M Core Protocol”
[5]
IETF RFC 5246 "The Transport Layer Security (TLS) Protocol Version 1.2".

[6]
IETF RFC 6347 "Datagram Transport Layer Security Version 1.2"

[7]
ETSI TS 102 225 (V11.0.0) "Smart Cards; Secured packet structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[8]
ETSI TS 102 226 (V11.0.0) "Smart Cards; Remote APDU structure for UICC based applications (Release 11)" URL:http://www.etsi.org/
[9]
3GPP TS 31.115 (V10.1.0) "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)"
[10]
3GPP TS 31.116 (V10.2.0) "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"
[11]
3GPP2 C.S0078-0 (V1.0) "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications"
[12]
3GPP2 C.S0079-0 (V1.0) "Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications"
[13]
 3GPP TS 33.220 "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) (3GPP TS 33.220)"
[14]
3GPP2 S.S0109-A "Generic Bootstrapping Architecture (GBA) Framework"
[15]
IETF RFC 4279 "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS) "

 void
void
[18]
IETF RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)"
[19]
IETF RFC 3629 "UTF-8, a transformation format of ISO 10646".
[20]
"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, March 2008. http://www.unicode.org 

[21]
GlobalPlatform Device Technology TEE Administration framework, DRAFT

[22] 
GlobalPlatform Device Technology TEE System Architecture, Version 1.0

[23]
ETSI TS 102 671 "Smart Cards; Machine-to-Machine UICC; Physical and logical characteristics" URL:http://www.etsi.org/
[24]
ETSI TS 102 221 "Smart Cards; UICC-Terminal Interface; Physical and logical characteristics" URL:http://www.etsi.org/
[25]
ETSI TS 102 484 "Smart Cards; Secure channel between a UICC and an end-point terminal" URL:http://www.etsi.org/
[26]
ISO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and commands for interchange".

[27]
ETSI TS 101 220 "Smart Cards; ETSI numbering system for telecommunication application providers" URL:http://www.etsi.org/
[28]
void
[29]
void
[30]
void
[31]

IETF RFC 6655 "AES-CCM Cipher Suites for Transport Layer Security (TLS)"
[32]
IETF RFC 5289 "TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM) "
[33] 
IETF RFC 2104 "HMAC: Keyed-Hashing for Message Authentication"
[34]
IETF RFC 5280 "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”

[35]
IETF RFC 6960 "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP"

[36]
IETF RFC 6961 "The Transport Layer Security (TLS) Multiple Certificate Status Request Extension"

[37]
IETF RFC 7250 “Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)”

[38]
IETF RFC 7252 “The Constrained Application Protocol (CoAP)”

[39]
RECOMMENDED ELLIPTIC CURVES FOR FEDERAL GOVERNMENT USE, National Institute of Standards and Technology, July 1999. http://csrc.nist.gov/groups/ST/toolkit/documents/dss/NISTReCur.pdf

[40]
IETF RFC 6920 “Naming Things with Hashes”
[41]
IETF RFC 3548 "The Base16, Base32, and Base64 Data Encodings".

[42]
IETF RFC 5487 “Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode” 
[43]


 IETF RFC 4492 “Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”

[44]

IETF RFC 6066 "Transport Layer Security (TLS) Extensions: Extension Definitions” 

[45]
IETF RFC 7251  “AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”

[46]
IETF RFC 5480 "Elliptic Curve Cryptography Subject Public Key Information",

[47]
GlobalPlatform Device Technology Secure Element Remote Application Management, Version 1.0

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 [i.1]
oneM2M Drafting Rules

NOTE:
Available at http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc.

[i.2]
oneM2M-TR-0004 Definitions and abbreviations
[i.3]
void
[i.6]
oneM2M TR-0008, Security Analysis Technical Report

[i.7]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.
[i.8]
Handbook of Applied Cryptography,  A. J. Menezes, P. C. van Oorschot, S. A. Vanstone, CRC Press, 1996

[i.9]
Recommendation  ITU T  X.509, Information technology - Open Systems Interconnection - The Directory: Public-key and attribute certificate frameworks, 10/2012.

 [i.10]
void
[i.11]
OMA-TS-REST-NetAPI_TerminalLocation-V1_0-20130924-A: "RESTful Network API for Terminal Location", Version 1.0.

[i.12]
ISO 3166-1:2013, “Codes for the representation of names of countries and their subdivisions -- Part 1: Country codes”. 
[i.13]
ISO/IEC 7816-5: "Identification cards - Integrated circuit cards - Part 5: Registration of Application Providers".

[i.14]
Guide to Attribute Based Access Control (ABAC) Definition and Considerations, NIST Special Publication 800-162 (http://nvlpubs.nist.gov/nistpubs/specialpublications/NIST.sp.800-162.pdf)

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:

AE-ID Certificate: certificate with a certificate chain to a trust anchor certificate and containing an AE-ID in the subjectAltName extension. 
NOTE:
An AE_ID certificate can be used to verify that an entity has been assigned the AE-ID in the certificate.

association configuration: phase of a Security Association Establishment Framework in which the entity establishing the Security Association (and the Central Key Distribution Server,  in the case of Centralized Security Frameworks), are provided with identities (and any other relevant credentials) to ensure that the security association is established between the intended entities
association security handshake: phase of a Security Association Framework in which the security association endpoints perform mutual authentication
bootstrap credential: pre-provisioned credential enabling mutual authentication of the Enrolee and the M2M Enrolment function
bootstrap credential configuration: phase of a Security Bootstrap Framework in which the Bootstrap Credentials are pre-provisioned to the Enrolee and the M2M Enrolment function
bootstrap enrolment handshake: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment Function perform mutual authentication
bootstrap instruction configuration: phase of a Security Bootstrap Framework in which the Enrolee and M2M Enrolment Function are provided with identities (and any other relevant credentials) to enable the M2M Enrolment function to establish a Master Credential between the intended Enrolee and M2M Authentication Function
bootstrap server function [13]: BSF is hosted in a network element under the control of a Mobile Network Operator. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure
NOTE:
The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

bootstrapping transaction identifier [13]: bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in GBA reference points Ua, Ub and Zn
CA-Certificate [ i.8]: certificate created by one certification authority (CA) certifying the public key of another CA
certificate: See Public Key Certificate.
certificate chain: sequence of one or more CA-certificates, where: the Public Verification Key in each CA-certificate is certified in the previous CA-certificate; and the public key of the first CA-Certificate is trusted a priori
NOTE:
Trust in the public key in each CA-certificate can be based on trust in the previous CA-Certificate.
certificate name: unique identifier in a name field of a Certificate (e.g. in the X.509 "Subject" or "Subject Alternative Name" attribute)
certificate verification: process necessary to trust an entity's Certificate
certification authority [i.8]: responsible for establishing and vouching for the authenticity of public keys

NOTE:
[This] includes binding public keys to distinguished names through signed certificates, managing certificate serial numbers, and certificate revocation.
credential configuration: phase of a Security Association Establishment Framework in which the Credentials necessary for the Security Association Establishment Framework are configured to the relevant entities and functions
CSE-ID certificate: certificate with a certificate chain to a root of trust and containing a CSE-ID in the subjectAltName extension. 
NOTE:
A CSE_ID certificate can be used to verify that an entity has been assigned the CSE-ID in the certificate.

device certificate: certificate with a certificate chain to a root of trust and containing at least one globally unique hardware instance identifier in the subjectAltName extension. 
NOTE:
A device certificate can be used to verify that an entity is executing on the identified hardware instance.

digital signature [i.9]: information is signed by appending to it an enciphered summary of the information
NOTE:
The summary is produced by means of a one-way hash function, while the enciphering is carried out using the private key of the signer.
enrolee: AE or CSE that requires remote provisioning of a symmetric key to be shared with an enrolment target
enrolment key: symmetric key established between an Enrolee and M2M Enrolment Function following successful mutual authentication

NOTE:
A symmetric key to be shared by the Enrolee and an Enrolment Target may be derived (at the Enrolee and M2M Enrolment Function) from the currently valid Enrolment Key, and the M2M Enrolment Function subsequently securely delivers the symmetric key to the Enrolment Target.

enrolment key generation: phase of remote security provisioning Framework in which the Enrolee and M2M Enrolment function establish an Enrolment Key and Enrolment Key identifier
enrolment phase: The step in the lifecycle of an M2M equipment where it becomes provisioned for operation with a specific M2M Service Provider.

enrolment target: A M2M Authentication Function, CSE, or AE with whom an Enrolee wishes to establish a symmetric key (master credential or pre-provisioned secure connection key) using remote security provisioning

entity identifier: CSE-ID (or AE-ID respectively) of a CSE (or AE respectively)
FQDN certificate: A certificate with a certificate chain to a root of trust and containing an FQDN. 

generic bootstrap architecture: set of 3GPP and 3GPP2 specifications providing security features and a mechanism to bootstrap authentication and key agreement for application security from the 3GPP and 3GPP2 underlying network authentication mechanisms

message integrity code: tag computed from a message and a symmetric key, and attached to a message

NOTE 1:
The purpose of a messages integrity code is to facilitate, without the use of any additional mechanisms, assurances regarding both the source of a message and its integrity.
NOTE 2:
A Message Integrity Code is sometimes called a "Message Authentication Code" - we have used "Message Integrity Code" since the abbreviation of "Message Authentication Code" (MAC) might be misunderstood to refer to "Media Access Control". The definition is based on text from [i.8] (p323).

M2M secure connection key: key shared between two CSEs of M2M Nodes (e.g. ASN/MN-CSE and IN-CSE) in order to secure the communication between those two entities

NOTE:
This M2M Secure Connection Key results from a successful M2M Security Association Establishment procedure.
MAF handshake: Phase of a Security Association Establishment Framework in which an entity and the MAF perform mutual authentication and generate a Symmetric Key which can then be used in the Association Security Handshake for mutual authentication between that entity and other entities
master credentials: Credentials used to mutually authenticate between an ASN/MN-CSE and the MAF. This is done to secure access to the infrastructure of an M2M Service Provider
NOTE:
The Master Credentials are either pre-provisioned or remotely provisioned (without relying on those credentials).

Online Certificate Status Protocol: A protocol for requesting a report on the status of one or more X.509 certificates [RFC6960]
operational phase: The period in the lifecycle of an M2M equipment where it is actually used for providing M2M services.

policy decision point [i.7]: system entity that evaluates applicable policy and renders an authorization decision

policy enforcement point [i.7]: system entity that performs access control, by making decision requests and enforcing authorization decisions
policy information point [i.7]: system entity that acts as a source of attribute values
policy retrieval point: system entity that retrieves applicable policy or policy set
pre-provisioned secure connection key: Symmetric Key that is pre-provisioned to two entities (which may be AEs or CSEs) to be used for mutual authentication of those entities in Security Association Establishment
pre-provisioned secure connection key identifier: Identifier for a Pre-Provisioned Secure Connection Key
pre-provisioned symmetric enrolee key: Symmetric Key that is pre-provisioned to the Enrolee and M2M Enrolment Function
pre-provisioned symmetric enrolee key identifier: Identifier for a Pre-Provisioned Symmetric Enrolee Key
private signing key: secret key that can generate signatures that can be verified using a corresponding Public Verification Key
public key certificate: electronic document that uses a digital signature to bind a public key with an identity
NOTE:
[i.8] A public-key certificate is a data structure consisting of a data part and a signature part. The data part contains cleartext data including, as a minimum, a public [verification] key and a string identifying the part (subject entity) to be associated therewith. The signature part consists of the digital signature of a certification authority over the data part, thereby binding the subject entity's identity to the specified public key.

public key certificate flavour: A name describing the usage of a public key certificate within the scope of oneM2M. 

public key infrastructure: set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke Public Key Certificates. For more details, see [i.8].

public verification key: Credential that can verify digital signatures generated by a corresponding Private Signing Key, but which cannot be used to generate digital signatures
raw public key certificate: A certificate comprising only the SubjectPublicKeyInfo structure of an X.509 certificate that carries the parameters necessary to describe the public key [37]

relative enrolment key identifier: part of the enrolment key identifier that is unique within the context of  a M2M Enrolment Function.

security association establishment: sequential processing of credential configuration, association configuration and association security handshake between two entities. 
NOTE:
Credential configuration and/or association configuration can not be performed if those steps have already been executed before.
security association establishment framework: Security Framework for Security Association Establishment

security bootstrap framework: Security Framework for Remote security provisioning: a mechanism for remotely provisioning a Master Credential and Master Credential Identifier to a Enrolee and an M2M Authentication Function
security framework: set of procedures providing Security Association Establishment or Remote security provisioning
self-signed certificate: Public Key Certificate that is signed by the same entity whose identity it certifies
symmetric key: secret key that is shared between two entities

trust anchor certificate: a certificate that is trusted a priori
X.509: ITU-T recommendation for a Public Key Infrastructure
-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

3.3
Abbreviations
For the purposes of the present document, the abbreviations given in [i.2] and the following abbreviations apply:

ACL
Access Control List

ACP

AccessControlPolicy Instance

API
Application Programming Interface

ASN
Application Service Node


BSF
Bootstrapping Server Function

B-TID

Bootstrapping Transaction Identifier

CA
Certification Authority

DTLS
Datagram Transport Layer Security (Protocol)

Enrolee-ID
Enrollee Identity

FQDN
Fully Qualified Domain Name
GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings 

HLR
Home Location Register

HSS
Home Subscriber System
HW
Hardware

IdA
Identifier for entity A

IdB
Identifier for entity B

Kc
M2M Secure Connection Key

KcId 
M2M Secure Connection Key identifier

Ke
Enrolment Key

KeId
Enrolment Key Identifier

Km
Master Credential

KmId
Master Credential Identifier

Kpm
pre-provisioned credential for Master Credential provisioning

KpmId
pre-provisioned credential for Master Credential provisioning Identifier

Kpsa
provisioned credential for M2M Security Association Establishment

KpsaId
provisioned credential for M2M Security Association Establishment Identifier

Ks
temporary Key material referred to in GBA

Ks_(ext/int)_NAF Derived key in GBA_ME or Derived key in GBA_U which remains on UICC


Ks_NAF
Derived key in the ME

Ks_ext_NAF 
Derived key in GBA_U sent to the ME

Ks_int_NAF
Derived key in GBA_U which remains on UICC


MAF
M2M Authentication Function

MAF-ID
M2M Authentication Function Identifier

MEF
M2M Enrolment Function

MIC
Message Integrity Code

MN
Middle Node

NAF
Network Application Function

OCSP
Online Certificate Status Protocol

PDP
Policy Decision Point
PEP
Policy Enforcement Point
PIP
Policy Information Point
PKI
Public Key Infrastructure

PRP
Policy Retrieval Point

RBAC
Role Based Access Control

RSPF


Remote Security Provisioning Framework

SAEF


Security Association Establishment Framework

SE
Secure Environment

SW
Software

TEE
Trusted Execution Environment

TLS
Transport Layer Security (Protocol)

(D)TLS-PSK
(D)TLS Pre-Shared Key (ciphersuites)
UE
(3GPP) User Equipment

USS
User Security Settings

URI
Uniform Resource Identifier

-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.1.2.
Parameters of the Request message 

This section specifies the parameters of a request message which are evaluated by the access control mechanism.
The data types applicable to these parameters are defined in clause 6.4 of TS-0004 [4].

The parameters are listed in Table 7.1.2-1.

Table 7.1.2-1: Parameters indicated in the request message

	Parameter
	Description
	Mandatory/ Optional
	Usage in access control mechanism

	to
	URI of target resource
	M
	Selection of accessControlPolicy associated with the target resource

	fr
	Identifier representing the originator of the request
	M
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes

	role
	Role of the originator
	O
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes (see note)


	op
	Requested operation
	M
	Evaluated against accessControlOperations in privileges and selfPrivileges attributes

	fc
	Filter criteria
	O
	Differentiation between Retrieve and Discovery operations 

	NOTE: this parameter is for use in future Release(s).


-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

8.1.2.2
Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity shall perform basic path validation (Section 6.1of RFC 5280 [34]) as part of verifying the other entity’s certificate (see clause 8.1.1.2.4 “Certificate Verification”).  

Certificate authority certificates shall include the name constraint extensions (clause 4.2.1.10 “Name Constraints” of RFC 5280 [34]) and shall constrain the names (object identifier M2M Device IDs from Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1], CSE-ID URIs, AE-ID URIs or FQDNs respectively) which may be in the subsequent certificate used to authenticate the entity (device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate respectively). 

· 
Clause 4.2.1.10 “Name Constraints” in RFC5280 [34] describes how the name constraint extension is used for constraining URIs and FQDNs. 

· 
Clause 10.4.1.4.2 “Profile for Certificate Authority Certificates for Device Certificates” describes how the name constraint extension is used for constraining object identifier M2M Device IDs.

The trust anchor certificate containing the trust anchor information (Section 6.1.1 of RFC5280 [34]) is provided to the entity during Credential Configuration, Association Configuration, Bootstrap Credential Configuration or Bootstrap Instruction Configuration.

NOTE 1: Section 6.1.1 of RFC 5280 [34] states “The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure”. Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.

Certificate status verification: In the case of an Infrastructure  Domain entity receiving an MEF certificate, the entity shall verify the status of the certificate using a Certificate Revocation List as described in RFC 5280 [34]. oneM2M support for certificate status checking in Field Domain entities requires further study. A mapping of the Online Certificate Status Protocol (OCSP) onto HTTP may be used, as described in Appendix A of RFC 6960 [35], however a mapping of OCSP onto CoAP is not currently defined. Furthermore, OCSP may also not be easily applicable in all environments. An alternative approach may be using the TLS Certificate Status Request extension (Section 8 of [44]; also known as "OCSP stapling") or preferably the Multiple Certificate Status Extension ([36]), if available.

NOTE 2: Most of the above paragraph is based on almost identical text in the CoAP specification RFC 7252 [38], a protocol with similar (if not identical) considerations to oneM2M deployments.

-----------------------End of change 5---------------------------------------------

-----------------------Start of change 6-------------------------------------------

8.3.2
Detailed Remote Security Provisioning Framework

8.3.2.1
Pre-Provisioned Symmetric Key Remote Security Provisioning Framework

This clause describes the Pre-Provisioned Symmetric Key Remote Security Provisioning Framework. The Bootstrap Credential for this framework is a long-term symmetric key that has been pre-provisioned into the Enrolee and M2M Enrolment Function; this key is called a Pre-Provisioned Symmetric Enrolee Key and is denoted Kpm.
NOTE 1:
Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments. 

[…]

Bootstrap Credential Configuration: The Pre-Provisioned Symmetric Enrolee Key (Kpm) and the corresponding Pre-Provisioned Symmetric Enrolee Key Identifier, denoted KpmId, are pre-provisioned to both entities. The Enrolee is also provisioned with the M2M Enrolment Function's URI (MEF URI), for the purpose of routing the (D)TLS exchange. 

NOTE 2:
This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

-----------------------End of change 6---------------------------------------------

-----------------------Start of change 7-------------------------------------------

D.1.2
M2M Service Framework discovery for Access Network UICC 

When a UICC Network Access application supports one or more M2M Service subscription, with a DF1M2M, the EFDIR entry corresponding to this UICC Network Access Application shall contain the following M2M related Data Objects:

· oneM2M Service Framework DO: defining the association between the identifier of one M2M Service Subscription provisioned in the ADF and the related DF corresponding to this M2M subscription. Likewise, each M2M Service Subscription is associated to one DF. Each of these DFs is hereafter referred as DF1M2M.

There shall be as many oneM2M Service Framework Data Objects as there are M2M Service Subscriptions provisioned in the ADF. 

Table D.1: Coding of oneM2M related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	Discretionary template tag = '73'
	M

	2
	1
	Length of the discretionary template = X
	M

	3 to (2+X)
	X
	Discretionary Template
	X


Table D.2: Coding of oneM2M Discretionary Template related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	oneM2M service specific data content tag = ‘A2’
	M

	2
	1
	M2M service specific data content length = Y
	M

	3 to (2+Y)
	Y
	M2M service specific data content
	M


Table D.3: Coding of oneM2M Service Specific Data Content related DOs

	Bytes
	Length
	Description
	Status

	1
	1
	oneM2M supported service provisioning tag = '80'
	M

	2
	1
	Length of the M2M supported service provisioning tag = A
	M

	3 to 4
	2
	M2M Dedicated File Identifier for following M2M service subscription
	M

	5 to (A+2)
	(A-2)
	M2M Subscription Identifier 
	M


-----------------------End of change 7---------------------------------------------

-----------------------Start of change 8-------------------------------------------

D.1.3.1
EF1M2MST (oneM2M Service Table)

This EF indicates which optional oneM2M services are available for the corresponding subscription. If a service is not indicated as available in the oneM2M DF, the hosting M2M field node shall not select this service. The presence of this file is mandatory if optional services are provided by the subscription.

	Identifier: '6F0A'
	Structure: transparent
	Mandatory

	SFI: '0A'
	

	File size: X bytes, X ≥ 1
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n°1 to n°8
	M
	1 byte

	2
	Services n°9 to n°16
	O
	1 byte

	3
	Services n°17 to n°24
	O
	1 byte

	4
	Services n°25 to n°32
	O
	1 byte

	etc.
	
	
	

	X
	Services n°(8X‑7) to n°(8X)
	O
	1 byte


-----------------------End of change 8---------------------------------------------
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E.1
Suggested content of the EFs at pre-personalization 
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.
Table E.1: Pre-personalised EF values
	File Identification
	Description
	Value

	'6F02'
	1M2M Service Subscription Identifier
	'8000FF…FF'

	'6F03'
	1M2M Service Provider Identifier
	'8000FF…FF'

	'6F04'
	M2M Node Identifier
	'8000FF…FF'

	'6F05'
	Local CSE Identifier
	'8000FF...FF'

	'6F06'
	M2M Application Identifiers list
	'00FF...FF' for each record

	'6F07'
	MEF Identifier
	'00FF…FF' for each record

	'6F08'
	IN-CSE Identifiers list
	'00FF...FF' for each record

	'6F09'
	MAF FQDN
	'8000FF...FF'

	'6F0A'
	1M2M Service Table
	Operator/Service Provider dependant


E.2
EF changes via Data Download or CAT applications

This clause defines if changing the content of an EF by the UICC OTA protocol or by a CAT Application is advisable. Updating of certain EFs "over the air" or "over the Internet" could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air / over the internet" changes of these EFs be considered.
Table E.2: EF update behaviour
	File identification
	Description
	Change advised

	'6F02'
	1M2M Service Subscription Identifier
	No

	'6F03'
	1M2M Service Provider Identifier
	No

	'6F04'
	M2M Node Identifier
	Caution 

	'6F05'
	Local CSE Identifier
	Caution

	'6F06'
	M2M Application Identifiers list
	Caution

	'6F07'
	MEF Identifier
	Caution

	'6F08'
	IN-CSE Identifiers list
	Caution 

	'6F09'
	MAF FQDN
	Caution

	'6F0A'
	1M2M Service Table
	Caution


E.3
List of SFI values at the ADFM2MSM or DFM2M level
Table E.3: SFI values

	File Identification
	SFI
	Description

	'6F02'
	'02'
	M2M Service Subscription Identifier

	'6F03'
	'03'
	M2M Service Provider Identifier

	'6F04'
	'04'
	M2M Node Identifier

	'6F05'
	'05'
	Local CSE Identifier

	'6F06'
	'06'
	M2M Application Identifiers list

	'6F0A'
	'0A'
	1M2M Service Table


All other SFI values are reserved for future use.

E.4
UICC related tags defined in annex J
Table E.4: UICC tags
	Tag
	Name of Data Element
	Usage

	'80'
	MAF FQDN TLV data object
	EFMAFFQDN

	‘80’
	M2M-Node-ID TLV Data Object
	EFM2MNID

	'80'
	Local CSE-ID TLV data object
	EFCSEID

	'80'
	M2M-SP-ID TLV data object
	EF1M2MSPID

	'80'
	M2M Subscription Identifier TLV data object
	EF1M2MSID

	NOTE:
The value 'FF' is an invalid tag value.


-----------------------End of change 9---------------------------------------------

-----------------------Start of change 10-------------------------------------------

8.1.2.4
Information Needed for Certificate Authentication of another Entity

An entity should trust the following information in order to authenticate another entity using certificates:

· An indication of the public key certificate flavour of other entity’s Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate, AE-ID certificate, or an MEF certificate).

· In the case where other entity’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). The public key identifier can be available 

-----------------------End of change 10---------------------------------------------

-----------------------Start of change 11-------------------------------------------

8.2.1
Overview on Security Association Establishment Frameworks

In the present document, security associations are restricted to single hop on Mcc, Mcc’ or Mca reference point. 

The oneM2M system supports the following Security Association Establishment Frameworks:

· Security Association Establishment Frameworks:
· Provisioned Symmetric Key Security Association Establishment. A symmetric key is provisioned to the entities: this is called the Provisioned M2M Symmetric Key, and denoted Kpsa. The entities authenticate each other by verifying Message Integrity Codes (MIC) in the Security Handshake which were generated using the symmetric key.  For more details see clause 8.2.2.1.
· Certificate-Based Security Association Establishment: The entities are each issued with 

· a Private Signing Key that is known only to that entity,

· a Certificate containing the corresponding Public Verification Key, and 

· (Optionally) a Certificate Chain from the entity's Certificate to a Root Certificate. 


The entities shall validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using entity A's public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. For more details see clause 8.2.2.2.
-----------------------End of change 11---------------------------------------------

CHECK LIST

· Does this change request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
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· Are all pictures editable?
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