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oneM2M Notice
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Text block for trade names

We strongly advise that no trade names are used within ETSI documents. If the use of trade names cannot be avoided their nature shall be indicated by the symbols ® or ™, whichever is appropriate.

DRAFTING RULES, clause 6.7: Proprietary trade names (e.g. trade marks) for a particular good or service should as far as possible be avoided, even if they are in common use. Instead a correct designation or description of a product should be given. Proprietary trade names (e.g. trade marks) for a particular product should as far as possible be avoided, even if they are in common use. If, in exceptional circumstances, trade names cannot be avoided, their nature shall be indicated, e.g. by the symbols ® or TM for a registered trade mark.
Can you please check if there are any Trade Names in your document and if in doubt check with the Technical Officer (TO) of your Technical Body (TB). Please inform us if there are Trade Names and which symbol (® or ™) has to be used.

Comments: We are not aware of any Trade Name to be used within the document. However we use 3GPP and 3GPP2. 
References

Twice the same reference
The following references are listed twice in the informative reference clause. For this reason bookmarks [16], [17] and [i.8] have been deleted.
· In document:

[5]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

[6]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[16]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol, Version 1.2".
[17]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[i.3]
3GPP TR 33.868 (V0.13.0): "Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements (Release 12)".

[i.8]
3GPP TR 33.868: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Study on security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
Comments: Accepted.
Which reference is correct?
The title does not correspond to RFC 2014 but is the title of RFC 2104. What should be done for this reference? Keep RFC 2014 and replace the title (see proposal 1)? Or Replace RFC 2014 by RFC 2104 and keep the title (see proposal 2)?
· In document:

[33]
IETF RFC 2014: "HMAC: Keyed-Hashing for Message Authentication".

· Proposal 1:

[26]
IETF RFC 2014: "IRTF Research Group Guidelines and Procedures".
· Proposal 2:

[26]
IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication".
Answer: your proposal 2 is accepted. However the numbering of the references do not match.
Unused reference

The following reference(s) is(are) not mentioned in the document and therefore has(have) been moved to the bibliography.

For your information the remaining reference(s)'s bookmark(s) have been renumbered.

[2]
Open Mobile API specification V2.02.

[3]
GlobalPlatform Device Technology TEE Client API Specification, Version 1.0.

[28]
3GPP TS 33.222: "Generic Authentication Architecture (GAA), Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 12)".

[29]
3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details (Release 12)".

[30]
3GPP TS 29.109: "Protocols details Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on Diameter protocol; Stage 3 (Release 12)".

[i.3]
3GPP TR 33.868 (V0.13.0): "Security aspects of Machine-Type and other Mobile Data Applications Communications Enhancements (Release 12)".

[i.7]
Recommendation ITU-T X.509 (10/2012): "Information technology - Open Systems Interconnection - The Directory: Public-key and attribute certificate frameworks".

DRAFTING RULES, clause 3.1:

bibliography: list of standards, books, articles, or other sources on a particular subject which are not mentioned in the document itself
normative reference clause: clause listing normative references cited in the document which are necessary for its application
informative reference: not essential to the use of the oneM2M deliverable but that assist the user with regard to a particular subject area
Comment: Partly accepted. Please void references except for i.7 which is used in the definitions section.
Definitions

Rephrase including a note

In order to be compliant with the ETSI Drafting Rules (EDRs), can the following definitions be modified as proposed?:

· In document:

AE-ID Certificate: certificate with a certificate chain to a trust anchor certificate and containing an AE-ID in the subjectAltName extension. An AE_ID certificate can be used to verify that an entity has been assigned the AE-ID in the certificate.
CSE-ID certificate: certificate with a certificate chain to a root of trust and containing a CSE-ID in the subjectAltName extension. A CSE_ID certificate can be used to verify that an entity has been assigned the CSE-ID in the certificate.
device certificate: certificate with a certificate chain to a root of trust and containing at least one globally unique hardware instance identifier in the subjectAltName extension. A device certificate can be used to verify that an entity is executing on the identified hardware instance.
FQDN certificate: certificate with a certificate chain to a root of trust and containing an FQDN. These are the certificates that are commonly used to authentication web servers. This name has been used to distinguish this flavour of certificate from other flavour of certificates.
security association establishment: sequential processing of credential configuration, association configuration and association security handshake between two entities. Credential configuration and/or association configuration can not be performed if those steps have already been executed before.
· Proposal:

AE-ID Certificate: certificate with a certificate chain to a trust anchor certificate and containing an AE-ID in the subjectAltName extension

NOTE:
An AE_ID certificate can be used to verify that an entity has been assigned the AE-ID in the certificate.
CSE-ID certificate: certificate with a certificate chain to a root of trust and containing a CSE-ID in the subjectAltName extension

NOTE:
A CSE_ID certificate can be used to verify that an entity has been assigned the CSE-ID in the certificate.
device certificate: certificate with a certificate chain to a root of trust and containing at least one globally unique hardware instance identifier in the subjectAltName extension

NOTE:
A device certificate can be used to verify that an entity is executing on the identified hardware instance.
FQDN certificate: certificate with a certificate chain to a root of trust and containing an FQDN. These are the certificates that are commonly used to authentication web servers

NOTE:
This name has been used to distinguish this flavour of certificate from other flavour of certificates.
security association establishment: sequential processing of credential configuration, association configuration and association security handshake between two entities
NOTE:
Credential configuration and/or association configuration can not be performed if those steps have already been executed before.
Drafting Rules, clause 5.3.7
The form of a definition should be such that it can replace the term in context. Any additional information shall be given only in the form of examples or notes. If there are several notes or examples for the same definition, the notes shall be numbered. Otherwise it is not necessary.

Answer: Accepted except for FQDN certificate. Please change this to 

FQDN certificate: A certificate with a certificate chain to a root of trust and containing an FQDN. 

Bookmarks
To which reference is the following refering to? As in the reference clause there was no [i.7] and [i.8].
· In document:

CA-Certificate [i.8]: certificate created by one certification authority (CA) certifying the public key of another CA

certification authority [i.8]: responsible for establishing and vouching for the authenticity of public keys

digital signature [i.9]: information is signed by appending to it an enciphered summary of the information

NOTE:
The summary is produced by means of a one-way hash function, while the enciphering is carried out using the private key of the signer.

message integrity code: tag computed from a message and a symmetric key, and attached to a message

NOTE 1:
The purpose of a messages integrity code is to facilitate, without the use of any additional mechanisms, assurances regarding both the source of a message and its integrity.

NOTE 2:
A Message Integrity Code is sometimes called a "Message Authentication Code" - we have used "Message Integrity Code" since the abbreviation of "Message Authentication Code" (MAC) might be misunderstood to refer to "Media Access Control". The definition is based on text from [i.8] (p323).

policy decision point [i.7]: system entity that evaluates applicable policy and renders an authorization decision

policy enforcement point [i.7]: system entity that performs access control, by making decision requests and enforcing authorization decisions
policy information point [i.7]: system entity that acts as a source of attribute values

public key certificate: electronic document that uses a digital signature to bind a public key with an identity

NOTE:
[i.8] A public-key certificate is a data structure consisting of a data part and a signature part. The data part contains cleartext data including, as a minimum, a public [verification] key and a string identifying the part (subject entity) to be associated therewith. The signature part consists of the digital signature of a certification authority over the data part, thereby binding the subject entity's identity to the specified public key.

public key infrastructure: set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke Public Key Certificates. For more details, see [i.8].

Answer: I’m not sure you have the same version as I. The version 0.9.0 has informative references i.7, i.8 and i.9
Abbreviations

Unused

These abbreviations do not seem to be used in the document, can we delete them?:

· In document:

Authn
Authentication

Ks..NAF
Abbreviation of Ks_(int/ext)_NAF

M-TID
MAF Transaction Identifier 

DRAFTING RULES, clause 5.3.8:

"Symbols" and "Abbreviations" clauses give a list of the symbols and abbreviations which are used within the ETSI deliverable and are necessary for the understanding of the ETSI deliverable. 

Answer: Accepted, except for Ks..NAF which is used in the figures.
Clause 7.1.2

Note moved at the bottom

In order to be compliant with the ETSI Drafting Rules (EDRs) the highlighted note will be moved to the bottom of the table.

· In document:

	role
	Role of the originator
	O
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes

NOTE:
This parameter is for use in future Release(s).


· Proposal:

	role
	Role of the originator
	O
	Evaluated against accessControlOriginators in privileges and selfPrivileges attributes (see note)

	...
	
	
	

	NOTE:
This parameter is for use in future Release(s).


Answer: Accepted, please adapt accordingly.
Clause 8.1.2.2

Note numbering

In order to be compliant with the ETSI Drafting Rules (EDRs), the numbering of notes should be aligned consistently throughout the document. Therefore could you please confirm that we can 
re-number the notes as proposed?:

· In document:

NOTE:
Section 6.1.1 of IETF RFC 5280 [34] states "The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure". Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.

NOTE:
Most of the above paragraph is based on almost identical text in the CoAP specification IETF RFC 7252 [38], a protocol with similar (if not identical) considerations to oneM2M deployments.

· Proposal:

NOTE 1:
Section 6.1.1 of IETF RFC 5280 [34] states "The trust anchor information is trusted because it was delivered to the path processing procedure by some trustworthy out-of-band procedure". Credential Configuration, Association Configuration, Bootstrap Credential Configuration and Bootstrap Instruction Configuration satisfy the requirements of being trustworthy out-of-band procedures.

NOTE 2:
Most of the above paragraph is based on almost identical text in the CoAP specification IETF RFC 7252 [38], a protocol with similar (if not identical) considerations to oneM2M deployments.

Answer: Accepted
Clause 8.3.2.1

Note numbering

In order to be compliant with the ETSI Drafting Rules (EDRs), the numbering of notes should be aligned consistently throughout the document. Therefore could you please confirm that we can 
re-number the notes as proposed?:

· In document:

NOTE:
Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments. 

NOTE 1:
This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

· Proposal:

NOTE 1:
Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments. 

NOTE 2:
This pre-provisioning (by definition) uses mechanisms not specified by oneM2M.

Answer: Accepted
Clause 10.1.1.1

SHA-256 is mentioned in the following sentences. Is it a reference which should be added to the normative or informative reference clause? If yes, could you please provide me with the title.
· In document:

· The hash algorithm shall be SHA-256.

Answer: SHA-256 is a name of an algorithm. The text is fine as it is.
Annex D

Disrupted/inconsistent numbering

In order to be compliant with the Drafting Rules, the numbering of figures and tables should be aligned consistently throughout the document. Therefore could you please confirm that we can 
re-number the tables as proposed?:

· In document:

Table J.1: Coding of oneM2M related DOs

Table J.2: Coding of oneM2M Discretionary Template related DOs

Table J.3: Coding of oneM2M Service Specific Data Content related DOs
[Unnumbered table] - in clause D.1.3.1

[Unnumbered table] - in clause D.1.3.2
[Unnumbered table] - in clause D.1.3.3

[Unnumbered table] - in clause D.1.3.4

...
· Proposal:

Table D.1: Coding of oneM2M related DOs

Table D.2: Coding of oneM2M Discretionary Template related DOs

Table D.3: Coding of oneM2M Service Specific Data Content related DOs
Table D.4

Table D.5

Table D.6

Table D.7

...

DRAFTING RULES:

Numbers given to the clauses, tables, figures and mathematical formulae of an annex shall be preceded by the letter designating that annex followed by a full-stop (e.g. figure B.1, table C.4). The numbering shall start afresh with each annex.

Answer: Accepted to rename D.1-D.3; There is no need to introduce D.4-D.7
Clause D.1.3.1

Can we replace ">=" by "≥"?
· In document:

	File size: X bytes, X >= 1
	Update activity: low


Answer: Accepted.
Annex E

Disrupted/inconsistent numbering

In order to be compliant with the Drafting Rules, the numbering of figures and tables should be aligned consistently throughout the document. Therefore could you please confirm that we can 
re-number the tables as proposed?:

· In document:

[Unnumbered table] - in clause E.1

[Unnumbered table] - in clause E.2

[Unnumbered table] - in clause E.3

[Unnumbered table] - in clause E.4

· Proposal:

Table E.1

Table E.2

Table E.3

Table E.4
Answer: Accepted. 

Requirements

Must in normative documents (EN, TS, GS, ES)

This document contains "must" in the text. As the occurrences of “must” in this document are not in quoted text they shall be replaced as follows:
· with "shall" if a requirement;

· if not a requirement replace appropriately e.g. with “should”.

Can you please state which is appropriate in the following occurrences?

· In clause 8.1.2.4:

An entity must trust the following information in order to authenticate another entity using certificates:

· In clause 8.2.1:


The entities must validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, entity A creates a digital signature of the session parameters using its private signing key and entity B verifies the digital signature using entity A's public verification key. Then the roles are reversed: entity B creates a digital signature and entity A verifies it. For more details see clause 8.2.2.2.
Drafting Rules, clause 3.2
Do not use "must" except when used in direct citation.

Answer: will be changed by a new CR to something more clear.
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