	Doc# SEC-2015-0495-Definition_E2E_Security.doc 
Input Contribution
	[image: image1.png]






	Input Contribution

	Meeting ID*
	SEC#16

	Title:*
	Definition of E2E Authentication

	Source:*
	Vinod Choyi, Interdigital, vinod.choyi@interdigital.com 

Dale Seed, Interdigital, dale.seed@interdigital.com 

	Uploaded Date:*
	2015-03-17

	Document(s) 

Impacted*
	WI-0016, TR-0012 oneM2M End-to-End Security and Group Authentication

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Accept proposed definition for TR-0012

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
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3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:
End-to-End Security: Provides for securing messages that traverse multiple hops between communication entities. Securing of messages may involve authenticating the end entities either mutually or uni-directionally. Securing of messages may also involve providing confidentiality and integrity protection of messages in order that end entities are assured that the messages have not been altered or eavesdropped by un-authorized entities.
End-to-End Authentication: Provides an entity with the ability to validate another entity’s identity that was supplied as part of the message. The communicating entities are assumed to be multiple hops away. The authentication may be mutual or uni-directional.
Editor Node: the definitions are subject to further refinement.

NOTE:
This may contain additional information.
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