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Introduction
This contribution complements the essential security requirements from TR-0012 End-to-End Security and Group Authentication in Release 2 for TS-0002.
Use cases for Smart Meter Reading was agreed in clause 5.2.5 in TR-0012 previously.  The potential requirements were abstracted in below:

1. M2M Gateway (i.e., group agent) shall be able to represent M2M Devices (i.e. group members) in order to perform authentication with the M2M Server.
2. The M2M system shall support group authentication to establish security association and enable required procedures for remote provisioning of the M2M Devices (i.e. group members).

Therefore, we derive the “potential requirements” deemed applicable from the above Use Case in TR-0012 as new requirements to be inserted in TS-0002.
-----------------------Start of change 1-------------------------------------------
6.4
Security Requirements
Table 5: Security Requirements
	Requirement ID
	Description
	Release

	SER-001
	The oneM2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.
	Partly Implemented in Rel-1

	SER-002
	The oneM2M System shall be able to ensure the confidentiality of data.
	Implemented in Rel-1

	SER-003
	The oneM2M System shall be able to ensure the integrity of data.
	 Implemented in Rel-1

	SER-004
	In case where the M2M Devices support USIM/UICC and the Underlying Networks support network layer security, the oneM2M System shall be able to leverage device’s USIM / UICC credentials and network’s security capability e.g. 3GPP GBA for establishing the M2M Services and Applications level security through interfaces to Underlying Network.
	Implemented in Rel-1

	SER-005
	In case where the M2M Devices support USIM/UICC and the Underlying Networks support network layer security, and when the oneM2M System is aware of Underlying Network’s bootstrapping capability e.g. 3GPP GBA, the oneM2M System shall be able to expose this capability to M2M Services and Applications through API.
	Implemented in Rel-1

	SER-006
	In case where the M2M Devices support USIM / UICC and the Underlying Networks support network layer security, the oneM2M System shall be able to leverage device’s USIM / UICC credentials when available to bootstrap M2M security association.
	Implemented in Rel-1

	SER-007
	When some of the components of an M2M Solution are not available (e.g. WAN connection lost), the oneM2M System shall be able to support the confidentiality and the integrity of data between authorized components of the M2M Solution that are available.
	Implemented in Rel-1

	SER-008
	The oneM2M System shall support countermeasures against unauthorized access to M2M Services and M2M Application Services.
	Implemented in Rel-1



	SER-009
	The oneM2M System shall be able to support mutual authentication for interaction with Underlying Networks, M2M Services and M2M Application Services.
	Implemented in Rel-1

	SER-010
	The oneM2M System shall be able to support mechanisms for protection against misuse, cloning, substitution or theft of security credentials.
	Implemented in Rel-1

	SER-011
	 The oneM2M System shall protect the use of the identity of an M2M Stakeholder within the oneM2M System against discovery and misuse by other stakeholders.
	Implemented in Rel-1

	SER-012
	The oneM2M System shall be able to support countermeasures against Impersonation attacks and Replay attacks.
	Partly implemented in Rel-1

(see note 3)

	SER-013
	The oneM2M System shall be able to provide the mechanism for integrity-checking on boot, periodically on run-time, and on software upgrades for software/hardware/firmware component(s) on M2M Device(s).  
	Not implemented in Rel-1

	SER-014
	The oneM2M System shall  be able to provide configuration data to an authenticated and authorized M2M Application in the M2M Gateway/Device.
	Implemented in Rel-1

	SER-015
	The oneM2M System shall be able to support mechanisms to provide Subscriber identity to authorized and authenticated M2M Applications when the oneM2M System has the Subscriber’s consent.
	Partly implemented in Rel-1

(see note 4)

	SER-016
	The oneM2M System shall be able to support non repudiation within the M2M service layer and in its authorized interactions with the network and application layers.
	 Implemented in Rel-1 

	SER-017
	The oneM2M System shall be able to mitigate threats identified in oneM2M TR‑0008 [2].
	Implemented in Rel-1

	SER-018
	The oneM2M System shall enable an M2M Stakeholder to use a resource or service and be accountable for that use without exposing its identity to other stakeholders.
	Partly implemented in Rel-1

	SER-019
	The oneM2M System shall be able to use service-level credentials present inside the M2M device for establishing the M2M Services and Applications level security.
	Implemented in Rel-1

	SER-020
	The oneM2M System shall enable legitimate M2M Service Providers to provision their own credentials into the M2M Devices/Gateways.
	Implemented in Rel-1

	SER-021
	The oneM2M System shall be able to remotely and securely provision M2M security credentials in M2M Devices and/or M2M Gateways.
	Implemented in Rel-1

	SER-022
	The oneM2M System shall enable M2M Application Service Providers to authorize interactions involving their M2M Applications on supporting entities (e.g. Devices/ Gateways/ Service infrastructure).
	Implemented in Rel-1

	SER-023
	Where a Hardware Security Module (HSM) is supported, the oneM2M System shall be able torely onthe HSM to provide local security.
	Partly implemented in Rel-1

	SER-024
	The oneM2M System shall enable M2M Applications to use different and segregated security environments.
	Partly implemented in Rel-1

	SER-025
	The oneM2M System shall be able to prevent unauthorized M2M Stakeholders from identifying and/or observing the actions of other M2M Stakeholders in the oneM2M System, e.g. access to resources and services (see note 1).


	Partly implemented in Rel-1

	SER-026
	The oneM2M System shall be able to provide mechanism for the protection of confidentiality of the geographical location information (see note 2).
	Implemented in Rel-1

	SER-027
	In case that the M2M Devices are assigned as a group, the M2M Gateway may represent M2M Devices in order to perform authentication with the M2M Server.
	Implemented in Rel-2

	SER-028
	In case that the M2M Devices are assigned as a group and the M2M Gateway belongs to the third party, M2M system shall support to establish the independent security association between the M2M Device and the M2M Server.
	Implemented in Rel-2

	NOTE 1:      The above requirement does not cover items outside of the oneM2M System, e.g. Underlying Networks.
NOTE 2:
Geographical location information can be more than simply longitude and latitude.
NOTE 3: Partly supported for Impersonation attacks not supported for Replay attacks.
NOTE 4: The oneM2M System has no means to verify a subscriber’s consent. This requirement is only fulfillable at application level.
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