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1
Introduction

This contribution proposes to redefine the <accessControlPolicy> resource in order to support used-defined access control policies. This contribution also proposes a solution for enforcing privacy policies.
2
Proposal
7.3.x
Proposal Z: Solution of supporting user-defined access control policies and enforcing privacy policies
7.3.x.1
Introduction

According to the description in the clause 9.6.2 of oneM2M TS-0001 [1] and in the clause 7.1 of oneM2M TS-0003 [2], the current authorization solution does support user-defined access control mechanisms and access control policy languages. As it is difficult to predicate all the authorization requirements of oneM2M system and then design a versatile authorization system to satisfy all users, it is reasonable for the oneM2M authorization system to support user-defined access control mechanisms and/or access control policy languages.
This clause describes a solution that extends current oneM2M authorization system to support user-defined access control mechanisms and/or access control policy languages.
A privacy policy is a statement or a legal document (in privacy law) that discloses some or all of the ways a party gathers, uses, discloses, and manages a customer or client's data (From Wikipedia). In oneM2M System, from the perspective of policy enforcement, privacy policy can be seen as a special kind of access control policy, so it can be managed in <accessControlPolicy> resource and enforced by oneM2M authorization system. How to specify a privacy policy is out of scope.
This clause also describes how the privacy policies could be managed and enforced. 
7.3.x.2
Redefined Resource Type accessControlPolicy
The redefined <accessControlPolicy> resource is shown in the Figure 7.3.x.2-1. 
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Figure 7.3.x.2-1: Redefined <accessControlPolicy> resource
In the redefined <accessControlPolicy> resource the modified and the new defined attributes are specified in table 7.3.x.2-1.

Table 7.3.x.2-2: New defined/modified attributes of <accessControlPolicy> resource
	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	privileges
	0..1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	policyRef
	0..1
	RW
	A reference to an access control policy, from which access control policy can be retrieved.
	MA

	policyCategory
	1
	RW
	Authorization system uses this attribute for selecting a suitable policy evaluator to evaluate the access control policy specified in privileges or policyRef attribute.
	MA

	policyType
	1
	RW
	Specify if the access control policy specified in policyRef attribute is used for privacy control.
	MA


7.3.x.2
General Procedure of Evaluating User-Defined  Access Control Policies
The general procedure of evaluating user-defined access control policies are describe as follows:
· For each applicable <accessControlPolicy> resource the PRP retrieves access control policy from either privileges attribute or policyRef attribute, values of policyCategory and policyType attributes are also retrieved. All these values are returned to the PDP.

· The PDP evaluates the access control policies which are not used for privacy control according to the policyType attribute. The PDP returns the access control decision to the PEP. The returned access control decision result may be accompanied with privacy policies if they are exist.
· The PEP enforces the access control decision, and fulfill the privacy policies if they accompany the access control decision.
7.3.x.3
Dealing with Privacy Related Access Control Policy
In oneM2M System, privacy policies are fulfilled when access control decision is executed in PEP. In oneM2M System a privacy policy shall be dealt as follows:

· Privacy policies shall be only applied to RETRIEVE operation.

· Privacy policy is enforced by the PEP and provided by a PDP.
· In a PEP a privacy policy is enforced as a data filter that filter out the data elements (e.g. gender, age, address) that does not comply with the privacy policy.
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