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1
Introduction

This contribution defines some resources for supporting distributed authorization.

2
Proposal
6.2.x
Proposal Z: Using resource-based approach to implement distributed authorization
6.2.x.1
Introduction

According to the description in clause 8 of oneM2M TS-0001 [1], the general flow that governs the information exchange within a procedure is based on the use of Request and Response messages. The message applies to communications between an AE and a CSE shall cross the Mca reference point and among CSEs shall cross the Mcc reference point. Requests over the Mca and Mcc reference points, from an Originator to a Receiver shall address the target resource or target attribute for the operation.
In the distributed authorization system the PEP, PDP, PRP and PIP might be located in different CSEs, so the communication between PEP, PDP, PRP and PIP shall cross the Mcc reference point. The method of message exchange among these authorization components shall conform to the oneM2M TS-0001 [1], i.e. the request message sent from one authoriztion component in one CSE to anther authorization component in another CSE shall address a resource.
According to the description in clause 9.2.2 of oneM2M TS-0001 [1], a virtual resource or a virtual attribute does not have a permanent representation in a CSE, they are used to trigger processing and/or retrieve results. So we can use virtual resources to exchange authorization messages among differen CSEs, and in the same time trigger a corresponding authorization process.
This clause describes a solution for distributed authorization using new defined <authorization> resource and its child resources over the Mcc and Mcc' reference points. The child resources of the <authorization> resource are <policyDecisionPoint>, <policyRetrievalPoint> and <policyInformationPoint>. These child resources are virtual resources that are used to trigger PDP process, PRP process and PIP process defined in TS-0003 [2] respectively.

This clause also describes the management procedures for the <authorization> resource and its child resources.
6.2.x.2
Resources

6.2.x.2.1
Resource Type authorization
The <authorization> resource represents the method for providing authorization related services. The <authorization> resource contains three child resources, they are <policyDecisionPoint>, <policyRetrievalPoint> and <policyInformationPoint>. These child resources are virtual resources that provide authorization functions of PDP, PRP and PIP defined in oneM2M TS-0003 [2] respectively. The <authorization> resource shall be located directly under <CSEBase>.
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Figure 6.2.x.2.1-1: Structure of <authorization> resource
The <authorization> resource shall contain the child resources specified in table 6.2.x.2.1-1.
Table 6.2.x.2.1-1: Child resources of <authorization> resource
	Child Resources of <authorization>
	Child Resource Type
	Multiplicity
	Description
	<authorizationAnnc> Child Resource Types

	[variable]
	<policyDecisionPoint>
	1
	See clause 6.2.x.2.2
	none

	[variable]
	<policyRetrievalPoint>
	1
	See clause 6.2.x.2.3
	none

	[variable]
	<policyInformationPoint>
	1
	See clause 6.2.x.2.4
	none


The <authorization> resource shall contain the attributes specified in table 6.2.x.2.1-2.

Table 6.2.x.2.1-2: Attributes of <authorization> resource
	Attributes of <statsConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	authorizationPolicyIDs
	1  (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described


6.2.x.2.2
Resource Type policyDecisionPoint
The <policyDecisionPoint> resource is a virtual resource because it does not have a representation. It is the child resource of the <authorization> resource. When a RETRIEVE Request addresses the <policyDecisionPoint> resource, a PDP process is triggered. The access control decision request shall be included in the Content parameter of the RETRIEVE Request,  and the access control decision response shall be included in the Content parameter of the RETRIEVE Response.
The <policyDecisionPoint> resource inherits access control policies that apply to the parent <authorization> resource.
6.2.x.2.3
Resource Type policyRetrievalPoint
The <policyRetrievalPoint> resource is a virtual resource because it does not have a representation. It is the child resource of the <authorization> resource. When a RETRIEVE Request addresses the <policyRetrievalPoint> resource, a PRP process is triggered. The access control policy request shall be included in the Content parameter of the RETRIEVE Request,  and the access control policy response shall be included in the Content parameter of the RETRIEVE Response.
The <policyRetrievalPoint> resource inherits access control policies that apply to the parent <authorization> resource.
6.2.x.2.4
Resource Type policyInformationPoint
The <policyInformationPoint> resource is a virtual resource because it does not have a representation. It is the child resource of the <authorization> resource. When a RETRIEVE Request addresses the <policyInformationPoint> resource, a PIP process is triggered. The access control attribute request shall be included in the Content parameter of the RETRIEVE Request,  and the access control attribute response shall be included in the Content parameter of the RETRIEVE Response.
The <policyInformationPoint> resource inherits access control policies that apply to the parent <authorization> resource.
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