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1
Title (Acronym)
Dynamic Authorization for IoT 
2
Justification
Development of the Internet of Things implies convenient ways to enable interactions between M2M Applications depending on different actors, and possibly affiliated to different M2M Service Providers. In the context of an M2M Service Platform, this requires a practical mean for a Resource consuming application to obtain possibly temporary and restricted access to a Resource exposed by a Resource producing application. The Access Control Policies mechanism of TS-0003 was suitable under the assumption of centralized (client-server style) M2M deployments where required interactions between Resource producers and Resource consumers are mainly predictable at the time of resource creation and restricted within a known (reduced) set of interacting entities that is not constantly evolving. This assumption is no longer valid in IoT scenarios where many-to-many interactions between multitudes of devices would result in exponential explosion in the number of Access Control Policies to establish and manage, while their unpredictable and fast evolving nature would create a bottleneck where the ACPs are maintained and evaluated.
3
Intended Output
	Tick all the appropriate cases 


	

	√
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	
	New Normative Technical Specifications(s)

	√
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)


4
Impact 
4.1
oneM2M Work Items

A new TR will be produced by this WI, as a pre-study for solutions that may go in future releases of TS-0003. 

Possible impacts of Authorization on End-to-end security solutions may affect TR-0012 (WI-0016).

Impacts of Authorization on End-to-end security solutions may affect WI-0016 (TR-0012).
The work may result in changes being proposed to TS-0002 (oneM2M Requirements), TS-0001 (oneM2M Functional Architecture), TS-0004 (Service Layer Protocol Core Specification).
5
Scope

This work item will therefore investigate the suitability of alternative authorization schemes. This could include e.g.  token-based models, where the grant of authorization is directly embodied by a virtual ticket delivered to the requester that carries a scope of authorization as well as validation means.

6
Schedule and impacted specifications
Provide the schedule of tasks to be performed;
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TR
	0019
	Dynamic Authorization for IoT
	TP 12
	TP 19
	TP 20
	TP 21
	WG4
	
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Comments

	TS 0002
	
	Dynamic Authorization requirements
	TP 18
	WG1
	

	TS 0001
	
	oneM2M Function Architecture changes related to Dynamic Authorization
	TP 20
	WG2
	

	TS-0003
	
	Dynamic Authorization security spcifications
	TP 22
	WG4
	If needed, this deadline can slip to TP 23

	TS-0004
	
	oneM2M Core Protocol changes related to Dynamic Authorization
	TP 23
	WG3
	


7
Work Item Rapporteur(s)

Phil Hawkes, Qualcomm (TIA).
8
History

	Document history

	V0.1
	25 September 2014
	Initial proposal to TP

	V1.0
	29 October 2014
	Approved document uploaded to oneM2M Portal

	V1.1
	20 May 2015
	Changed to new template. Milestone dates updated. Impacts on existing TSes described.
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