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Introduction

The CR proposes to make correction in references at various places in document.
-----------------------Start of change 1-------------------------------------------
8.2.2.2
Certificate-Based Security Association Establishment Frameworks
Credential Configuration: The private keys and certificates for each entity are pre-provisioned as described in clause 8.1.2.3 "Credential Configuration for Certificate-Based Security Frameworks". If Entity A is a CSE, then Entity A shall also be configured with its CSE-ID (not shown in the figure).
8.3.2.2
Certificate-Based Remote Security Provisioning Framework
Bootstrap Credential Configuration: For this Remote Security Provisioning Framework, Enrolee and M2M Enrolment Function authenticate each other using a Public Key Certificate. The Bootstrap Credentials for the Enrolee and M2M Enrolment Function are pre-provisioned as described in clause 8.1.2.3 "Credential Configuration for Certificate-Based Security Frameworks".

NOTE 1:
The identities of the M2M Enrolment Function and Enrolment Target are assumed to have been configured prior to this phase.
----------------------- End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------
8.1.2.2
Path Validation and Certificate Status Verification

If an entity is to authenticate another entity using a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity shall perform basic path validation (section 6.1of IETF RFC 5280 [Error: Reference source not found]) as part of verifying the other entity's certificate (see clause 8.1.2.4 "Certificate Verification").

8.1.2.5
Certificate Verification 

This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based Security Framework.

The other entity's Certificate is received during the Security Handshake.

The other entity's Certificate is verified as follows:

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies that the public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) corresponds matches the raw public key certificate (received during the Security Handshake) using the process described in clause 10.1.2 "Public Key Identifiers".

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration  indicates that the other entity's Certificate is a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity  shall perform the following verifications:

· The entity shall look for a match between the globally unique identifier described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity" (received during Association Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of the other entity's Certificate (received during the Security Handshake). If there is not an exact match, then the entity shall abort the (D)TLS handshake. 

8.3.2.2
Certificate-Based Remote Security Provisioning Framework
Bootstrap Instruction Configuration: The Enrolee and M2M Enrolment Function  are configured with the information needed for authorizing the remote provisioning:

· The Enrolee is configured with (or otherwise obtains) the following arguments to initiate remote provisioning:

· The URI of the M2M Enrolment Function which will facilitate the remote provisioning, for the purpose of routing the (D)TLS exchange.

· Information needed for certificate authentication of the M2M Enrolment Function using an MEF certificate as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· The Enrolment Target Identity : Identifying the Enrolment Target for which the Enrolee is to be provisioned.

· The M2M Enrolment Function is configured with the following arguments describing Enrolee authorized to perform Security Handshake with M2M Enrolment Function:

· Information needed for certificate authentication of the Enrolee, as described in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".

· The Enrolment Target Identity : Identifying the Enrolment Target for which the Enrolee (authenticated using the above Enrolee Certificate information) is to be provisioned.

The Enrolee's assigned CSE-ID or AE-ID (Enrolee-ID). The M2M Enrolment Function is to provide this entity identity for the Enrolee with the Km or Kpsa to the Enrolemnt Target, when requested by the Enrolment Target.
----------------------- End of change 2-------------------------------------------

----------------------- Start of change 3-------------------------------------------
8.1.2.4
Information Needed for Certificate Authentication of another Entity
Entity A shall be configured to trust the following information in order to authenticate Entity B using the certificate-Based SAEF:

· An indication of the public key certificate flavour of other Entity B's Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate or AE-ID certificate).

· In the case where Entity B's certificate is a raw public key certificate:

· A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key Identifiers"). 

· In the case where other Entity B's certificate is an device certificate, CSE-ID certificate or FQDN certificate:
· A Globally unique identifier: The globally unique identifier for the entity  which is also present in the subjectAltName extension of the other entity's certificate:

· Device Certificate: A globally unique hardware instance identifier (such as the object identifier M2M Device ID  in Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS‑0001 [Error: Reference source not found]) that is present in the device certificate.

· CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in TS-0001 [1].
· Trust Anchor Information: For the trust anchor certificates of Entity B's certificate chain (see clause 8.1.2.2 "Path Validation and Certificate Status Verification").

Entity B shall be configured to trust the following information in order to authenticate Entity A using the Certificate-Based SAEF:

· An indication of the public key certificate flavour of Entity A’s Certificate (that is, raw public key certificate, device certificate or CSE-ID certificate).

· In the case where Entity A’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). 

· In the case where Entity A’s certificate is an device certificate, CSE-ID certificate or AE-ID certificate:
· 
Trust Anchor Information: for the trust anchor certificate for Entity A’s certificate chain (see clause 8.1.2.2 “Path Validation and Certificate Status Verification”).

In order to authenticate the M2M Enrolment Function using the certificate-based RSPF, an Enrolee shall be configured to trust the trust anchor information of the M2M Enrolment Function’s certificate chain. 

An M2M Enrolment Function shall be configured to trust the following information in order to authenticate an Enrolee using the certificate-based RSPF:

· An indication of the public key certificate flavour of Entity B’s Certificate (that is, raw public key certificate or device certificate).

· In the case where the Enrolee’s certificate is a raw public key certificate: 

· 
A public key identifier for the raw public key in the certificate (see clause 10.1.2 “Public Key Identifiers”). 

· In the case where the Enrolee’s certificate is an device certificate, CSE-ID certificate or AE-ID certificate:
· 
A Globally unique identifier: The globally unique identifier which is also present in the subjectAltName extension of the Enrolee’s certificate

· 
Device Certificate: A globally unique hardware instance identifier (such as the object identifier M2M Device ID in Annex H “Object Identifier Based M2M Device Identifier” TS-0001 [1]) that is present in the device certificate.
·      CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in TS-0001 [1].
·     AE-ID Certificate: The Absolute AE-ID assigned to the AE.
· 
Trust Anchor Information: for the trust anchor certification for the Enrolee’s certificate chain (see clause 8.1.2.2 “Path Validation and Certificate Status Verification”).

8.1.2.5
Certificate Verification 
This clause describes how an entity authenticates the other entity in the Security Handshake of a Certificate-Based Security Framework.

The other entity's Certificate is received during the Security Handshake.

The other entity's Certificate is verified as follows:

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration indicates that the other entity's Certificate is a raw public key certificate, then the entity verifies that the public key identifier (received during Association Configuration or Bootstrap Instruction Configuration) corresponds matches the raw public key certificate (received during the Security Handshake) using the process described in clause 10.1.2 "Public Key Identifiers".

· If the certificate information configured during the Association Configuration or Bootstrap Instruction Configuration  indicates that the other entity's Certificate is a device certificate, CSE-ID certificate, AE-ID certificate or FQDN certificate, then the entity  shall perform the following verifications:

· The entity shall look for a match between the globally unique identifier described in clause 8.1.1.2.4 "Information Needed for Certificate Authentication of another Entity" (received during Association Configuration or Bootstrap Instruction Configuration) and the values in the subjectAltName extension of the other entity's Certificate (received during the Security Handshake). If there is not an exact match, then the entity shall abort the (D)TLS handshake. 

· In the case of device certificate, the globally unique identifier is a globally unique hardware instance identifier (such as the object identifier M2M Device ID  in Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS-0001 [Error: Reference source not found]). In this case, the notion of a "match" depends on how the globally unique hardware instance identifier may be represented in the subjectAltName extension.

· In the case of a CSE-ID certificate, the globally unique identifier is the public domain name representation of the CSE-ID as defined in TS-0001[1], and a match is a FQDN in the subjectAltName extension in the other entity's certificate that is an exact match for the public domain name representation of the CSE-ID.

· In the case of an AE-ID certificate, the globally unique identifier is the AE-ID, and a match is a URI in the subjectAltName extension in the other entity's certificate that is an exact match for the Absolute AE-ID.

· In the case of an FQDN certificate, the globally unique identifier is the FDQN of the M2M Authentication Function or M2M Enrolment Function, and a match is a URI, FQDN or dNSName in the subjectAltName extension in the other entity's certificate that is an exact match for the FDQN of the M2M Authentication Function or M2M Enrolment Function.

· The entity shall perform path validation and certificate status verification using the trust anchor certificate as described in clause 8.1.2.2 "Path Validation and Certificate Status Verification"). If this verification fails, then the entity shall abort the (D)TLS handshake.
NOTE:
After a successful Security Handshake in which the other entity provides a Certificate Chain, the other entity's identity (received during Association Configuration or Bootstrap Instruction Configuration) can be associated with additional information extracted from the other entity's Certificate Chain (e.g. the other entity Manufacturer, other entity owner, or conformance criteria). These details are not described in the present document.
----------------------- End of change 3-------------------------------------------
-----------------------Start of change 4-------------------------------------------
8.3.2.2
Certificate-Based Remote Security Provisioning Framework
Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1,2 IETF RFC 5246 [Error: Reference source not found] and DTLS 1.2 IETF RFC 6347 [Error: Reference source not found] specifications.to establish a secure session.

· Each entity (Enrolee and M2M Enrolment Function) verifies the other entity's certificate as described in clause 8.1.2.5 "Certificate Verification".

· The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified in TLS 1.2 IETF RFC 5246 [Error: Reference source not found] and DTLS 1.2 IETF RFC 6347 [Error: Reference source not found] specifications.
· The (D)TLS cipher suite profile for this 's assigned CSE-ID or AE-ID is specified in clause 10.2.3 "TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks". 
----------------------- End of change 4-------------------------------------------
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