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7.2
Mcs reference point
7.2.1
M2M Secure Environment Identifier (M2M-SE-ID)
M2M nodes may contain multiple M2M Secure Environments each associated with a corresponding M2M Secure Environment Identifier (M2M-SE-ID). Each SE contains several M2M Security Services, i.e. sensitive functions and sensitive data. The M2M-SE-ID is assigned to each M2M Secure Environment.

Table 7.2.1-1: M2M Secure Environment Identifier

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during

	M2M Secure Environment Identifier
	M2M SE Provider
	Secure Environment

	Pre- or remote Provisioning or during manufacturing
	Life of the M2M Service Registration.
	Global per SE and per class of SE
	communication establishment with and selection of SE;


M2M-SE-ID is structured as follows:

Type of SE followed by unique ID, where type of SE is defined as given in table 7.1.1-2 and the unique ID is defined as described in Table 7.1.1-1.

Table 7.2.1-2: Type of M2M Secure Environment
	Class of SE
	Type of Secure Environment
	Coding

	Hardware
	UICC
	Tbd

	Software
	Security Library
	Tbd

	...
	
	


Editor’s note: further types and classes tbd
7.3
SE Discovery and Selection

7.3.1
getSecureEnvironment

7.3.1.1
Description

This service provides a list of available Secure Environments within the present M2M node including the SE class and type.

7.3.1.2
Pre-Conditions

Type and Class of SE has been assigned during pre-provisioning or remote provisioning.
7.3.1.3
Signature – getSecureEnvironment

Table 7.3.1.3-1: getSecureEnvironment
	Parameter name
	Direction
	Optional
	Description

	aeId
	IN
	NO
	Application Entity ID requesting the list of SE-IDs

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available SEs incl. their M2M-SE-IDs and their provided security level

· SEs do not exist


7.3.2
getSEFunctions
7.3.2.1
Description

This service provides a list of available sensitive functions provided by a given SE.

7.3.2.2
Pre-Conditions

M2M-SE-ID is known to the calling entity (getSecureEnvironment).
7.3.2.3
Signature – getSEFunctions
Table 7.3.2.3-1: getSEFunctions
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	NO
	M2M-SE-Identifier

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available sensitive functions 
· No sensitive function available (but SE exists)
· SEs do not exist


7.4.1
selectSecureEnvironment

7.4.1.1
Description

Selects a particular SE available within the present entity.

7.4.1.2
Pre-Conditions

Not applicable.
7.4.1.3
Signature – selectSecureEnvironment

Table 7.4.1.3-1: selectSecureEnvironment
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	conditional
	M2M-SE-ID

	secLevel
	IN
	conditional
	Types:

SE with highest available security level to be selected

SE with a particular security level to be selected

	responseType
	OUT
	NO
	Response types:

· Security level of selected SE together with seId

· Security level or selected SE does not exist

	Note: conditional is to be interpreted as mandatory if no other conditional parameter does exist.


7.5
Secure Environment Management

7.6
Sensitive Data Storage

7.7
Sensitive Cryptographic Functions

7.8
Secure Connection Establishment

7.9
Authentication and Identification
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