	Doc# oneM2M- TACML V2
	[image: image7.png]





SEC-2015-0557-TACML-PPM (Terms And Conditions Markup Language for Privacy Policy Manager)        C W Blanchard, BT Group Plc

	Work Item

	Work Item Title:*
	Terms And Conditions Markup Language for Privacy Policy Manager (TACML-PPM) 

	Document Number*
	WI-XXXX- TACML-PPM -V0.0.2


	Supporting Members or Partner type 2*
	BT Group Plc.

Cadzow Communications Consulting Ltd.

Datang Telecom Technology@Industry Holdings Co., LTD

KDDI Corporation

	Date:*
	2015-12-07

	Abstract:*
	At oneM2M TP# 17, in SEC-2015-0507 KDDI reported that they had been researching personal data management framework based on the user’s privacy preferences and had developed the prototype system as a Privacy Policy Manager (PPM.) Datang reported in SEC-2015-0518 that they had been working on adding the proposed privacy polices into the access control architecture and resource containers XACML was given in SEC-2015-0518 as an example of method of describing privacy policy In SEC-2015-0507

 HYPERLINK "http://member.onem2m.org/Application/documentApp/documentinfo/?documentId=11270&fromList=Y" Use case of PPM we have the observation: 
 “Before users start to use services, the users need to read and consent terms & conditions (T&Cs) and privacy policy of the services. Currently, almost services display their T&Cs and privacy policies, and users can use those services in case the users agree them. Because the PPM assumes that the user can select the kinds of providing personal data to the service, interactive agreement process is implemented. Moreover, reading T&Cs and privacy policy is troublesome, and many users do not read them completely. So emphasis mechanism of important part for each user is important. Such customization of T&Cs and privacy policy for each user can be done based on user’s privacy preference.”

This Work Item proposes to compliment the architecture proposed 0507 and 0518 with the definition of a Terms and Conditions Markup Language (TACML) that can be used to automatically process Privacy requirement for Informed Consent across applications and jurisdictions n OneM2M services. 
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1
Title (Acronym)
Terms And Conditions Markup Language for Privacy Policy Manager (TACML-PPM) 
2
Justification
At oneM2M TP# 17, in SEC-2015-0507 [1] KDDI reported that they had been researching personal data management framework based on the user’s privacy preferences and had developed the prototype system as a Privacy Policy Manager (PPM.) See also [2]
Datang reported in SEC-2015-0518 [3] that they had been working on adding the proposed privacy polices into the access control architecture and resource containers 

XACML was given in SEC-2015-0518 as an example of method of describing privacy policy 
In SEC-2015-0507

 HYPERLINK "http://member.onem2m.org/Application/documentApp/documentinfo/?documentId=11270&fromList=Y" Use case of PPM we have the observation: 
 “Before users start to use services, the users need to read and consent terms & conditions (T&Cs) and privacy policy of the services. Currently, almost services display their T&Cs and privacy policies, and users can use those services in case the users agree them. Because the PPM assumes that the user can select the kinds of providing personal data to the service, interactive agreement process is implemented. Moreover, reading T&Cs and privacy policy is troublesome, and many users do not read them completely. So emphasis mechanism of important part for each user is important. Such customization of T&Cs and privacy policy for each user can be done based on user’s privacy preference.”

So more and more data generated by individuals as they go about their normal day to day life is going to be collected/transferred and processed by smart and semi smart (e.g. dumb sensors connected to smart gateways) devices. These smart devices will in all likelihood be from a range of vendors, so be selected by the individual, some by other members of the house hold (e.g. smart phones), others mandated by 3rd parties (utilities, health care provider etc.) or pre-installed that are all linked to services running either locally, remotely or a mixture of both. 

Given different legal jurisdictions and individual preferences, there is a need to at least semi-automate the process for configuring privacy preferences and agreement to Terms and Conditions (T&C’s). Otherwise the user would have to agree multiple T&C’s and each smart device and service would have to have a GUI that the user would have to access and configure to set their privacy preferences by hand. A better way forward would be to allow the profile owner configure a single set of profile’s (house, work, personal, parental, legal etc.) and as a new smart device or service is added: 

A. Where the terms and conditions fall within the parameters set in the user’s profile, the device can be automatically authorised (with a notification to the user). If the T&C don’t fall within the parameters set, only the differences (as a delta to the user’s profile) are presented to the user for authorisation with the exception of the parental/Legal profile which the user will not be able to override, only the profile owner (e.g. parent/Local government respectivily) can override.

B. The user’s privacy settings from their profile can be automatically configured where relevant, with confirmation notification to the user. Where it’s not possible to fully configure the relevant security controls the user is alerted and can manually decide.
This Work Item proposes to compliment the architecture proposed in SEC-2015-0507 and SEC-2015-0518 with the definition of a Terms and Conditions Markup Language (TACML) that can be used to automatically process Privacy requirement for Informed Consent across applications and jurisdictions n OneM2M services 
3
Intended Output
	Tick all the appropriate cases 


	

	√
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	√
	New Normative Technical Specifications(s)

	
	New Permanent Technical Reports(s)

	√
	New Temporary Technical Reports(s)


4
Impact 
4.1
oneM2M Work Items

OneM2M Work Items which will be impacted and describe how they will be impacted.
· New Requirements to support the feature in WG1

· Definition and publication of the Markup Language in WG3 
5
Scope

5.1 Background 

At oneM2M TP# 17, in SEC-2015-0507 KDDI reported that they had been researching personal data management framework based on the user’s privacy preferences and had developed the prototype system as a Privacy Policy Manager (PPM.) 
“The PPM had been adapted to large scale HEMS (Home Energy Management System) as trial, and they had started evaluation of PPM effectiveness.

The PPM is based on the following two main concepts:

· Based on ‘Privacy by Design’, Inclusion in the architecture of a personal data distribution base.

· Based on ‘Privacy First’, the provision of an “end users function” by which end users can manage their own personal data distribution according to their privacy preferences.

An overview of the proposal is shown below (Data Provider is the equivalent of Data Subject in UE data protection legislation 

[image: image1.png]Application Application Application
Service Service
Provider 1 Provider 2

PPM
(Privacy
Preference)

‘|

(v veven ) ([t oovee - {_viaw oves )

Data Provider




The proposed integration with the existing oneM2M access control architecture and resource containers is shown below 
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	SEC-2015-0507
	Use case of PPM
	KDDI Corporation


Datang reported in SEC-2015-0518 that they had been working on adding the proposed privacy polices into the access control architecture and resource containers 

	SEC-2015-0518
	A Solution of Supporting User-Defined Access Control Policies
	Datang


XACML was given in SEC-2015-0518 as an example of method of describing privacy policy 
In SEC-2015-0507

 HYPERLINK "http://member.onem2m.org/Application/documentApp/documentinfo/?documentId=11270&fromList=Y" Use case of PPM we have the 
 “Before users start to use services, the users need to read and consent terms & conditions (T&Cs) and privacy policy of the services. Currently, almost services display their T&Cs and privacy policies, and users can use those services in case the users agree them. Because the PPM assumes that the user can select the kinds of providing personal data to the service, interactive agreement process is implemented. Moreover, reading T&Cs and privacy policy is troublesome, and many users do not read them completely. So emphasis mechanism of important part for each user is important. Such customization of T&Cs and privacy policy for each user can be done based on user’s privacy preference.”

More and more data generated by individuals as they go about their normal day to day life is going to be collected/transferred and processed by smart and semi smart (e.g. dumb sensors connected to smart gateways) devices. These smart devices will in all likelihood be from a range of vendors, so be selected by the individual, some by other members of the house hold (e.g. smart phones) and others mandated by 3rd parties (utilities, health care provider etc.) that are all linked to services running either locally or remotely. 

Given different legal jurisdictions and individual preferences, there is a need to at least semi-automate the process for configuring privacy preferences and agreement to Terms and Conditions (T&C’s). Otherwise the user would have to agree multiple T&C’s and each smart device and service would have to have a GUI that the user would have to access and configure to set their privacy preferences by hand. A better way forward would be to allow the user configure a single set of profile’s (house, work, personal, parental, legal etc.) and as a new smart device or service is added, two things are done. 

· Where the terms and conditions fall within the parameters set in the user’s profile, the device can be automatically authorised (with a notification to the user). If the T&C don’t fall within the parameters set, only the differences (as a delta to the user’s profile) are presented to the user for authorisation.

· The user’s privacy settings from their profile can be automatically configured where relevant, with confirmation notification to the user. Where it’s not possible to fully configure the relevant security controls the user is alerted and can manually decide.

Thinking about it, we need a number of profiles: a legal profile as the base that cannot be overridden to allow the device to operate within the local law, then another profile linked to the domain in which the smart device operates, such as at home, at work and when traveling (configure the car smart devices etc. We also need to consider a profile hierarchy both for the user and multiple users some examples of ontologies for users and data types can be found in [4] 
 As well as allowing the automated set up of the smart devices as they are added to the network, this approach will also allow ad-hoc networks of smart devices to be formed in the home or other setting such as a car, at the same time managing the legal and regulatory risks and issues. This will allow for example a family member to order a new smart device for an elderly relative, when the device arrives at the elderly relative’s home and is unpacked. It can connect to the other smart devices and auto configures both the operational settings and profile settings with minimal user interaction. This would be especially useful when the family member, who would normally be expected to configure the device manually, does not live close to the elderly relative.

The legal part of the profile would allow the smart device to be configured to meet the local legal requirements and after a law changes, the profile can be updated and pushed out to all devices without the individual device manufacturers having to make the changes themselves. This is an important consideration since smart devices are expected to be operational for years and manufactures would have to support device models for several years after the end of production. 

To make this possible we need to be able to convert Terms & Conditions and privacy settings in to a standard mark-up language that can be understood by smart devices and translated in to a human readable format. Another advantage of this mark-up language will allow standard translations of this mark-up language in to multiple human languages allowing new compliant devices to be rapidly brought to market in multiple countries. Customers can also shop for devices and services that meet their requirements, such a meeting their defined minimal level of data encryption, thus allow business to more easily market the high value features of their products to mass market customers.

Consider  someone buying a prebuilt new home in the year 2025, the buyer will be looking at a home with integrated smart sensors, smart home appliances, each selected by builder or their subcontractor. Each of these will potentially have a separate set of terms and conditions, such as the Oven, fridge, washing machine, security motion sensor, fire alarm etc. just in an integrated kitchen alone. Currently as part of the legal information that the builder has to provide to a buyer certain paperwork, mainly focuses on legal liabilities governed by law which the buyer’s solicitor will check on buyer behalf for any issues. 
In 2025 the buyer will also have to go through potentially dozens of sets of T&C before purchasing the property, the buyer may also need to check this with their insurer (e.g. who can access alarm data) and Mortgage company as they could affect the value of the property (such as the issues with zero priced solar panels & roof leases in the UK, example of devices). In addition to the smart devices, which may be tied to specific service, selected by the builder such as electrical power and water, the builder may have selected other services such as Fire and security monitoring services that are pre-configured as part of the smart home. 
[The builder may have selected these as they provide free trials they can use to demonstrate the features, may be required to by law (Energy), their own backers (such as banks funding the development wanting fire/security monitoring to protect their investment), the smart device makers may offer a discounted price in return for connecting the service or the builder may be provided with finical incentives to “install” a service by a specific company. There will be business interest by service providers in getting builders to pre-select and configure their services on the grounds that inertia selling will convert a percentage of home buyers in to customers.]
The home purchaser will have to read though all the terms and conditions*, decide which he agrees with, which he does not, then go through the process to disable each of the devices/services they don’t accept the T&C for, add their own selected services before configuring the devices and services how they want. In theory as each of the devices and services is gathering data about the new owner, they should suspend their operation untill the user has formally provided informed consent to the T&C in accordance to local laws. 

This will require that all smart device and services do the following:

· Announce their presence to the new owner.

· Be able to display their terms and conditions directly to the user.

· Have some way for the new owner to accept the terms and conditions.

· Configure their preferences

· Be able to receive a revocation of permissions command and delete user configuration to trigger the above steps.

Another option would be for all machine to machine devices to be able to communicate this information to a users selected control devices e.g a Smart Phone.

.

5.2
Thoughts on the mark up
In XPACML eXtensible Privacy Access Control Markup Language, Kheira Bekara, Yosra Ben Mustapha and Maryline Laurent from Institut TELECOM [5] (see Annex for extracts ) suggest using the main tags “Purpose, Recipient and Retention”
However, a first analysis typical T&C documents for smart device TV Set Top Box (see Annex) suggests that some additional tags would be needed to represent clauses in the T&C as shown in the table below. 
	 Tag
	Typical keywords in T&C’s 

	Who
	We, Our, newCo Ltd 

	What
	Data classifications type , aggregation, Inference 

	When
	Event Triggers, Time of day, Dates 

	Where
	Source or Destination of data in a Geographic Context e.g. Continent,  Country Region City Post code building, room or in Technology Context e.g.  Device,  Local Server Network Server   

	Why
	Purpose 

	Retention 
	Deletion 

	Sharing 
	3rd Parties international , offshore company mergers takeovers 

	Informing 
	Right of review/ correction, change of purpose 

	Obtaining consent 
	Agree opting out 

	Protection 
	Confidentiality Integrity in storage and transit, Availability 
Anonymisation 

	ID
	Device ID, Identfication string, certificate.

	Age
	Date of birth, is the user legal able to accept the T&C or use the service


5.3
On values for Privacy attribute 
· Each term/privacy value should have 5-10 values (need to confirm how big a range) 

· An ID number centrally assigned so it’s consistent between manufacture’s devices

· A human readable statement (max 40 characters) of what the value is.

· A classification type (medical, general, domestic, with general the default) to match against the profile. 

· A value field. This may be a used as either a binary (yes/no) or a range (e.g. such as no certificate used to secure the connection being 00, SHA1 being 01 SHA2 being 03 etc.) or a fixed value such as Date of birth for age restricted items (such stopping a child consenting to data sharing for example).This field can be duplicated where multiple technological solutions are available. Thinking here different encryption methods and key lengths or allowing certain levels to be restricted by geolocation to comply with local laws or export controls.

· Not all values need to be assigned: in fact some room should be reserved to allow the mark-up language to be extended as new technical features and services come along. Suitable values can be assigned without causing issues with existing devices which we should expect will still be in use. 

5.4
On Profiles 

House, work, personal, parental, legal etc 
Domain specific deltas (Automotive, Home, Health etc. ) 

Sub domain specific e.g. Home - Home - Smart Appliance (Set Top Box, Smart Meter) 

Provide a description of the work expected in each impacted WG; 

6
Schedule and impacted specifications
Provide the schedule of tasks to be performed; (To be completed after discussion at TP#18) 
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TS/
TR
	
	
	TP w
	TP x
	TP y
	TP z
	AAA
	BBB, CCC
	

	TS/
TR
	
	
	
	
	
	
	
	
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Comments

	TS/
TR
	
	Subject of the CR
	TP z
	BBB, CCC
	

	TS/
TR
	
	
	
	
	


7
Work Item Rapporteur(s)

Provide the name and contact details of the Work Item Rapporteurs   (To be completed after discussion at TP#18)
When a WI expects activity in more than one WG, a Work Item Rapporteur for each WG should be indicated.
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Annex A 
Related work 
A1 TC Cyber 

Some observations on the need to extend XACML and SAML to automatically process Privacy requirement for Informed Consent can be found in [6] CYBER(15)004021_Obligation_of_Trust_protocol_review_for_long_term_PIIP.docx

[image: image3.wmf] “….The intent of the OoT exchange is that parties to data negotiate the conditions (constraints) that apply to data that they share. It has been considered by some EU projects to extend the OoT concept to encompass "Security Policy Directives" and "Privacy Policy Directives" as instances of the NoO which are distributed and signed by the parties to the privacy (by consent) and security associations resulting in equivalents to the SAO. The aim of these kind of protocols is to develop support for "non-repudiation of consent" in which the system and users build a strong proof of having given consent to specific processing of precisely defined data.

There are no simple means to describe obligations either and whilst XACML and SAML have been proposed they do fall short. The example below (in pseudo-XACML) illustrates the problem:

Allow access to resource <resourcename>=<resourcenamevalue> with attribute <attributename>=<attributenamevalue> 

 if Subject match <subjectname>=<subjectnamevalue?

 and action is <set of allowed actions>

 with obligation <set of obligations>

 on Permit: doLog_Inform(???)

 on Deny : doLog_UnauthorizedAccess(???)

The describing of obligations is core to protection of PII”
A2 3GPP SA3 

There is some similarity with the analysis that BT presented in S3-142469.zip to 3GPP SA3 in November 2014. [7]
“Proposed common privacy guidelines 

· The Terms and Conditions and Permission prompts need to flow down in to one set of conditions that are presented to the user minimising repetition of information For example as “deltas” to an industry agreed model form of contract for the application type/ permission requirement 

· The information shall be provided before purchasing/upgrading so the user can make an informed choice and content is clearly indicated by purchase or accepting the update.

· A tool shall be built in that allows the user to see, in a single view for all applications installed on the device, [for M2M replace with “registered in the M2M service layer?”] What they do, that data they handle what they share data with and the ability to reject each item on its own. For example a matrix of applications versus permissions 

· Updates should be separated in to 3 types, which can be installed independently (with the exception of new features requiring certain levels of functionality, but these should be covered by the functionality minimum requirements)

· Security updates

· Functionally fixes

· New/extended functionality

· A clear statement (via standardised definitions) that the data captured is going to be used for, where it will be process and if its shared, and if the use in each case is user identifiable (e.g. linked to an unique identifier) or anonymised before its used for a purpose.

· Legal and regulatory requirements by country /region could then be expressed via the same standardised definitions allowing quick an concise review of the apps legal status in the network vendors or hardware vendors target markets 

· With any change to data collection (or data use) the user shall be able to either reauthorize the software, chose to roll back to the previous version, or remove the app.”

A3 XPACML eXtensible Privacy Access Control Markup Language 

Kheira Bekara, Yosra Ben Mustapha, Maryline Laurent from Institut TELECOM provide a proposal for an eXtensible Privacy Access Control Markup Language (XPACML) in [5] http://www-public.it-sudparis.eu/~lauren_m/articles/Bekara-Comnet2010.pdf
An extract which shows a policy preference example in XPACML is shown below 

[image: image4.emf]
A4 Ontologies for users and data types 
Yuh-Jong Hu, Hong-Yi Guo, and Guang-De Lin provide a proposal for Semantic Enforcement of Privacy Protection Policies via the Combination of Ontologies and Rules in [4] ] http://www.cs.nccu.edu.tw/~jong/pub/sem-pp.pdf
The examples of ontologies for users and data typesa are shown below 
[image: image5.emf]
[image: image6.emf]
A5 Example of typical Privacy Policy 
The move from Television as a broadcast technology (no return channel to create privacy issues) to modern Set Top Boxes with full two way Internet access, provides a good example of how complex Privacy T&C’s need to be made available to end users in a simple consistent form. 

An example of a Privacy Policy for the UK YouView TV Catch Up and Linear (broadcast) TV service http://www.youview.com/privacy/website/ [8]  using examples of the tags suggested in 5.2 
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