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Introduction
In an oneM2M system, entities may require service layer messaging in order to communicate data with another entity that may be multiple hops away. Messages that carry data may traverse multiple intermediate entities before the message reaches the final destination (receiver). An entity (receiver) would like to ensure that the data has not been modified by unauthorized entities and to also verify that the authenticity of the data originator (e.g. data producer or data owner  or data hosting entity ). In addition, the data originator (e.g. data producer or data owner or data hosting entity) would like to ensure that only authorized entities are able to view and process the data. The data originator may like to ensure that even the hosting entity and intermediate nodes are not able to view or process the data and also protect the data at rest.
-----------------------Start of change 1-------------------------------------------
5.6 Use case of End-to-End Data Integrity
5.6.1
Description
In an oneM2M system, entities may require service layer messaging in order to communicate data with another entity that may be multiple hops away. Messages that carry data may traverse multiple intermediate entities before the message reaches the final destination (receiver). An entity (receiver) would like to ensure that the data has not been modified by unauthorized entities and to also verify that the authenticity of the data originator (e.g. data producer or data owner  or data hosting entity ). In addition, an entity that generates, owns or hosts data would like to make sure that only authorized entities are able to view and process the data. The entity in some cases, would like to ensure that even a hosting entity is not able to view and process the data and also ensure that unauthorized intermediate entities are not able to view and process the data.
5.6.2

Actors
The entities involved in the use case are shown in Figure 5.5.2-1 and described as follows:

M2M Application: An application that uses sensor data to perform certain application-specific operations. The M2M Application is multiple hops away from a sensor and may be connected to the sensor by entities that may belong to different administrative domains.

M2M Server: An infrastructure entity that is responsible for enabling an M2M application to obtain services provided by the M2M service provider.
M2M Gateway: A gateway that is responsible for processing and / or forwarding messages that contain sensor data to the M2M Application from M2M Devices. The M2M Gateway may host the data on behalf of the M2M device.

M2M Device: It represents a sensor application or a sensor device that is responsible for measuring sensor data and providing the data that may be hosted on the device or another entity (e.g. M2M Gateway) so that the data is made accessible to an M2M Application.

Trusted Third-Party (TTP): It represents an entity that can broker trust relationships between entities that may belong within the same administrative domain or outside. The TTP may also facilitate in providing credential registration as well as credential requisition services.
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Figure 5.5.2-1: Entities involved in oneM2M messaging

5.6.3
Pre-Conditions
M2M Device registers with the M2M Gateway in order that an M2M Application may be able to access the sensor data provided by M2M Device and optionally hosted on the M2M Gateway or at the M2M Device.

If the M2M Device is hosting the data, then it registers the appropriate end-to-end data integrity credentials used for integrity protection and appropriate end-to-end data confidentiality credentials used for confidentiality protection with the M2M Gateway or with a Trusted Third-Party (TTP).
If an M2M Gateway is hosting the data, then it registers the appropriate end-to-end data integrity credentials used for integrity protection and the appropriate end-to-end data confidentiality credentials used for confidentiality protection with another M2M Gateway or with a TTP

An authorized M2M Application is provisioned with appropriate end-to-end data integrity credentials that is used for verifying the integrity / authenticity of the data and appropriate end-to-end data confidentiality credentials for decrypting the confidentiality protected data.

5.5.4 Normal Flow
Procedure for oneM2M messaging, where the M2M Gateway performs integrity protection and confidentiality protection on behalf of the M2M Device:
1. An M2M Device registers its sensor data with an M2M Gateway

2. The M2M Gateway based on policies and security requirements determines that the data has to be protected for integrity / authenticity and / or confidentiality using cryptographic mechanisms and therefore may generate appropriate credentials, identifiable by credential identifiers and registers the credentials with a TTP. Alternatively, the M2M Gateway may request for appropriate end-to-end data integrity credentials from the TTP, which is then used for protecting the data for integrity / authenticity and appropriate data confidentiality credentials for confidentiality protecting the data. The M2M Gateway hosts the integrity protected and / or confidentiality protected data.
3. An M2M Application would like to subscribe to sensor data that is provided by an M2M Device. In order to obtain the data, the M2M Application sends a request message to the M2M Gateway via the M2M Server. 

4. The M2M Server receives the message and forwards the message to the appropriate M2M Gateway.

5. The M2M Gateway on receiving the message from the M2M Server verifies if the M2M Application is authorized to send the request message. 

6. Upon verification, the M2M Gateway sends the integrity and confidentiality protected sensor data that is hosted on the M2M Gateway to the M2M Server.

7. The M2M Server forwards the sensor data to the M2M Application.

8. Based on the type of credentials (symmetric or assymetric) that has been used for integrity protection the M2M Application may or may not be able to verify the integrity / authenticity of the sensor data. If the M2M Application does not have the appropriate end-to-end data integrity credentials for verifying the integrity/authenticity of the data, identified by the credential identifier, it requests for the appropriate credentials with the TTP. Similarly, if the M2M Application does have the appropriate end-to-end data confidentiality credentials for decrypting the data, it requests for the appropriate credentials, identitfied by the credential identifier with the TTP.
9. The TTP checks for the authorization of the M2M Application, if authorized, the TTP provisions the M2M Applciation with the appropriate end-to-end data integrity and end-to-end data confidentiality credentials based on  the credential identifiers.
10. The M2M Application is able to verify the integrity / authenticity of the sensor data and processes it. The M2M Application is able to decrypt the sensor data.
5.6.5
Potential Requirements

1 
2 
3 
4 


5 The oneM2M system shall enable to protect portions of individual application generated data that is at-rest (e.g. hosted data) for integrity protection and data creator authentication

6 The oneM2M system shall enable to protect portions of individual application data at-rest (e.g. hosted data) for confidentiality protection
7 M2M system shall ensure that the end-to-end data credentials are protected for confidentiality, integrity and against tampering.
8 The M2M system shall ensure that the end-to-end data credentials are protected from exposure to intermediate entities
-----------------------End of change 1 ---------------------------------------------
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