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1
Introduction

This contribution provides a use case about dynamic authorization and corresponding requirements for TR-0019.
2
Proposal
5.x
Use Case for Role Token in Dynamic Authorization
5.x.1
Description
According to the description in oneM2M TS-0001[i.2], in the oneM2M System the M2M Service Subscription defines the technical part of the contract between an M2M Subscriber and an M2M Service Provider. An M2M Service Subscription establishes a link between one or more AEs; one or more M2M Nodes, one or more M2M Services. In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service Provider. An M2M Service role is mapped to a created permission pertaining to a resource types which are associated with M2M Service. The M2M Subscriber subscribes to one or multiple Service role(s) within the M2M Services.
In Role Based Access Control (RBAC) roles are assigned to users, and privileges are assigned to roles, users obtain privileges through their assigned roles. There are two ways to implement the role-user assignments, one is both role-user assignments and privilege-role assignments are described in the RBAC policies; another is only privilege-role assignments are described in the RBAC policies, the user-role binding is achieved in the time of access control. One way or another depends on the specific application scenario. In the case of  role-user assignment is stable, user-role assignments could be described in RBAC policies, otherwise another way should be considered.
In oneM2M application environment the relations among AEs, CSEs, M2M Nodes and M2M Services may dynamically change. These dynamical changing might bring some access control issues. For example, in the use case shown in the Figure 5.x.1-1, the house owners can subscribes various M2M Services and may also change their service subscriptions from time to time. When the house owners change their Service Subscriptions, it may result in a large number of access control policy revision if user-role assignments is implemented in RBAC policies. So in the oneM2M System security mechanisms or approaches shall be considered to address such issues.
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Figure 5.x.1-1: Home Facility Management System High Level Illustration
The use case in the following sections shows using dynamically issued security tokens to carry Service Roles in order to avoid modifying RBAC policies at the CSEs in Field Domain.
5.x.2
Actors
The entities involved in this use case are shown in the Figure 5.x.2-1 and described as follows:

M2M Platform: It represents an infrastructure entity that interacts with M2M Gateways/Devices and M2M Application for providing common functionalities for the M2M Services such as collecting the status and configuration information of home devices and controlling them via the home gateway.
M2M Application: It provides some M2M Services for the users through the M2M Service Platform. For example, a Home Energy Management System (HEMS) provides management services for home electronic equipments to minimize energy consumption, and a Security Service Company provides home security related services such as room/house monitoring, fire monitoring and intrusion monitoring.

M2M Gateway: It is responsible for caching and forwarding the messages exchanging between M2M Platform and target M2M Devices. It also acts as a house control center that stores various information pertain to M2M Devices in the house, such as smart meter data that is waiting for upload, air conditioner control policy, security monitoring records, and so on.
M2M Devices: They represent various M2M devices such as smart meter, air conditioners, fire alarms, room/house monitors and so on.
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Figure 5.x.2-1: Using token to carry Service Roles in RBAC
5.x.3
Pre-conditions
M2M Platform is provisioned with security credentials that are used for providing integrity and confidentiality protection for access tokens.

M2M Gateways are provisioned with security credentials that are used for verifying received access tokens.

5.x.4
Normal Flow
The procedure of issuing and using access tokens is:

1. A M2M Application that has registered with the M2M Platform sends a Service Role Token Request to the M2M Platform.
2. The M2M Platform first authenticates the M2M Application, and then checks the Service Role Token issuing policies. If the issuing is permitted, the M2M Platform issues a Service Role Token to the M2M Application. This token is protected using the provisioned security credentials.
3. The M2M Platform sends the generated Service Role Token to the M2M Application, or the Service Role Token is retrieved by the M2M Application.
4. The M2M Application sends a resource access request to a M2M Gateway. In the request the Service Role Token is included. 
5. The M2M Gateway authenticates the M2M Application, verifies the Service Role Token using the provisioned security credentials, extracts the Service Roles from the Service Role Token, and evaluates resource access request with applicable RBAC policies. If this access is permitted, the M2M Gateway executes the requested operation on the target resource.
5.x.5
Potential requirements
1. The oneM2M System shall provide role based access control.

2. The M2M System shall be able to issue access tokens for carrying role information in order to facilitate the implementation of role based access control.
3. The M2M System shall provide the integrity and confidentiality protection for access tokens.

4. The M2M System shall provide mechanisms for revoking access tokens that are not yet expired.
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