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1
Introduction

This contribution provides a use case about dynamic authorization and corresponding requirements for TR-0019.
2
Proposal
5.x
Use Case for Access Token in Dynamic Authorization
5.x.1
Description
In a oneM2M System the Platform, Gateways and Devices interact each other in the way of many-to-many, furthermore many of these relations may be dynamic and temporary . So the access control mechanism used by the M2M System shall be flexible and efficient.
The use case in the following sections shows using dynamically issued access tokens that carry authorization information to simply the access control management. In this use case the mobile phone of a tourist is issued with access tokens in which there are access privileges to the resources of  M2M Gateways/Devices. The tourist then can uses these access token to access various M2M Gateways or Devices in the hotel or attractions, such as accessing his/her room, operating electric devices in the room, accessing the VIP area, using the facilities in fitness center, ranting bicycle, or using some tourist facilities in the attractions. If using the traditional way, i.e. the privileges are placed in the local stored access control policies, all the access control policies in the gateways or devices related to this tourist shall be  updated. As there are so many tourists coming and going, the workload of modifying and uploading access control policies will be very large if it's not impossible.
5.x.2
Actors
The entities involved in this use case are shown in the Figure 5.x.2-1 and described as follows:

M2M Platform: It represents an infrastructure entity that interacts with M2M Gateways/Devices and M2M Application for providing common functionalities. In this use case the M2M Platform provides communication path between two M2M Gateways/Devices that do not have registration relation each other.
Token Issuer: It represents a M2M Gateway that is responsible for issuing access tokens to other M2M Gateways/Devices.

Mobile Phone: It represents a M2M Device held by the tourist. Access tokens are issued to the mobile phone, and the tourist uses it to interact with M2M Gateways/Devices.
M2M Gateway: It is responsible for caching and forwarding the messages exchanging between M2M Platform and target M2M Devices. It also acts as a control center that stores various information related to the M2M Devices registering to it. 
M2M Devices: They represent various M2M devices such as lock of door, fitness equipments, lock of the bicycle, smart TV, facilities for tourists at attractions and so on. 
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Figure 5.x.2-1: Using token to carry Service Roles for access control
5.x.3
Pre-conditions
The issuer of access token (M2M Gateway 1) is provisioned with security credentials that are used for providing integrity and confidentiality protection for access tokens.

Other M2M Gateways are provisioned with security credentials that are used for verifying received access tokens.

5.x.4
Normal Flow
The procedure of issuing and using access tokens is:
A tourist uses his/her mobile phone as a M2M Device. In the hotel reception his/her mobile phone registers with the local M2M Gateway, after that one or multiple access tokens are issued to the mobile phone based on which kinds of services are booked by the tourist. The tourist then can uses these access token to access various M2M Gateways or Devices in the hotel, such as accessing his/her room, operate electric devices in the room, accessing the VIP area, using the facilities in fitness center, using bicycle; he/her may also use some tokens for visiting some attractions or using some electric devices in the attractions. If not using such kind of technology, all the access control policies in the gateways or devices that the tourist want to access shall be  updated.

1. A tourist registers his/her mobile phone as a M2M Device with the M2M Gateway 1 at the hotel reception. The M2M Gateway 1 is also play the role of token issuer.
2. The token issuer issues one or multiple access tokens to the mobile phone according to the services booked by the tourist. Inside the tokens there are some authorization information describing what privileges are assigned to the mobile phone (M2M Device). 
The tourist then can uses these access token to access various M2M Gateways or Devices in the hotel through his/her mobile phone, such as accessing his/her room, operating electric devices in the room, accessing the VIP area, using the facilities in fitness center, ranting bicycle, or using some tourist facilities in the attractions.
3. When the tourist arrives some sites such as door of room, the mobile phone may detect a M2M Gateway or a M2M Device with which the mobile can contact. The mobile phone then establishes association with the detected device through the M2M Gateway 1 and M2M Platform. After that a resource access request with appropriate access tokens are sent to the M2M Gateway/Device.
4. The M2M Gateways/Devices verifies the access tokens sent by the mobile phone, extracts the privileges from the token, and evaluates the access request with the privileges. If it is permitted, the M2M Gateway/Device executes the requested operation on the target resource.
5.x.5
Potential requirements
1. The M2M Gateway may have the ability to issue access tokens in which access privileges to the resources of other M2M Gateways/Devices are include.
2. The M2M System shall provide the mechanism through which the M2M Gateways/Devices can authenticate the issuer of the access tokens.

3. The M2M System shall provide the integrity and confidentiality protection for access tokens.

4. The M2M System shall provide mechanisms for revoking access tokens that are not yet expired.
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