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1
Introduction

This contribution provides a solution about access token issuance and use in oneM2M Dynamic Authorization System.
2
Proposal
8.x
Proposal N: A Solution of Access Token Issuance and Use
8.x.1
Access Token Issuance Architecture
The token issuance architecture is shown in Figure 8.x.1-1, the 
Figure 8.x.1-1 provides a high level overview of a generic token issuance architecture. This architecture may contain the following entities:
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Figure 8.x.1-1: Token issuance architecture
· Access Token: 
Access Token is a kind of security credential issued by an Token Authority to an Originator for describing what privileges are assigned to the token holder. Access token may be digitally signed and/or encrypted.

· Originator:

Originator (AE/CSE) is the holder of an Access Token. It uses Access Tokens for getting the permission of accessing resources.

· Token Authority:

Token Authority is responsible for issuing Access Tokens. It may contact to a Token Authorization Function for determining what privileges shall be included in an Access Token, and contact to a Security Function for generating signed and/or encrypted Access Token.
· Hosting CSE:
Hosting CSE provides the services of accessing resources according to privileges described in Access Tokens.

· Token Authorization Function:
Token Authorization Function provides policies that describe what privileges shall be assigned to an Originator, or confirms an privilege assignment.

· Security Function:
Security Function provides services related to digital singing or encryption

· Access Token Issuing Privileges:

Access Token Issuing Privileges are those privileges that the Token Authority is allowed to delegate to other entities by issuing Access Tokens.
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