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1
Introduction

This contribution provides a solution about access token issuance and use in oneM2M Dynamic Authorization System.
2
Proposal
8.x
Proposal N: A Solution of Access Token Issuance and Use
8.x.1
Access Token Issuance Architecture
8.x.2
General Procedure of Token Issuance and Use
The generic procedure of token issuance and use is shown in figure 8.x.2-2 and described as follows:
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Figure 8.x.2-1: Generic process of Access Token issuance and use
1. The Originator and the Token Authority establish security association through mutual authentication to ensure the integrity and confidentiality of communications between the two entities.
2. The Originator sends Access Token Request to the Token Authority.
3. The Token Authority CSE does the following operations:

1) Check if the Originator has the privileges of accessing the target resource according to the ACP;
2) Check if the Originator can obtain the privileges described in the Access Token Request according to the Access Token Authorization Policies;

3) Generate access token plaintext;
4) Sign and/or encrypt the access token plaintext.

4. The Token Authority returns the issued Access Token back to the Originator.

It is also possible for the Token Authority to store the Access Token and inform the Originator where to retrieve the Access Token.
5. The Token Authority may also issue an Access Token Revocation List in which the revoked Access Tokens that are still not expired are placed.

6. The Originator and the Hosting CSE establish security association through mutual authentication to ensure the integrity and confidentiality of communications between the two entities.
7. The Originator sends resource access request in which one or multiple Access Token is included to the Hosting CSE.
8. The Hosting CSE extracts the Access Tokens from the resource access request, and dos the following operations:
1) Decrypt and/or verify the Access Token.
2) Check if this Access Token has been revoked against an Access Token Revocation List.

3) Evaluate the Originator’s resource access request based on the privileges in the Access Token.
4) Perform the requested resource access.
9. The Hosting CSE returns the execution result back to the Originator.
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