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1
Introduction

This contribution provides a solution about access token issuance and use in oneM2M Dynamic Authorization System.
2
Proposal
8.x
Proposal N: A Solution of Access Token Issuance and Use
8.x.1
Access Token Issuance Architecture
8.x.2
General Procedure of Token Issuance and Use
8.x.3
Resource Definitions for Token Issuance
8.x.3.1
Resource Type accessTokens
The <accessTokens> resource represents the method for providing the services related to access token issuance. The <accessTokens> resource shall be located directly under <CSEBase>.
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Figure 8.x.3.1-1: Structure of <accessTokens> resource
The <accessTokens> resource shall contain the child resources specified in table 8.x.3.1-1.
Table 8.x.3.1-1: Child resources of <accessTokens> resource
	Child Resources of <authorization>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<accessTokenIssuing>
	1
	See clause 8.x.3.2

	[variable]
	<accessToken>
	0..n
	See clause 8.x.3.3


The <accessTokens> resource shall contain the attributes specified in table 8.x.3.1-2
Table 8.x.3.1-2: Attributes of <accessTokens> resource
	Attributes of <statsConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	authorizationPolicyIDs
	1  (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described


8.x.3.2
Resource Type accessTokenIssuing
The <accessTokenIssuing> resource is a virtual resource because it does not have a representation. It is the child resource of the <accessTokens> resource. When a CREATE Request addresses the <accessTokens> resource, an access token issuance process is triggered. The access token request shall be included in the Content parameter of the CREATE Request,  and the access token response shall be included in the Content parameter of the CREATE Response.
The <accessTokenIssuing> resource inherits access control policies that apply to the parent <accessTokens> resource.
8.x.3.3
Resource Type accessToken
The <accessToken> resource represents M2M Access Token information that is created by an access token insurance process. The <accessToken> resource is the child resource of the <accessTokens> resource.
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Figure 8.x.3.1-1: Structure of <accessTokens> resource
The  <accessToken> resource shall contain the attributes specified in table 8.x.3.3-1.

Table 8.x.3.3-1: Attributes of <accessToken> resource
	Attributes of <statsConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	issuer
	1
	RO
	This attribute contains the identifier of the token issuer.

	holder
	1
	RO
	This attribute contains the identifier of the token holder.

	token
	1
	RO
	This attribute contains the access token itself.
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