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1
Introduction

This contribution provides a solution about access token issuance and use in oneM2M Dynamic Authorization System.
2
Proposal
8.x
Proposal N: A Solution of Access Token Issuance and Use
8.x.1
Access Token Issuance Architecture
8.x.2
General Procedure of Token Issuance and Use
8.x.3
Resource Definitions for Token Issuance
8.x.4
Resource Procedures for Token Issuance
8.x.4.1
<accessTokenAuthority> Resource Procedures
8.x.4.1.1
Introduction
This clause describes the management procedures for the <accessTokenAuthority> resource and its child resources.
8.x.4.1.2
Create <accessTokenAuthority>
This procedure shall be used for creating a <accessTokenAuthority> resource.

Table 8.x.4.3.2-1: <accessTokenAuthority> CREATE
	<accessTokenAuthority> CREATE

	Associated Reference Point
	Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 of oneM2M TS-0001 [1] apply with the specific details for:

To: the address of the <CSEBase> where the <accessTokenAuthority> resource is intended to be Created.

Content: attributes of the <accessTokenAuthority> resource as defined in clause 8.x.3.1-2

	Processing at Originator before sending Request
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]with the following additions:
· Upon successful validation of the provided attributes, the Hosting CSE creates the <accessTokenAuthority> resource including its virtual child resource specified in table 8.x.3.1-1
· If there is a access token issuance process shall be bound to the <accessTokenIssuing> virtual resource, then bind it to the <accessTokenIssuing> virtual resource, otherwise leave the binding void. The access token issuance process and the binding method are out of scope

	Information in Response message
	 According to clause 10.1.1.1 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]


8.x.4.1.3
Retrieve <accessTokenAuthority>
This procedure shall be used for retrieving the attributes of a <accessTokenAuthority> resource.

Table 6.2.x.3.3-1: <accessTokenAuthority> RETRIEVE
	<accessTokenAuthority> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Processing at Originator before sending Request
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1]


8.x.4.1.4
Update <accessTokenAuthority>
This procedure shall be used for updating the attributes of a <accessTokenAuthority> resource.
Table 6.2.x.3.4-1: <accessTokenAuthority> UPDATE
	<accessTokenAuthority> UPDATE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Processing at Originator before sending Request
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Information in Response message
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.3 of oneM2M TS-0001 [1]


8.x.4.1.5
Delete <accessTokenAuthority>
This procedure shall be used for deleting a <accessTokenAuthority> resource.
Table 6.2.x.3.5-1: <accessTokenAuthority> DELETE
	<accessTokenAuthority> DELETE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Processing at Originator before sending Request
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Information in Response message
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.4 of oneM2M TS-0001 [1]


8.x.4.2
<accessTokenIssuing> Resource Procedures
8.x.4.2.1
Introduction
This clause describes the management procedures for the <accessTokenIssuing> resource. This virtual resource is used to trigger an access token issuance process. Only Create operation shall be allowed on this virtual resource.
8.x.4.2.2
Create <accessTokenIssuing>
This procedure is used to trigger an access token issuance process that is bound to a <accessTokenIssuing> virtual resource.

Originator: The Originator shall request to obtain an access token by using CREATE operation on a <accessTokenIssuing> virtual resource for a <accessToken>. The Originator is an AE or a CSE. The originator needs to provide the information about what privileges the Originator want to apply.

Receiver: The Receiver shall check if the Originator has CREATE permission on the <accessTokenIssuing> virtual resource. Upon successful validation, the Receiver shall check what privileges can be included in the access token according to the authorization policies, and then generate an access token for the Originator. If there is no process bound to the <accessTokenIssuing> virtual resource, the Receiver shall respond with an error.

Table 8.x.4.2.2-1: <accessTokenIssuing> CREATE
	<accessTokenIssuing> CREATE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
From: Identifier of the AE or the CSE that initiates the Request

To: The address of the <accessTokenIssuing> virtual resource

Content: The representation of the access token request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall request to Create a <accessToken> resource by using the CREATE operation. The request shall address <accessTokenIssuing> virtual resource under a <accessTokenAuthority> of a Hosting CSE. The Originator is an AE or a CSE. The originator needs to provide the information about what privileges the Originator want to apply. 
The access token request shall be included in the Content parameter of the Request message. The Originator may be an AE or a CSE.

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has CREATE permission under the target <accessTokenIssuing> virtual resource
· Check the validity of the provided parameters
· Check if the <accessTokenIssuing> virtual resource is bound to an access token process.
· Check if the requested privileges are within the Access Token Issuing Privileges.
· Upon successful validation, check what privileges can be agreed and included access token according to access token authorization policies.
· Sign and/or encrypt the access token plaintext.
· Create a <accessToken> resource for the generated access control token under the <accessTokenAuthority> resource.
· Create an access token response in which either the generated access token or the resource address of the created <accessToken> resource is included and send it to the Originator. The access token response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
Content: The representation of the access token response as defined in clause x.x.x

	Processing at Originator after receiving Response
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following:
· There is no token issuance process bound to the <accessTokenIssuing> virtual resource
· The provided content of the access token request is not in line with the specified structure


8.x.4.3
<accessToken> Resource Procedures
8.x.4.3.1
Introduction
This clause describes the management procedures for the <accessToken> resource. This resource is used to store the access token generated by access token process. Only Retrieve operation shall be allowed on this resource.
8.x.4.3.2
Retrieve <accessToken>
This procedure shall be used to retrieve attributes information of a <accessToken> resource. The generic retrieve procedure is described in clause 10.1.2 of oneM2M TS-0001 [1].

Table 8.x.4.3.2-1: <accessToken> RETRIEVE
	<accessToken>RETRIEVE

	Associated Reference Point
	Mca, Mcc and Mcc'


	Information in Request message
	All parameters defined in table 8.1.2-2 apply with the specific details for:

Content: void

	Processing at Originator before sending Request
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.2 of oneM2M TS-0001 [1]


	Information in Response message
	All parameters defined in table 8.1.3-1 of oneM2M TS-0001 [1] apply with the specific details for:

· Content: attributes of the <subscription> resource as defined in clause 8.x.3.3

	Processing at Originator after receiving Response
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1]


© 2015 oneM2M Partners






















Page 1 (of 2)

