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1
Introduction

This contribution provides an initial use case for distributing authorization functions (PEP, PDP, PRP and PRP) over multiple entities.
2
Proposal
6.2.x Distributed Authorization Use Cases

This clause provides a brief outline of some use cases for distributing the authorization functions (PEP, PDP, PRP, PIP) over multiple entities.

6.2.x.1 M2M Gateway Makes an Access Control Decision on Behalf of an M2M Device
Some constrained M2M Devices may be unable to evaluate the complex access control policy languages, such as those investigated in clause 8 “Investigating existing access control policy languages”. These M2M Devices may be configured to request a M2M Gateway to assist in making access control decisions. 

Here consider a scenario with two M2M Devices, Device 1 and Device 2, registered to a common M2M Gateway. Device 1 often interacts with M2M Devices that it has not encountered before, and so it frequently encounters situations where the Originator of the request cannot have been configured into the <accessControlPolicies> resources resident on Device 1. In this case, Device 1 has not encountered Device 2 previously, and so Device 1 requests the M2M Gateway to make an access control decision on behalf of Device 1. The relevant access control policies for Device 1 are not present on the M2M Gateway, so the M2M Gateway requests the relevant access control policies from M2M Server 1. When the M2M Gateway receives the access control policies, it realizes that it needs additional information about Device 2, so the M2M Gateway requests the relevant information from M2M Server 2. The M2M Gateway makes the access control decision and returns the decision result to Device 1. Figure 6.2.x.1-1 illustrates this process, which can be seen to map onto Figure 5.1-1 “Overview of the authorization architecture”. 
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Figure 6.2.x.1-1: Use case scenario where an M2M Gateway makes authorization decisions on behalf of an M2M Device

Table 6.2.x.1-1 provides the mapping from the actors in the present use case scenario to functions in Figure 5.1-1. Each authorization component (PEP, PDP, PRP and PIP) is on a distinct entity in this scenario. This motivates defining mechanisms for using oneM2M primitives enabling the following:

· A PEP entity requesting an access control decision from a distinct PDP entity;
· A PDP entity requesting relevant access control policies from a distinct PRP entity; and
· A PDP entity requesting relevant access control information from a distinct PIP entity.
Table 6.2.x.1-1: Mapping from actors in the use case scenario to the functions in Figure 5.1-1

	Actor
	Function in Figure 5.1-1

	Device 1
	Policy Enforcement Point (PEP)

	Device 2
	Access Requestor

	M2M Gateway
	Policy Decision Point (PDP)

	M2M Server 1
	Policy Retrieval Point (PRP)

	M2M Server 2
	Policy Information Point (PIP)
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