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Motivation
At SEC#17, Qualcomm introduced text with references to some IETF draft documents being produced by the IETF Javascript Object Signing and Encryption JOSE) working group. Since that time, the IETF drafts have been published as RFCs. This contribution updates the references in TR-0016, as well as text referring to those documents.
Proposed Changes 

---- Start of change 1 ----

8.1.1.5.1
High Level Description of JSON Security

The IETF JSON Object Signing and Encryption (JOSE) working group [JOSE] has been chartered to develop a secure object format based on JSON. The JOSE working group has published the following documents: 

· JOSE use cases and requirements. [i.19]. The use cases include security tokens, OAuth, OpenID Connect, XMPP, emergency alerting, constrained devices (including object security for CoAP). 
· JSON Web Algorithms (JWA) [i.6] registers cryptographic algorithms and identifiers to be used with JOSE specifications.
·  [i.8] JSON Web Key (JWK) defines JSON-based data structures that represent a cryptographic key (JWK) and a set of JWKs (JWK set).”

· [i.7] JSON Web Encryption (JWE) represents encrypted content using JSON based data structures. The JWE cryptographic mechanisms encrypt and provide integrity protection for an arbitrary sequence of octets.
· [i.9] JSON Web Signature (JWS) represents content secured with digital signatures or Message Authentication Codes (MACs) using JSON-based data structures. The JWS cryptographic mechanisms provide integrity protection for an arbitrary sequence of octets.”

The JOSE cookbook [i.5] provides a representative set of examples of protecting content using JOSE. 

The secured objects produced using JOSE specifications can use either a JSON serialization or a compact, URL-safe text serialization (intended for space constrained environments such as HTTP Authorization headers and URI query parameters).
---- End of change 1 ----

---- Start of changes to informative References ----

 [i.5]
IETF RFC 7520: “Examples of Protecting Content using JavaScript Object Signing and Encryption (JOSE)”, 2015
[i.6]
IETF RFC 7518: “JSON Web Algorithms (JWA)”, 2015
[i.7]
IETF RFC 7526: “JSON Web Encryption (JWE)”, 2015
[i.8]

IETF RFC 7527: “JSON Web Key (JWK)”, 2015
[i.9]
IETF RFC 7525: “JSON Web Signature (JWS)”, 2015
---- End of changes to informative References ----
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