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	Minutes

	Meeting title:
	SEC18 Meeting – Philadelphia, Pennsylvania

	Chair:
	Francois Ennesser, Gemalto (Francois.Ennesser@gemalto.com) 

	Vice Chairs:
	Dragan Vujcic, Oberthur Technologies (V.Dragan@oberthur.com) 

	Secretary:
	Nicole Butler, ATIS (nbutler@atis.org)

	Meeting Date:
	20-24 July 2015

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome
The meeting was opened by the Chair, Francois Ennesser, Gemalto (Francois.Ennesser@gemalto.com), and began on 20 July 2015.
1.2
Schedule for WG4 (SEC)
The schedule, as noted on the agenda, was reviewed and updated. Additional updates to the schedule will be made, as needed, and will be reflected on future revisions of the agenda.
1.3
Attendees

The official list of TP16 participants is available on the Portal.
2
Review of Agenda
SEC-2015-0568-SEC_18_Agenda
· Updates were made during discussions and revisions will be posted

AGREED - SEC-2015-0568R02-SEC_18_Agenda
3
Approval of Previous Minutes 

SEC meeting minutes were approved electronically.
4
Review of Objectives for the Meeting
The objectives, as listed on the agenda, were noted.
5
Review of Action Items
The open action items, as listed on the agenda, were reviewed.
6
Corrections and Enhancements CRs (generic WIs)
6.1

Corrections/Clarifications to TS-0003

	SEC-2015-0566
	Access Control Bug Fix for Discovery
	LG Electronics
	

	SEC-2015-0551
	CR for naming correction in figures 
	C-DOT
	

	SEC-2015-0552
	CR for section reference corrections
	C-DOT
	

	SEC-2015-0556
	CR for Word Correction (Pre-) provisioned
	C-DOT
	

	SEC-2105-0567R01
	CR_TS-0003_SecureEnvironment_definition
	Rapporteur
	


SEC-2015-0566- Access Control Bug Fix for Discovery
AGREED - SEC-2015-0566- Access Control Bug Fix for Discovery
SEC-2015-0551- CR for naming correction in figures

· The specific changes proposed in this contribution were discussed in an ad hoc section in order to provide a concrete proposal.  
AGREED - SEC-2015-0551- CR for naming correction in figures
SEC-2015-0552- CR for section reference corrections
AGREED - SEC-2015-0552- CR for section reference corrections
SEC-2015-0556- CR for Word Correction (Pre-) provisioned
AGREED - SEC-2015-0556- CR for Word Correction (Pre-) provisioned
SEC-2015-0576R01- CR_TS-0003_SecureEnvironment_definition
· Some edits were recommended for clarity, resulting in the creation of an R02.

· It was noted at some point it may be useful to add text noting that that the access point handles sensitive data.  

AGREED - SEC-2015-0576R02- CR_TS-0003_SecureEnvironment_definition
ACTION ITEM: The Rapporteur of TS-0008, will produce a CR to remove the definition of “Sensitive Function”
6.2

Enhancements to TS-0003

None
6.3

Contributions Affecting REQ Deliverables
	REQ-2015-0589R03
	Usecase on vehicle data wipe service
	Toyota
	

	REQ-2015-0590
	SEC related CR to TS-0002 on Trust transfer
	NEC
	

	REQ-2015-0591R01
	CR to TS-0002 on dynamic verification of GW Processing Integrity
	NEC
	

	REQ-2015-0593
	Requirement for collecting data from M2M device
	FUJITSU
	Withdrawn

	REQ-2015-0595
	External Event Trigger Requirements
	FUJITSU
	

	REQ-2015-0598 
	TS-0002 anycast somecast requirements
	InterDigital
	

	REQ-2015-0603
	Data encryption in Industrial Domain UC
	Hitachi
	

	REQ-2015-0604
	Requirement of supporting Data encryption in Industrial Domain 
	Hitachi
	

	REQ-2015-0605R01
	TS-0002 E2E Integrity Confidentiality
	InterDigital
	

	REQ-2015-0606
	QoS QoI monitoring in Industrial Domain UC
	KETI, LGU+
	

	REQ-2015-0611
	Requirements to support Vehicle Data Service
	Toyota, KDDI
	

	REQ-2015-0617
	MNT CR TS-0002 Provisioning Clarification (R1)
	Qualcomm
	

	REQ-2015-0618
	MNT CR TS-0002 Provisioning Clarification (R2)
	Qualcomm
	

	REQ-2015-600R01
	Real Time Data Collection
	Hitachi
	

	REQ-2015-0619
	Terms And Conditions Markup Language for Privacy Policy Manager
	BT
	

	REQ-2015-0621
	CR TS-0002 add requirements on Privacy Profiles from REQ-2015-0619R01
	
	

	REQ-2015-0627
	TS-0002 E2E security delegation
	Interdigital
	

	REQ-2015-0628
	Security Requirements for Dynamic Authorization  
	Datang
	


REQ-2015-0589R03- Usecase on vehicle data wipe service
· Participants discussed the exact wording suggested for the requirement associated with this use case.
· Edits were proposed to the potential requirements.  

· Since considerable discussion is still needed this contribution will be discussed further and will be brought back to the group for any agreement.

NOTED - REQ-2015-0589R03- Usecase on vehicle data wipe service
AGREED - REQ-2015-0589R04- Usecase on vehicle data wipe service
REQ-2015-0620- Requirements to Support Vehicle Data Wipe Service
AGREED - REQ-2015-0620- Requirements to Support Vehicle Data Wipe Service
REQ-2015-0619R02- Terms And Conditions Markup Language for Privacy Policy Manager
AGREED - REQ-2015-0619R01 Terms And Conditions Markup Language for Privacy Policy Manager
REQ-2015-0621R01- CR TS-0002 add requirements on Privacy Profiles from REQ-2015-0619R01
AGREED - REQ-2015-0621R01 CR TS-0002 add requirements on Privacy Profiles from REQ-2015-0619R01
REQ-2015-0590- SEC related CR to TS-0002 on Trust transfer
· Edits were suggested to ensure correct usage of terminology.
NOTED - REQ-2015-0590- SEC related CR to TS-0002 on Trust transfer
AGREED - REQ-2015-0590R01- SEC related CR to TS-0002 on Trust transfer
REQ-2015-0591R01- CR to TS-0002 on dynamic verification of GW Processing Integrity
· Discussion occurred regarding the relationship between the proposed requirement and existing requirements.  
· It is important to refer consistently to the processing of data in an M2M system. 

· A revision was discussed (R02), and additional edits were made for discussion during the SEC.REQ joint session.  

NOTED - REQ-2015-0591R01- CR to TS-0002 on dynamic verification of GW Processing Integrity
AGREED - REQ-2015-0591R04- CR to TS-0002 on dynamic verification of GW Processing Integrity
REQ-2015-0595R01- External Event Trigger Requirements
· Participants discussed the intent of these requirements, and if they are related to waking a device up or putting a device in sleep mode.  
· Updates were made to ensure the requirement vocabulary is consistent.
· A revision is expected at the REQ session. 

NOTED - REQ-2015-0595R02- External Event Trigger Requirements
AGREED - REQ-2015-0595R04- External Event Trigger Requirements
REQ-2015-0623- Security Administration Functionality
· Edits were made for grammar and clarity.
AGREED - REQ-2015-0623R01- Security Administration Functionality
REQ-2015-0600R01- Real Time Data Collection
· Edits were made for consistency.  It was further note there may need to be a definition for data flow related to time series.  
· Further discussion is needed and a revision is expected.

NOTED - REQ-2015-0600R01- Real Time Data Collection
REQ-2015-0603R01- Data encryption in Industrial Domain UC
· It was noted there are no current requirements in the documents related to encryption specifically.
· Additional off line discussion is needed.  An R02 was brought to the group for review.  
NOTED - REQ-2015-0603R01- Data encryption in Industrial Domain UC
AGREED - REQ-2015-0603R03- Data encryption in Industrial Domain UC
REQ-2015-0604R02- Requirement of supporting Data encryption in Industrial Domain
AGREED - REQ-2015-0604R02- Requirement of supporting Data encryption in Industrial Domain
REQ-2015-0605R03- TS-0002 E2E Integrity Confidentiality
· Edits were made for consistency and clarity.
AGREED - REQ-2015-0605R04- TS-0002 E2E Integrity Confidentiality
REQ-2015-0627- TS-0002 E2E security delegation
· Edits were made for consistency and clarity.

AGREED - REQ-2015-0627R02- TS-0002 E2E security delegation
REQ-2015-0606- QoS QoI monitoring in Industrial Domain UC
· The participants discussed if OSR-38 already addresses the requirements noted in this contribution.  

· The first requirement in this contribution will be updated to reference OSR-38.

· Edits were made to the second proposed requirement.  

·  A revision is expected.
NOTED - REQ-2015-0606- QoS QoI monitoring in Industrial Domain UC
AGREED - REQ-2015-0606R01- QoS QoI monitoring in Industrial Domain UC
REQ-2015-0611R01- Requirements to support Vehicle Data Service
· OSR 019 might be similar or complementary to the new proposed requirement.  Participants noted where the new proposed requirement might beyond what is contained in OSR 019.     

· Revisions are expected during the REQ session.

NOTED - REQ-2015-0611R01- Requirements to support Vehicle Data Service
REQ-2015-0617- MNT CR TS-0002 Provisioning Clarification (R1)
AGREED - REQ-2015-0617- MNT CR TS-0002 Provisioning Clarification (R1)
REQ-2015-0628- Security Requirements for Dynamic Authorization  
· Discussion occurred regarding the vocabulary contained in this requirement. Several edits were made to the requirements based on discussions.    
AGREED - REQ-2015-0628R01- Security Requirements for Dynamic Authorization  
6.4
Contributions Affecting ARC Deliverables

	ARC-2015-1955R01
	App-ID format and required attributes
	Darold Hemphill - iconectiv

	ARC-2015-2035
	AppID Comments
	IFAST, ILS, Telxxis (TIA TR-50)

	ARC-2015-2036
	AppID CR
	IFAST, Telit


App_ID

Authority-Id in the code?

This represents the authority that issues the code. If the code is ported to another authority at a later date, the code will not change.

Consensus to keep the authority-id in the code.

Each authority can do what it wants with the rest of the code as long as it is unique.

What is the maximum length of the code and what is the permitted character set?

Discussions will continue on the APP-ID list

A-ARC-18-0001: Secretariat to create an APP_ID exploder
ARC-2015-1955R01 was NOTED

ARC-2015-2035 was NOTED

ARC-2015-2036 was NOTED

	ARC-2015-1960R01
	group access control
	Huawei Technologies Co., Ltd.; China Unicom


Put group ID in the originator id?

More off-line discussions required

ARC-2015-1960R01 was NOTED

	ARC-2015-1994
	MNT_CR_accessControlPolicy_procedure_(R2)
	LG Electronics

	ARC-2015-1993
	MNT_CR_accessControlPolicy_procedure_(R1)
	LG Electronics


Add a note. It is not defined anywhere in the spec.

Reverse out some changes in change 3.

Bring a contribution that changes the name and provides the additional text in how the default policy is made.

ARC-2015-1994 was NOTED

ARC-2015-1993 was NOTED

	ARC-2015-1961
	group-confirmation
	Huawei Technologies Co., Ltd.


Requirements and use cases need to be discussed in the REQ group before we can consider adding this to the Architecture.

ARC-2015-1961 was NOTED

	ARC-2015-1962
	group-responses
	Huawei Technologies Co., Ltd.


List the possibilities here (remove the wording “such as” which leaves it open for stage 3 to expand the list.

ARC-2015-1962 was NOTED Revision expected

	ARC-2015-1903R01
	CR_structured_resource_ID_clarification(R2)
	LG Electronics


ARC-2015-1903R01 was NOTED
6.5
Contributions Affecting PRO Deliverables

	PRO-2015-0852
	CR TS0004 Alignment with TS0001 and TS0003 on Role parameter
	Oberthur Technologies, Qualcomm Inc.


This needs a definition but it is outside the scope of this contribution.

PRO-2015-0852 was AGREED

	PRO-2015-0853
	Mirror CR TS0004 Alignment with TS0001 and TS0003 on Role parameter
	Oberthur Technologies, Qualcomm Inc.


PRO-2015-0853 was AGREED

	PRO-2015-0835
	scheduleEntry Data Type Release 2
	KT


This will be revised to remove changes 1 and 2

PRO-2015-0835 was NOTED Revision expected

	PRO-2015-0823
	CR_accessControlRule_data_type
	LG Electronics


PRO-2015-0823 was AGREED
7
Contributions to Existing WIs for Future Releases

7.1

TR-0012 / WI 0016 Group Authentication and End-to-End Security
	SEC-2015-0558
	Use Case – Requirements End-to-end Authentication using delegation
	InterDigital

	SEC-2015-0559
	Discussions - End-to-end Data Security
	InterDigital

	SEC-2015-0560
	Definitions - End-to-end Data Security
	InterDigital

	SEC-2015-0561
	Use Case – Requirements for End-to-end Data Integrity
	InterDigital

	SEC-2015-0562
	Use Case – Requirements for End-to-end Data Confidentiality
	InterDigital

	SEC-2015-0563
	Group Authentication Solution
	China Mobile


SEC-2015-0558- Use Case – Requirements End-to-end Authentication using delegation
· A requirement may need to be added regarding to delegation.
· This contribution does overlap the content of previous contributions, however the requirements are new. 

· A revision was discussed, and additional edits were made resulting in R02.
NOTED - SEC-2015-0558- Use Case – Requirements End-to-end Authentication using delegation
AGREED - SEC-2015-0558R02- Use Case – Requirements End-to-end Authentication using delegation
SEC-2015-0559- Discussions - End-to-end Data Security
· It was noted that a similar CR might be needed for TS-0008.  
AGREED - SEC-2015-0559- Discussions - End-to-end Data Security
ACTION ITEM: Interdigital will produce a CR for TS-0008, based on the changes proposed in SEC-2105-0559.
SEC-2015-0560- Discussions - End-to-end Data Security
· Participants discussed proposed edits to remove conflicts in the definitions.  Several edits were made for clarity.  

NOTED - SEC-2015-0560- Discussions - End-to-end Data Security
AGREED - SEC-2015-0560R01- Discussions - End-to-end Data Security
SEC-2015-0561- Use Case – Requirements for End-to-end Data Integrity
· This contribution was discussed, it was noted it could be merged with the contribution on confidentiality. The requirements will be combined to be shared with REQ.
· A revision was discussed.  

NOTED - SEC-2015-0561- Use Case – Requirements for End-to-end Data Integrity
AGREED- SEC-2015-0561R02- Use Case – Requirements for End-to-end Data Integrity
SEC-2015-0562R01- Use Case – Requirements for End-to-end Data Confidentiality
· Participants discussed adding words to the definitions for clarity.
· Discussion occurred regarding the parameters of the end-to-end confidentiality.  

NOTED - SEC-2015-0562R01- Use Case – Requirements for End-to-end Data Confidentiality
AGREED - SEC-2015-0562R02- Use Case – Requirements for End-to-end Data Confidentiality  NOTE: This contribution was subsequently WITHDRAWN as it was replaced by the AGREED TO SEC-2105-0561R02
SEC-2015-0563- Group Authentication Solution
· There is still a need to define Group Authentication.
· Revision is expected.  
NOTED - SEC-2015-0563- Group Authentication Solution

AGREED - SEC-2015-0563R01- Group Authentication Solution
7.2

TR-0016/WI-0023 – Authorization Architecture and Policies

No contributions
7.3

TR-0019/WI-0019 – Dynamic Authorization for IoT
	SEC-2015-0564
	TR-0019 Role Token Use Case for Dynamic Authorization
	Datang, CATR

	SEC-2015-0565
	TR-0019 Access Token Use Case for Dynamic Authorization
	Datang, China Unicom

	SEC-2015-0570
	TR-0019 Proposal for Token Issuance Architecture part
	Datang

	SEC-2015-0571
	TR-0019 Proposal for Token Issuance General Procedure part
	Datang

	SEC-2015-0572
	TR-0019 Proposal for Token Issuance Resource Definition part
	Datang

	SEC-2015-0573
	TR-0019 Proposal for Token Issuance Resource Procedure part
	Datang

	
	
	
	


SEC-2015-0564R03 - TR-0019 Role Token Use Case for Dynamic Authorization

· The first of these may already be in Release 1. Capitalization can only be used for defined terms. Authorization token could be a better term.
Action – All to clarify the terminology and definition for tokens in TR0019

AGREED - SEC-2015-0564R03- TR-0019 Role Token Use Case for Dynamic Authorization

SEC-2015-0565R03- TR-0019 Access Token Use Case for Dynamic Authorization

· Are the tokens managed at the service layer and application layer?
· Add an editor’s note under the figures to say that the entities in the M2M system that are able to issue a token is ffs.

NOTED - SEC-2015-0565R03- TR-0019 Access Token Use Case for Dynamic Authorization
AGREED - SEC-2015-0565R04- TR-0019 Access Token Use Case for Dynamic Authorization
SEC-2015-0570R02- TR-0019 Proposal for Token Issuance Architecture part
· This is the proposed Architecture for token issuance
AGREED - SEC-2015-0570R02- TR-0019 Proposal for Token Issuance Architecture part
SEC-2015-0571R01- TR-0019 Proposal for Token Issuance General Procedure part
· This ….

AGREED - SEC-2015-0571R01- TR-0019 Proposal for Token Issuance General Procedure part
SEC-2015-0572R01- TR-0019 Proposal for Token Issuance Resource Definition part
· This ….

AGREED - SEC-2015-0572R01- TR-0019 Proposal for Token Issuance Resource Definition part
SEC-2015-0573R01- TR-0019 Proposal for Token Issuance Resource Procedure part
· This ….

AGREED - SEC-2015-0573R01- TR-0019 Proposal for Token Issuance Resource Procedure part
7.4

TS-0016/WI-0021 – Secure Environment Abstraction

	SEC-2015-0553
	SE reference point
	Giesecke & Devrient

	SEC-2015-0554
	SE abstraction architecture
	Giesecke & Devrient

	SEC-2015-0555
	Types of SEs
	Giesecke & Devrient


SEC-2015-0553R01- SE Reference Point

· This has already been discussed in the ad-hoc session. It reflects the comments received. Relationship between SE-ID and node-ID is for further study.  The definition of M2M service Registration needs to be added.
Noted - SEC-2015-0553R01- SE Reference Point

AGREED - SEC-2015-0553R02- SE Reference Point

SEC-2015-0554- SE Abstraction Architecture

· This has already been discussed in the ad-hoc session. It reflects the comments received.
AGREED - SEC-2015-0554R01- SE Abstraction Architecture

SEC-2015-0555R02- Types of SEs

· This has already been discussed in the ad-hoc session. It reflects the comments received.
AGREED - SEC-2015-0555R02- Types of SEs
8
Other Contributions

SEC-2015-0549R02- Certificate Enrolment STEs (Qualcomm)
· This contribution proposes a new scheme for enrolment certificates.
· A formal change request will be submitted it the concept is agreed.
· When the change request is proposed, the terminology must be defined and consistent with existing usage.  The clarification will be needed for the REQ documents and to the definitions/terms document.

· The group needs to determine if this is specific technical enhancement, or if a work item should be opened.  Participants discussed if this change would affect requirements, and if the changes could be handled as a CR against open work items.   
· A detailed CR is expected.  The focus will be on the change to STE1.
NOTED - SEC-2015-0549R02- Certificate Enrolment STEs (Qualcomm)
SEC-2015-0557- Proposed New Work Item for Privacy Policy (BT)

· Participants discussed if this topic is already addressed in any open work items, and if any work item addressing privacy should be broader in scope. 
NOTED - SEC-2015-0557- Proposed New Work Item for Privacy Policy (BT)
	
	TR-0016 Overview of Authorization System
	Datang


SEC-2015-0574- TR-0016 Overview of Authorization System (Datang)
· This contribution moves text from the TS to the TR. 

AGREED - SEC-2015-0574- TR-0016 Overview of Authorization System (Datang)

	SEC-2015-0575
	TR-0016 Distributed Authorization Use Case
	Datang


SEC-2015-0575- TR-0016 Distributed Authorization Use Case (Datang)

· This contribution adds Distributed Authorization to TR 0016. 

AGREED - SEC-2015-0575- TR-0016 Distributed Authorization Use Case (Datang)

SEC-2015-0550- Having sec-management reference point
· This contribution proposes a reference point for security management.

· There was some support for the proposal but others asked why a new interface was needed to manage resources which are managed elsewhere.
· How does it relate to the Management side and to security policies and patches. 

· This may overlap with device provisioning.

· Further discussions will take place over email.

NOTED - SEC-2015-0550- Having sec-management reference point
9
Planning for Next Meeting(s)
Teleconference

• Dedicated call on App-ID will be scheduled. 

•
A call will be scheduled2 weeks before the next face to face.
Face to Face

· TP19 – Sophia Antipolia – September 2015
10
Any other business
Action items were reviewed and updated during the meeting:
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP16-001
	Check applicability of existing requirements in TS-0002 to support the WI, and if not, produce CRs to TS-0002 to address this. Update the WI to cover this if necessary.
	All WI Rapporteurs
	Complete 


11
Closure of meeting

Meeting ended on 24 July 2015.
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