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Introduction
This contribution proposes a use case and corresponding requirements for dynamic authorization policy provisioning
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5
Use Cases

5.3 Use case of Dynamic Authorization Policy Provisioning
5.3.1 Description

In a oneM2M System the Platform, Gateways and Devices interact each other in the way of many-to-many, furthermore many of these relations may be dynamic and temporary. So the access control mechanism used by the M2M System shall be flexible and efficient and authorization policies that support such dynamic authorization must be tailored accordingly and provisioned to the various authorization components.
In this use case, provisioning of dynamic authorization policies to the various dynamic authorization components is described. An administrator that is authorized uses the DA-PAP to define, create and modify appropriate dynamic authorization policies associated with each of the dynamic authorization components. The DA-PAP then provisions the appropriate policies to the DA-PDP, DA-PEP and information to the DA-PIP on a regular basis.
5.3.2 Actors
The entities involved in the use case are shown in Figure 5.3.2-1 and described as follows:

M2M Platform: It represents an infrastructure entity that interacts with M2M Gateways  /Devices and M2M Application for providing common functionalities. In this use case the M2M Platform provides the ability to provision dynamic ruthorization policies by implementing a Dynamic Authorization – Policy Administration Point (DA-PAP).
M2M Gateway: It represents a gateway that is responsible for hosting a resource. In addition, the M2M Gateway is responsible for implementing the Dynamic Authorization Policy Enforcement (DA-PEP), Dynamic Authorization Policy Decision Point (DA-PDP) and Dynamic Authorization - Policy Information Point (DA-PIP) functions. 

M2M Device: It represents a sensor application or a sensor device that is responsible for measuring sensor data and hosting a resource on an M2M Gateway.
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Figure 5.3.2-1: Entities involved in provisioning of Dynamic Authorization policies
5.6.3 Pre-Conditions
M2M Platform that implements the DA-PAP, has access to a policy database that is configured with dynamic authorization rules

It is assumed that the communications between the M2M Platform and the M2M Gateway occurs over a secure communications channel.

It is assumed that the communications between the M2M Device and the M2M Gateway occurs over a secure communications channel.

5.6.4 Normal Flow
Procedure for provisioning of dynamic authorization policies:
1. An administrator that has authorized access to the M2M Platform configures appropriate policies that are to be provisioned using a DA-PAP

2. The DA-PAP at the platform, provisions appropriate decision policies to the DA-PDP, enforcement policies to the DA-PEP and information to the DA-PIP. The provisioning process is performed periodically. 

5.6.5 Potential Requirements
1 The M2M system shall support provisioning of dynamic authorization policies either remotely or locally
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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