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Introduction
This contribution proposes a use case and proposed requirements for service layer dynamic authorization.
- Start of changes to Use Cases -

5
Use Cases

5.3 Use case of Dynamic Authorization
5.3.1 Description

In a oneM2M System the Platform, Gateways and Devices interact with each other in the way of many-to-many, furthermore many of these relations may be dynamic and temporary. So the access control mechanism used by the M2M System shall be flexible and efficient.
In this use case an M2M Device would like to perform CRUD operations on resource(s) hosted on an M2M Gateway. The M2M device may be registered with the M2M Gateway or may even be completely unknown to it. Even if the M2M Device is registered to the Gateway, it is deemed that the Device is restricted from being able to perform one or more of the CRUD operations on the resource based on a traditional static access control policy. Dynamic authorization enables a previously restricted M2M Device to be able to perform newer operations on resource(s) hosted at the M2M Gateway. Dynamic authorization checks may be dictated based on dynamic authorization policies which may dictate the types of checks (e.g. higher-level of authentication checks, payment based authorization, platform validation checks etc.) that are performed. The authorization provided may be for a finite period of time and may be added to the static access control policy. 
5.3.2 Actors
The entities involved in the use case are shown in Figure 5.3.2-1 and described as follows:

M2M Gateway: It represents a gateway that is responsible for hosting a resource. In addition, the M2M Gateway is responsible for implementing the Dynamic Authorization – Policy Administration Point (DA-PAP), Dynamic Authorization Policy Enforcement (DA-PEP), Dynamic Authorization Policy Decision (DA-PDP) functions and storing Policy Information Point (DA-PIP). 

M2M Device: It represents a sensor application or a sensor device that is responsible for measuring sensor data and hsoting a resource on an M2M Gateway.
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Figure 5.3.2-1: Entities involved in Dynamic Authorization

5.6.3 Pre-Conditions
M2M Gateway is provisioned with appropriate dynamic authorization policies based on which, it decides on the dynamic authorization checks that will have to be performed.

It is assumed that the communications between the M2M Device and the M2M Gateway occurs over a secure communications channel.

5.6.4 Normal Flow
Procedure for dynamic authorization:
1. An M2M Device requests to perform a CRUD operation on a resource hosted on the M2M Gateway

2. The M2M Gateway determines that the M2M Device does not have the appropriate authorization based on a check with the static ACPs.

3. The DA-PDP at the M2M Gateway then consults its dynamic authorization polices in order to determine if the M2M Device can be provided with authorization. If dynamic authorization can be carried out, then the M2M Gateway determines the types of authorization checks that will have to performed with the M2M Device.

4. The  M2M Gateway in conjunction with the M2M Device performs one or more dynamic authorization checks (e.g. multi-factor authentication checks, platform validation checks, payment-based authorization, subscription etc..)

5. If the authorization checks have been successfully completed then the M2M Gateway updates the relevant entries within the DA-PEP in order that the M2M Device is able to perform one or more CRUD operations on a resource for finite amount of time. Additionally, in certain cases, the ACP may be updated to include the M2M Device and the resource / operations that it is allowed to perform based on the dynamic authorization results.

6. The M2M Gateway provides a response to the M2M device indicating the authorization that was provided to it.

5.6.5 Potential Requirements
1 The M2M system shall support dynamic authorization functions (PEP, PDP, PIP, PAP) to reside at the same resource hosting function.
2 The M2M system shall support various authorization checks (e.g. multi-factor authentication, platform validation, payment authorization etc..) in order to enable dynamic authorization.
3 The M2M system shall support the update of static ACP based on dynamic authorization results
---End of changes to Use Cases ---
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