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Introduction
This contribution provides a solution for providing security of data for use in oneM2M.
-- START CHANGE -- 
8.x
A Solution for providing security of data “at-rest”
8.x.2
General procedure for securing data “at-rest”

The generic procedure of securing data “at-rest” is illustrated in figure 8.x.2-1 and described as follows:
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Figure 8.x.2-1: Hosting secure data
1. The Originator of data would like to provide protection (integrity /authenticity and / or confidentiality) to the data that it generates and hosts onto a Hosting CSE.

a) Data is generated by an originator

b) It also generates appropriate credential(s) for protecting the data

c) The originator then either encrypts, integrity protects or performs both to the data using the credential(s) that it generated

2. The Originator establishes a secure communications channel with a Credential Registry (CR)

3. The Originator then requests to register the credential(s) that it generated with the CR

4. The CR registers the credential(s)

a) The CR generates or creates unique Credential-Id(s)

b) The CR associates the Credential-Id(s) with respective credential(s) and stores them securely

5. The CR sends a response containing the associated Credential-Id(s) to the Originator

6. The Originator then associates the credential-Id(s) with the respective protected data

7. The Originator establishes a secure communications channel with a Hosting CSE (HCSE)

8. The Originator sends a request to register and host the protected data along with the associated Credential-Id(s) with the HCSE.

9. The HCSE checks to ensure that the Originator is authorized to perform registration of protected data. If the Originator is deemed to be authorized then the HCSE registers and hosts the data along with the associated Credential-Id(s)

10. The HCSE sends a response indicating “Success”
---End of changes ---
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