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1
Introduction

This contribution provides a proposal about how to implement Role Based Access Control in the oneM2M System for TR-0016.
2
Proposal
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 [i.y1]
ANSI American national standard for information technology – role based access control. ANSI INCITS 359-2004, February 2004.
6.x
Implementing Role Based Access Control

6.x.1
Introduction of Role Based Access Control
The essence of Role Based Access Control (RBAC) is that permissions are assigned to roles rather than to individual users. Roles are created for various job functions, and users are assigned to roles based on their qualifications and responsibilities. Users obtain the corresponding permissions through assigned appropriate roles. Users can be easily reassigned from one role to another without modifying the underlying access structure.
The RBAC reference model [i.y1] defined by ANSI is shown in Figure 6.x.1-1. This reference model comprises four model components—Core RBAC, Hierarchical RBAC, Static Separation of Duty Relations, and Dynamic Separation of Duty Relations. The characteristics of these models are:

· Core RBAC defines a minimum collection of RBAC elements, element sets, and relations in order to completely achieve a Role-Based Access Control system. Core RBAC includes sets of five basic data elements called users (USERS), roles (ROLES), objects (OBS), operations (OPS), and permissions (PRMS). The RBAC model as a whole is fundamentally defined in terms of individual users being assigned to roles and permissions being assigned to roles. As such, a role is a means for naming many-to-many relationships among individual users and permissions. In addition, the core RBAC model includes a set of sessions (SESSIONS) where each session is a mapping between a user and an activated subset of roles that are assigned to the user.
· Hierarchical RBAC component adds relations for supporting role hierarchies (RH). Role hierarchies define inheritance relations among roles, whereby senor roles acquire the permissions of their juniors and junior roles acquire users of their seniors.
· Static Separation of Duty (SSD) Relations are used to prevent users from obtaining conflicting roles in both the presence and absence of role hierarchies.
· Dynamic Separation of Duty (DSD) Relations are used to prevent users from activating conflict roles in a session.
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Figure 6.x.1-1: ANSI Role Base Access Control Model
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