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1
Introduction

This contribution provides a proposal about how to implement Role Based Access Control in the oneM2M System for TR-0016.
2
Proposal
6.x
Implementing Role Based Access Control

6.x.1
Introduction of Role Based Access Control
6.x.2
General procedure of user-role assignment and role use
The general procedure of assigning role to an Originator and the originator uses the assigned role for accessing resource is shown in the Figure 6.x.2-1 and described as follows:
1. An Originator sends a role token request to an token authority, in which there includes the role application information that describes what roles the Originator wants to apply.
2. The token authority checks the user-role assignment policies for determining if the requested roles can be assigned to the Originator. If it is permitted, the token authority issues an access token in which contains the requested roles to the Originator.

3. The token authority sends the issued access token to the Originator.

4. The Originator sends a resource access request to a Hosting CSE, in which the issued access token is included.
5. The Hosting CSE (PEP in the Hosting CSE) generates an access decision request according to the Originator’s resource access request, and then sends the request to a PDP, in which the access tokens of the Originator are included. The targeted PDP may be in the Hosting CSE or another CSE.
6. The PDP verifies the access tokens in the access decision request, extracts the roles from the valid access tokens, and then evaluates the applicable access control policies against the access decision request including the roles for making an access control decision.

7. The PDP sends the access control decision via an access decision response to the Hosting CSE.

8. The Hosting CSE enforces the access control decision, i.e. either performs the resource access on behalf the Originator or denies the resource access.

9. The Hosting CSE returns the result of resource access back to the Originator.
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Figure 6.x.2-1: General procedure of role issue and use
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