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1
Introduction

This contribution provides a proposal about how to implement Role Based Access Control in the oneM2M System for TR-0016.
2
Proposal
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.y2]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.
[i.y3]
XACML v3.0 Core and Hierarchical Role Based Access Control (RBAC) Profile Version 1.0 Committee Specification 02 23 October 2014. OASIS Standard.
6.x
Implementing Role Based Access Control

6.x.1
Introduction of Role Based Access Control
6.x.2
General procedure of user-role assignment and role use
6.x.3
Solutions of implementing Role Based Access Control
There are three means for the oneM2M System to support RBAC policies:
· Extending the accessControlOriginators element of access control rules represented in privileges and selfPrivileges attributes so that roles can be used to express accessControlOriginators (see clause 9.6.2 of oneM2M TS-0001 [i.1]).
· Using XACML [i.y2] to express RBAC policies through the means described in [i.y3].
· Using user specified access control policy language to express RBAC policies as described in clause 7.
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