SEC-2015-0598-TR-0016_Solutions_of_Implementing_Attribute_Based_Access_Control

	Input Contribution

	Meeting ID*
	SEC#19

	Title:*
	TR-0016 Solutions of Implementing Attribute Based Access Control

	Source:*
	Wei Zhou, Datang, zhouwei@catt.cn
Hui Xu, Datang, xuhui@catt.cn 

	Uploaded Date:*
	2015-09-07

	Document(s) 

Impacted*
	SEC WI-0023, oneM2M-TR-0016

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree for inclusion in TR-0016.

	Template Version:23 February 2015 (Dot not modify)


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

Header

1
Introduction

This contribution provides a proposal about how to implement Attribute Based Access Control in the oneM2M System for TR-0016.
2
Proposal
2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.y2]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.
6.x
Implementing Attribute Based Access Control
6.x.1
Introduction of Attribute Based Access Control
6.x.2
General procedure of Attribute Based Access Control
6.x.3
Solutions of implementing Attribute Based Access Control
There are two means for the oneM2M System to support ABAC policies:

· Using Extensible Access Control Markup Language (XACML) [i.y2] that is consistent with ABAC.

· Using user specified access control policy language to express ABAC policies as described in clause 7.
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