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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separated “mirror CR” should be posted at the same time of this CR
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete sections need not show surrounding clauses as long as the proposed section number clearly shows where the new section is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
Even Role concept was defined in TS-0003, there are some gap and remaiing issues are still exist.
Role-ID defined in TS-0001 are following:
Table G-1: M2M Services

	M2M Service (name)
	M2M-Serv-ID
	Service Roles (SRole-ID)

	Application and service management
	01
	01-001: Software management

	Device management
	02
	02-001: Device Configuration 

02-002: Device Diagnostics and Monitoring 

02-003: Device Firmware Management 

02-004: Device Topology 

	Location
	03
	03-001: Location

	Data exchange
	04
	04-001: Basic data

	Device onboarding
	05
	05-001: onboarding 

	Security
	06
	06-001: Security Administration

	Groups
	07
	07-001: Groups Management

	Event collection
	08
	08-001: Event Collection


Defined 'm2m service' seems system wide privileged access to the platform.

And if Role-ID is self-declared, there are no protection for impersonalization of the Role.

This CR tries to clarify the Role concept, and proposes to some changes on texts in TS-0003.
Further, the use of <m2mServiceSubcriptionProfile> should be discussed with ARC since <m2mServiceSubscriptionProfile> does not contains any information to associate an AE-ID to <m2mServiceSubscriptionProfile> . 
I believed credentialInforation (e.g. id/pw or cert-id/public-key) should be part of <serviceSubscribedNode> to authenticate application on the node, and list of AE-ID should be recorded as attribute of <serviceSubscribedNode> for Acess control on PDP(Policy Decision Point). Since association of AE-ID and Role-ID has to be evaluated by PDP.
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-----------------------Start of change 1-------------------------------------------
5.1.2
Authorization
The Authorization function is responsible for authorizing use of services and data access to authenticated entities according to provisioned Access Control Policies (ACPs) with considering assigned roles for the entity.

The Access Control Policy is defined as sets of conditions that define whether entities should be permitted access to a protected resource. The authorization function for present release may support Access Control List (ACL). The Authorization function may need to evaluate multiple access control policies in an authorization process in order to get a finial access control decision. This process is further described in clause 7 "Authorization".
Note that mutual authentication between the registree (e.g. AE or CSE) and registrar CSE shall be performed prior to authorization procedure.


The authorization evaluation process may also need to consider contextual attributes such as time or geographic location.


-----------------------End of change 1---------------------------------------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

Role assignment: the procedure to associate specific oneM2M entity to the Role, which has privillaged aceess for the hosting CSE during enrollment phase. 
3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations and Acronyms
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definitions, Symbols, Abbreviations, Acronyms ---
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