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Introduction
At SEC#19, the TR-0019 Rapporteur was given an action item to merge the high level architectures in clause 6.2, 8.2.1 and 8.2.2. This CR proposes the making clauses 8.2.1 and 8.2.2 into a second dynamic authorization architecture (DAA2) reference model proposal in clause 6.3. Clause 8.2.2 is copied directly to clause 6.3.2. The formatting of Clause 8.2.1 has been modified to align with the existing dynamic authorization architecture – with the goal of facilitating easier comparisons. The definition of “access token” from clause 8.2.1 has been removed, since there is an existing definition in clause 3.1. The definition of “access token issuing privileges” has been moved to clause 3.1 “Definitions”.
For the time being, clauses 8.2.1 and 8.2.2 are listed as VOID. Sub-clauses of clause 8.2 will be renumbered in the near future.
R01: Minor editorial changes
-----------------------Start of change 1-------------------------------------------
6.3
Dynamic Authorization Architecture Proposal 2 (DAA2) Reference Model
6.3.1
Access Token Issuance Architecture
Figure 6.3.1-1 provides a high level overview of a generic token issuance architecture. This architecture may contain the following entities:
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Figure 6.3.1-1: DAA2 Token issuance architecture

Table 6.3.1-1 “List of DAA2 Functional Roles” lists the functional roles in the DAA2 reference model. An oneM2M entity may assume multiple roles in this architecture model.

	DAA2 Functional Role
	Corresponding OAuth 2.0 Role [OAuth]
	Description

	Originator
	Client
	See [TS0001]. This entity is the holder of an Access Token. It uses Access Tokens to get permission for accessing resources.

	Token Authority
	Authorization Server
	This entity is responsible for issuing Access Tokens.

	Host CSE
	Resource Server
	See [TS0001]. This entity provides the services of accessing resources according to privileges described in Access Tokens.


Table 6.3.1-1: List of DAA2 Functional Roles
The Token Authority can contact a Token Authorization Function to determine or confirm the privileges to be included in an Access Token. The Token Authority can contact a Security Function to generate signed and/or encrypted Access Tokens. The present document does not describe the functional roles of Token Authorization Function and Security Function, and does not describe the interactions with these entities.
6.3.2
General Procedure of Token Issuance and Use in DAA2
The generic procedure of token issuance and use in DAA2 is shown in Figure 6.3.2-1 and described as follows:
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Figure 6.3.2-1: Generic process of Access Token issuance and use in DAA2
1. The Token Authority and the Hosting CSE are pre-configured with the keys used for generating or verifying access tokens and Access Token Issuing Privileges of the Token Authority.
2. The Originator and the Token Authority establish security association through mutual authentication to ensure the integrity and confidentiality of communications between the two entities.
3. The Originator sends Access Token Request to the Token Authority.

4. The Token Authority CSE carries out the following operations:

1) Check if the Originator has the privileges of accessing the target resource according to the ACP.

2) Check if the requested privileges are within the Access Token Issuing Privileges of the Token Authority. This operation may be performed by a Token Authorization Function on behalf of the Token Authority.
3) Check if the Originator can obtain the privileges described in the Access Token Request according to the Access Token Authorization Policies. This operation may be performed by a Token Authorization Function on behalf of the Token Authority.
4) Generate access token plaintext.

5) Sign and/or encrypt the access token plaintext.

5. The Token Authority returns the issued Access Token back to the Originator.

It is also possible for the Token Authority to store the Access Token and inform the Originator where to retrieve it.

6. The Token Authority may also issue an Access Token Revocation List in which the revoked Access Tokens that are still not expired are placed.

7. The Originator and the Hosting CSE establish security association through mutual authentication to ensure the integrity and confidentiality of communications between the two entities.
8. The Originator sends a resource access request to the Hosting CSE.in which one or multiple Access Tokens are included 

9. The Hosting CSE extracts the Access Tokens from the resource access request, and carries out the following operations:

1) Decrypt and/or verify the Access Token.

2) Check if the privileges in the Access Token are within the Access Token Issuing Privileges of the Token Authority.
3) Check if this Access Token has been revoked against an Access Token Revocation List.

4) Evaluate the Originator’s resource access request based on the privileges in the Access Token.

5) Perform the requested resource access.
10. The Hosting CSE returns the execution result back to the Originator.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.2
Proposal 1: A Solution of Access Token Issuance and Use

8.2.1
VOID
Editor’s note: clause 8.2 is to be renumbered in the near future 
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8.2.2
VOID
Editor’s note: clause 8.2 is to be renumbered in the near future 




11. 
12. 
13. 
14. 
6) 
7) 
8) 
9) 
10) 
15. 

16. 
17. 
18. 
19. 
6) 
7) 
8) 
9) 
10) 
20. 
-----------------------End of change 2---------------------------------------------

-Start of changes to Definitions Symbols Abbreviations Acronyms -

3
Definitions, symbols, abbreviations  and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in oneM2M TS-0011 [i.4] and oneM2M TS-0003 [i.3] and the following apply:

access token [OAuth]:
a dynamically issued credential which can be used to access resources. An access token represents an authorization issued to the Originator. 
Access Token Issuing Privileges:
 those privileges that the Token Authority is allowed to delegate to other entities by issuing Access Tokens.
authorization grant [OAuth]:
a dynamically issued credential representing the Grant Approver’s authorization to access resources. An authorization grant can either be used directly access token, or used by the Originator to obtain an access token. 

authorization server:
An entity with permission to access tokens to the originator upon presentation of an authorization grant. Performs a functional role similar to an OAuth 2.0 authorization server [OAuth].

Dynamic Authorization: Enables a service provider or resource owner with the ability to provide access privileges, based on one or more authorization checks to an entity such that it is able to perform operations  on resource(s) for a finite duration, when a prior relationship or static access control policy does not exist for the operation requested by that entity. 
(oneM2M) dynamic authorization architecture: a framework providing dynamic authorization for obtaining access to resources.
grant approver: 
An entity with permission to granting access to a protected resource. Provides part of the functionality of an OAuth 2.0 resource owner [OAuth]

grant issuer: 
An entity recognised (by the Host CSE and/or an authorization server) as having  permission to issue authorization grants. Provides part of the functionality of an OAuth 2.0 resource owner [OAuth].

-End of changes to Definitions Symbols Abbreviations Acronyms -
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