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	Decision requested or recommendation:*
	This contribution provides a draft list of Tags, associated values and parameters that will be used as the basis for providing a solution to the problem stated in 

SEC-2015-0589R06-Proposal_of_Privacy_Policy_Protection_Architecture_for_TR-0016 

“The data subject needs to accept a privacy policy to subscribe to the ASP’s service. The PPM created the customized privacy policy for each data subject based on the data subject’s privacy preference. It is easy for the data subject to confirm differences between the privacy preference and the privacy policy and to understand what kind of personal data are collected by the ASP. After the data subject accepts the privacy policy, the data subject can subscribe to the ASP’s service” 

“The function of creating a customized privacy policy is for further study of oneM2M”
One M2M is asked to agree that this list can be used as a basis for further development of a solution 
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oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Introduction 
This contribution provides a draft list of Tags associated values and parameters that will be used as the basis for providing a solution to the problem stated in 

SEC-2015-0589R06-Proposal_of_Privacy_Policy_Protection_Architecture_for_TR-0016 

As described below 

1. The data subject needs to accept a privacy policy to subscribe to the ASP’s service. The PPM created the customized privacy policy for each data subject based on the data subject’s privacy preference. It is easy for the data subject to confirm differences between the privacy preference and the privacy policy and to understand what kind of personal data are collected by the ASP. After the data subject accepts the privacy policy, the data subject can subscribe to the ASP’s service.

· The function of creating a customized privacy policy is for further study of oneM2M

2. The PPM creates or updates access control policies using the privacy policy that the data subject accepted.

· The function of creating or updating access control policies in the PPM is for further study of oneM2M.”
 One M2M is asked to agree that this list can be used as a basis for further development of a solution     
Also included for information are the screen shots from the demo presented at the SEC19.3 conference call on 28/10/2015 
2
Draft list of Tags associated values and parameters  
	Tag ID
	Tag Name
	Value
	Parameter
	Tag description (short form)
	full Tag description
	Notes

	1.0
	Who
	Null
	Null
	Name of party
	The trading name of the device or service provider asking for access to the users smart devices/network/data
	

	
	
	variable
	Txt
	company name
	The name of the company that is requesting access to the user's smart devices and specifying their terms
	

	2.0
	What
	 
	 
	Data Classification Type
	What is the type of data that the device/service will access. With the higher the value the more sensitive the data is.
	

	
	
	NA
	Yes/No
	No data gathered
	the device does not gather any data, this could be output device, such as a light switch, that only receives instructions
	

	
	
	Non personal
	Yes/No
	data not linked to a person
	The data cannot be linked to a person, this could be applicable if the device was a door sensor that can only report then it was opened or closed.
	

	
	
	Anonymised 
	Yes/No
	Data is collected about a person but anonymised
	Data is collected about a person but anonymised to remove or summarise any data that would allow an individual to the identified/profiled
	Not need to link to an accepted definition of personal data. That the EU see as personal data. Do we need subsets so we can define a level of anonymisation? So a US company can claim they anonymise the data to a level which would not meet a EU definition. Or should there be a sub section under what asking about level of anonymisation?

	
	
	Personal data
	Yes/No
	Data that can be directly linked to an identify
	The data gather can be linked to an identifier that is unique to an individual or small group (e.g. family members in the same home)
	

	
	
	Sensitive personal data
	Yes/No
	Data that can be linked to identify, of a more sensitive nature.
	The EU DPA defines certain types of sensitive person data. Additional types such as banking should also be considered to see if they fall within this area or do they need a separate value
	

	
	
	Medical
	Yes/No
	Data related to an individual's health/fitness etc.
	Data about illnesses, treatments or general well being.
	

	3.0
	When
	Null
	null
	When the data is collected 
	How often data is sent
	

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	Event based
	Yes/No
	Triggered by an event
	Device only gathers data when triggered, such as a door sensor triggering a camera
	

	
	
	Variable Monthly
	1 to 12
	data Is sent monthly
	The device/services only gathers the data as a monthly transfer. For example a smart fridge, sending a routine operational status report.
	

	
	
	Weekly
	Yes/No
	data is sent weekly
	The device/service only gathers the data as a weekly transfer. For example a diagnostic status report from your fire detection system, including sensor test results, predicted remaining battery life.
	

	
	
	Daily
	Yes/No
	data is sent daily
	The device/service only gathers the data on a daily transfer. For example a smart fridge sending  the items that have run out as a Grocery  list to the users preferred retailer so the retailer can short list them for inclusion in the users shopping basket.
	

	
	
	hourly
	1 to 24
	Data is sent every X hours
	The device/service only gathers the data on an hourly transfer. For example a house alarm reporting its armed and all sensors have reported they are active. So user alarm app/alarm monitoring service know that system is still operational and someone has not been able to disable the alarm ability to send an alert.
	

	
	
	minutes
	1 to 60
	data is sent every X minutes
	The device/service only gathers the data every 15th minutes. For example smart meters reporting back their usage figures.
	

	
	
	Real time-triggered
	Yes/No
	The data is sent continuously then triggered.
	The data is sent in real time, when a specific event triggers it. E.g. The house alarm reports an internal door opening while alarm it set, this triggers the streaming of security camera's.
	

	
	
	Real time-full
	Yes/No
	The data is sent continuously at all times
	The data is sent in real time for the duration of the device being active. For example CCTV data being sent to off site storage. 
	

	3.1
	Time period
	Null
	 
	time period of data
	When data is sent, does it cover a time period
	

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	summary/current status
	Yes/No
	The device send its current status
	The Device send the current status data, with no history. E.g. the current status of a door sensor (open/closed) and not the log of then the door was opened and closed.
	

	
	
	Sample
	Yes/No
	The data covers a short period of time.
	The data covers a sample of data from a short period of time, such a periodic sampling of heart rhythm being sampled several times a day.
	

	
	
	full history
	Yes/No
	The full data captured by the device is provided
	The full data captured by the device is provided, either sent in real time (3.0) or history uploaded retrospectively.
	

	3.2
	Sample rate
	Null
	 
	the time period between data sampling
	how long in seconds between samples been taken.
	

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	Variable
	
	value is seconds between data capture points
	how long between reading that the device takes measured in seconds. 
	

	
	
	Streamed data
	Yes/No
	Data is captured continuously
	Data is captured continuously, such as a smart security camera able to stream the feed to the user.
	

	4.0
	Where -stored
	Null
	 
	Where the data is stored
	Were the data created by the device or used by the service is stored
	

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	Local
	Yes/No
	The data is only stored locally
	The data is stored within the network of smart devices (e.g. with in the home)
	

	
	
	variable
	
	Nation/block
	The nation were the data stored, or if part of a wider framework (such as the EU) 
	Will need to switch to a full list of nations and suitable blocks. So each legal group can answer yes/not to each country to reflect the level of data protection and any legal agreements.

	4.1
	Where -collected
	 
	 
	Where the data is collected from. 
	Were is the data collected from -note this may be redundant for consumer, but could be used for external feeds such as weather reports. May also be  relevant to services so they can state the tries of devices they will pull data from, as they may not want access to all smart devices in the location.
	

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	Device
	Yes/No
	Data is collected just the specific device covered by T&C
	The terms & conditions (also well as users privacy settings) are only be evaluated against the data collected by the specific device.
	

	
	
	Smart device network
	Yes/No
	Data is collect from all devices on the users network
	The data is collected from all the devices* that form the users smart device network.
	Note: this will need to switch to a list of device types so combinations of devices can be selected

	
	
	variable
	
	External feed
	Data comes from an external feed, and is combined with data gather. E.g. Weather forecasts combined with users building utilisation patens to predict, then to turn heating up so the building is at the desired temperature when the user arrives.
	Note: with would be descriptive and the user would have two options. Disable or substitute (e.g. they have their own compatible weather station, instead of getting a feed from the met office).

	4.2
	Where -Processed
	Null
	 
	Were is the data processed
	Where (physical location) the data is processed. This may be different from the storage location
	

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	Local
	Yes/No
	The data is only processed locally
	The data in only processed on the device, or with the user's network of smart devices.
	

	
	
	Variable
	
	Nation/block
	The nation were the data stored, or if part of a wider framework (such as the EU) 
	Will need to switch to a full list of nations and suitable blocks. So each legal group can answer yes/not to each country to reflect the level of data protection and any legal agreements.

	4.3
	Where -Accessed
	Hull
	 
	Were the data is accessible from
	Were the supplier/vendor/legal restrictions allow the data stored to be accessed from.
	note: added as its all well and good to have the medical data in a EU data centre but its not good if teams in china have access to it. Or Chinese medical data being accessed by support teams in the US without suitable legal framework agreed between the respective governments.

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	Local
	Yes/No
	The data is only processed locally
	The data in only processed on the device, or with the user's network of smart devices.
	

	
	
	Variable
	
	Nation/block
	The nation were the data stored, or if part of a wider framework (such as the EU) 
	Will need to switch to a full list of nations and suitable blocks. So each legal group can answer yes/not to each country to reflect the level of data protection and any legal agreements.

	5.0
	Why
	Null
	 
	 
	 
	this needs a list of why's creating will skip for know and just list some dummy entries so we can show the charge of reason logic

	
	
	Dummy1
	
	Dummy example 1
	A Dummy reason to demonstrate the logic. 
	

	
	
	Dummy2
	
	Dummy example 2
	A Dummy reason to demonstrate the logic. 
	

	
	
	Dummy3
	
	Dummy example 3
	A Dummy reason to demonstrate the logic. 
	

	6.0
	Retention
	Null
	 
	How long is data retained
	How long the data (defined above) is kept in its current level of detail
	

	
	
	NA
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. a end device such as a light
	

	
	
	Zero retention
	Yes/No
	Zero data retention
	After processing data, its immediately deleted
	Note: assume not legal requirement for minimum retention other wise the legal tabs get interesting as we would have check if the period falls within a range and would have to take into account the locations legal rules on retention.

	
	
	Minutes
	1 to 60
	Data is kept for X minutes
	Data is kept for 15 minutes before being deleted. E.g. the device only holds the last set of readings and collects new ones every 15 minutes.
	

	
	
	hour
	1 to 24
	Data is kept for X hour
	Data is kept for X hours
	

	
	
	Day
	1 to 7
	data is kept for X day
	
	

	
	
	week
	1 to 4
	Data is kept for X week
	
	

	
	
	Month
	1 to 12
	Data is kept for X month
	
	

	
	
	Year
	1 to 10
	data is kept for X year
	
	

	
	
	forever
	
	The data will be kept for ever
	The data will be stored without a defined retention/deletion policy.
	note: I don't expect anyone to really use this but some company's (I have run into a few) either don't have a policy (common in start ups) or want to gather date for long term big data type work

	6.1
	retention -anonymised
	null
	 
	how long anonymised data is kept
	How long any anonymised or other derived data that is not directly linked to a unique identify is kept. E.g. stats on power usage by geo location
	

	
	
	Zero retention
	Yes/No
	Zero data retention
	After processing data, its immediately deleted
	

	
	
	Minutes
	1 to 60
	Data is kept for X minutes
	Data is kept for 15 minutes before being deleted. E.g. the device only holds the last set of readings and collects new ones every 15 minutes.
	Note: assume not legal requirement for minimum retention other wise the legal tabs get interesting as we would have check if the period falls within a range and would have to take into account the locations legal rules on retention.

	
	
	hour
	1 to 24
	Data is kept for X hour
	Data is kept for X hours
	

	
	
	Day
	1 to 7
	data is kept for X day
	
	

	
	
	week
	1 to 4
	Data is kept for X week
	
	

	
	
	Month
	1 to 12
	Data is kept for X month
	
	

	
	
	Year
	1 to 10
	data is kept for X year
	
	

	
	
	forever
	
	The data will be kept for ever
	The data will be stored without a defined retention/deletion policy.
	

	6.2
	retention -summary
	Null
	 
	how long summary data is kept
	how long summary data is kept, e.g. how much total power was used per month based on meter readings taken every 15 minutes. 
	Note: do we need a section to define the level of summary data. E.g. contact details kept for 5 years (marketing), device details for 3 (warranty) monthly charges 7 years (billing) 

	
	
	Zero retention
	Yes/No
	Zero data retention
	After processing data, its immediately deleted
	

	
	
	Minutes
	1 to 60
	Data is kept for X minutes
	Data is kept for 15 minutes before being deleted. E.g. the device only holds the last set of readings and collects new ones every 15 minutes.
	

	
	
	hour
	1 to 24
	Data is kept for X hour
	Data is kept for X hours
	

	
	
	Day
	1 to 7
	data is kept for X day
	
	

	
	
	week
	1 to 4
	Data is kept for X week
	
	

	
	
	Month
	1 to 12
	Data is kept for X month
	
	

	
	
	Year
	1 to 10
	data is kept for X year
	
	

	
	
	forever
	
	The data will be kept for ever
	The data will be stored without a defined retention/deletion policy.
	

	7.0
	Sharing -full
	Null
	 
	Who the full data is shared with.
	Who out side the company has access to the full data by type
	

	
	
	NA
	Yes/No
	Data is not shared out side the company
	Data is not shared out side the company providing the device/service with not processing contracted out
	

	
	
	Group
	No/scope and reason
	Data is only shared with companies in the same group
	Data is only shared within other companies in the same group. E.g. google sharing data with their parent or a future automated car division.
	

	
	
	Infrastructure provider
	Yes/No
	Data is stored on 3rd party infrastructure
	The data is stored on a separate company's servers. E.g. the company providing the device/service uses a cloud provider for storage or processing.
	Note: the answers for were reflect the 3rd party as well as the company offering the service/device.

	
	
	Subcontractor
	Yes/No
	Data is shared with subcontractor(s)
	Data is shared with one or more subcontractors who provide part of the service. 
	Note: the answers about location etc. reflect all subcontractors used.

	
	
	Other contracted parties ancillary  functions
	No/scope and reason
	Data is shared with other parties under contract
	Data is shared with other parties under contract that provide additional (non core) functions to use/operation of device. Such as providing news letters, marketing offers etc. Local warranty repair places etc.
	

	
	
	Affiliate
	No/scope and reason
	Data is shared with other private entities 
	Data is shared with other parties who have no direct or indirect involvement in the device/service. E.g. device suppliers sharing data with channel partners so they can target campaigns.
	

	
	
	Public bodies
	No/scope, reason, bodies
	Data is shared with key public bodies
	data is shared then certain conditions with certain bodies. E.g. on triggering of an alarm, data for your security devices is shared with police so they can respond in a suitable fashion. Or if a medical alarm goes of the ambulance service/hospital etc. are sent details so they can respond.
	

	7.1
	Sharing -anonymised
	Null
	 
	Who the data is shared with.
	Who out side the company has access to anonymised data by type of user
	

	
	
	NA
	Yes/No
	Data is not shared out side the company
	Data is not shared out side the company providing the device/service with no processing contracted out
	

	
	
	Group
	No/scope and reason
	Data is only shared with companies in the same group
	Data is only shared within other companies in the same group. E.g. google sharing data with their parent or a future automated car division.
	

	
	
	Infrastructure provider
	Yes/No
	Data is stored on 3rd party infrastructure
	The data is stored on a separate company's servers. E.g. the company providing the device/service uses a cloud provider for storage or processing.
	

	
	
	Subcontractor
	Yes/No
	Data is shared with subcontractor(s)
	Data is shared with one or more subcontractors who provide part of the service. 
	

	
	
	Other contracted parties ancillary  functions
	No/scope and reason
	Data is shared with other parties under contract
	Data is shared with other parties under contract that provide additional (non core) functions to use/operation of device. Such as providing news letters, marketing offers etc. Local warranty repair places etc.
	

	
	
	Affiliate
	No/scope and reason
	Data is shared with other private entities 
	Data is shared with other parties who have no direct or indirect involvement in the device/service. E.g. device suppliers sharing data with channel partners so they can target campaigns.
	

	
	
	Public bodies
	No/scope, reason, bodies
	Data is shared with key public bodies
	data is shared then certain conditions with certain bodies. E.g. on triggering of an alarm, data for your security devices is shared with police so they can respond in a suitable fashion. Or if a medical alarm goes of the ambulance service/hospital etc. are sent details so they can respond.
	

	7.2
	Sharing -summary
	Null
	 
	Who the data is shared with.
	Who out side the company has access to summary data by type of user
	

	
	
	NA
	Yes/No
	Data is not shared out side the company
	Data is not shared out side the company providing the device/service with no processing contracted out
	

	
	
	Group
	No/scope and reason
	Data is only shared with companies in the same group
	Data is only shared within other companies in the same group. E.g. google sharing data with their parent or a future automated car division.
	

	
	
	Infrastructure provider
	Yes/No
	Data is stored on 3rd party infrastructure
	The data is stored on a separate company's servers. E.g. the company providing the device/service uses a cloud provider for storage or processing.
	

	
	
	Subcontractor
	Yes/No
	Data is shared with subcontractor(s)
	Data is shared with one or more subcontractors who provide part of the service. 
	

	
	
	Other contracted parties ancillary  functions
	No/scope and reason
	Data is shared with other parties under contract
	Data is shared with other parties under contract that provide additional (non core) functions to use/operation of device. Such as providing news letters, marketing offers etc. Local warranty repair places etc.
	

	
	
	Affiliate
	No/scope and reason
	Data is shared with other private entities 
	Data is shared with other parties who have no direct or indirect involvement in the device/service. E.g. device suppliers sharing data with channel partners so they can target campaigns.
	

	
	
	Public bodies
	No/scope, reason, bodies
	Data is shared with key public bodies
	data is shared then certain conditions with certain bodies. E.g. local councils gathering average water usage by geo-location.
	

	
	
	
	
	
	
	


To be competed 

	8.0
	Informing
	Options for how the end user is  informed

	9.0
	Obtaining consent
	Options for how consent is obtained from the end user 

	10.0
	Protection
	Options for how data in storage and transit is confidentiality  and Integrity protected

	11.0
	ID
	Options for how applications and devices are uniquely identified  

	12.0
	Age
	When relevant to privacy settings  options for how the end users age can be determined   eg DOB  age range etc  


3
 Screen Capture from the Demo at SEC19.3  
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Descriptors tab (one for each language) 

The type of data and the way in which it is collected stored processed or shared by an oneM2M device/application or service needs to be fully described by application provider or oneM2M service provider. To ensure completeness and consistency and the ability to import data from other providers a standard way of representing this information is required. As a starting point it is assumed that it can be represented by a constrained series of Tag ID Tag names and values with a free text short form description and full tag description.  The above screen capture shows the descriptions that are intended to help an application provider or oneM2M service provider provide information that would normally is provided in separate Privacy T&C free format documents in a form that can be processed by the logic in this demonstration.     
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2
Provider T&C Import Tab (one for each application provider or oneM2M service provider) 

The data that an application provider or oneM2M service provider would be expected to provide is shown in the above screen capture.

It is expected that they would be mandated to submit this as part of the process for registering their application to obtain an AP-ID and a private signing that is used to authenticate the application.

Column D (and E to … for example for multiple devices addressed by the application) in the first instance would need to completed manually (pull down menu perhaps) but then automatically for new services leaving only the “deltas” to be input for new features or devices added.    

In the example shown for “What” i.e. what data is collected they have said “No” to Not Applicable (NA) indicating that the devices in column D and E by Acme Incorporated are not just actuators and do collect data but that it is anonymised (Yes in row 7) and does not consist of personal, sensitive personal or medical data (No in rows 8, 9 and 10)   

Other entries would allow them to indicate when it is collected, and where it is stored etc.     

The private signing key that they are allocated during the app registration process can be used integrity protect the completed data sheet in subsequent storage and transmission.     
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3
User Preferences Tab (minimum one for each end user)    

The data that an end user would be expected to provide as their “privacy preference” is shown in the above screen capture creating the required process of “informed consent” as shown in column D. In this example the end user has said that they will not accept the collection of personal, sensitive personal or medical data (No in rows 8, 9 and 10) but that the use, in the service, of for example, actuators that only respond to commands and  don’t collect data, is acceptable (Yes in Row 5) and the collection of non-personal information is acceptable (Yes in Row 6) and they are prepared to accept the collection of anonymised data  ( yes in row 7)       

The end user can see from column E (summary value) that the service matches their preferences and that the Terms and conditions can be accepted. They can see this instantly as column F consists only of smiley emoticons and is shown coded green. 

[The advantage of using emoticons is that they keep the language specifics to the descriptors tabs only]     

However, other considerations such as the need for parental controls and legal (city) Legal state or legal (regional) may override user preferences and this spreadsheet demonstration model evaluates the other tabs as well as user preferences in establishing the summary value. The tabs are evaluated right to left so that state regulations take precedence over city regulations or city building regulations take precedence over the features   provide by supplier of home automation etc. 

The rules in the demonstrator is show below and is repeated for each line.

Note on conversions {} identifies the answers to earlier if statement, [] identifies the tab and () contain comments. The logic has been shown with indents to better show the nesting of the statements. The logic works by checking the same lines on the tabs being checked.

To generate the summary value for each line the follow logic is used.

If [Current tab] Value, is not equal to NA (Not applicable= No preference or limit set)?


{Yes} Is [Current tab] value equal to [Previous tab] summary value (compound value) of?



{Yes} [Current tab] Summary value equals Value set.



{No} is [current tab] Value set =”Yes”?




{Yes}  [Current tab] Summary value set as [Previous tab] Summary value




{No} [Current tab] Summary value set as [Current tab] Summary value.


{No} [Current tab] summary value set as [Previous tab] Summary value

To generate the T&C acceptable symbol the following logic is used.

If [Current tab] Value equals “Yes”?


{Yes] [Current tab] T&C Acceptable set as “(” (the smiley is used so the result displayed to the user is language agnostic as well as only requiring a small amount of screen space).


{No} [Current tab] Value equal [Previous tab]?



{Yes} [Current tab] T&C acceptable set as “(”



{No} [Current tab] T&C Acceptable set as “(”

There is a 3rd set of formulas in the demonstrator, in the integrity check column. Each of this are bespoke to the section and are used as a crude check to make sure the values set in the tab are both complete and do not conflict with each other, much more work is needed to review the possible permutations of valid entries for integrity checking.

 [Note that in this demo these tabs have not been completed and only the providers privacy policy as the “T&C import” and “user preferences” are evaluated]       
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Now look at the screen capture above  which shows what would happen if the end user says they are not prepared to accept the collection of anonymised data (yes in row 7 is changed to a no).  They can see this potential conflict instantly, as column F now consists only of smiley emoticon and one frown emoticon with row 7 and is shown highlighted in red. 

Such conflicts can be resolved by 

· The end user changing their privacy preferences for this specific device/application or service i.e. creating a new profile for this device/application or service.   

· The end user removes this specific device/application or service

· Getting the device/application or service provider to change what data is collected (device/application or service provider may have to act on this if many end users complain or start to opt out of the service)  
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4
Presented to end user tab (one for each end user)

This final screen capture from the demonstrator is a mock up (i.e. not yet linked to the data in the demo) of what the end user would see when any change is made to their service and displayed on their device of choice (the device collecting the data may not have a display) 

 For example  

· End user changes their privacy preferences 

· New application or application version is distributed by an auto update process   

· New device added to service or device software 

· A change of Privacy Policy at any one of the levels in the hierarchy is made for example at a national level in the country of deployment.

In most cases the entire 6*5 matrix would remain green and can be ignored but as shown in the screen capture in cases where a change made of the type above is in conflict with the users privacy preferences one or more of the rows would turn red.  In the example a company that provides insulin pumps for diabetics has added some functionality with auto upgrade that collects medical data and proposes to share it according to changes in their privacy terms and conditions and is expecting the end user to notice this and give implied consent.  However the end users privacy preferences tab row 10 has a No for collection of medical data.                            
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