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Introduction

This contribution proposes the use of a Security Profile (SP) in conjunction with a Device and or Application Profile in order to determine the security requirements and features associated with an entity. This contribution is intended to address the Requirement as listed in TS-0002 Requirements Version 2_4.
The requirement states that:

	SER-045
	The oneM2M System shall support classification of application data by M2M Applications into various security levels that are specified by oneM2M and support the mapping of these levels to applicable security capabilities.
	Targeted for Release 2


---------------------------------------------------------------------------------------------------
2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[i.2]


oneM2M TS-0001 “Functional Architecture”

[i.3]


oneM2M TS-0003 “Security Solutions”

[i.4]
oneM2M TS-0011 “Common Terminology”

8.5
Proposal for determining detailed Security Requirements, Features and associated Algorithms
8.5.1
Security Determination Process
8.5.1.2
Overall Description

This section provides description on mechanisms that can be employed for determining the appropriate security requirements, features, and algorithms and associated credentials in order that the security mechanisms that are employed are adequate but at the same time efficient for the type of service offered by the entity and also does not drain valuable resources from the entity.
8.5.1.3



Detailed Description
Table 8.5.1.3-1 illustrates Entity Profile (EP) associated with an entity (e.g. AE1). The EP may be obtained or provided explicitly during the registration phase. It may be obtained as part of the M2M Subscription Profile associated with an entity. The EP provides a very high-level security requirement of the Entity. It may be used to derive and generate a more granular security requirement as illustrated in Figure 8.5.1.3-4. However, since the profile of the entity does not provide details of the device, the selection of the features may not be appropriate from a performance perspective.

	Entity Profile
	Values

	Class of Service
	Healthcare

	Type of Service
	Real-time

	Impact
	Critical (Life and Limb)

	Security Level
	High


Table 8.5.1.3-1 Entity Profile of an Entity (e.g. AE1)
An example Device Profile (DP) is illustrated in Table 8.5.1.3-2. Using the DP as well as the EP, a more appropriate security requirements and features may be generated. So, a low-powered, low-memory device that only provides a service that requires “low” Security, then the security function(s), the algorithms selected and the key sizes may be selected appropriately. E.g. the message authentication mechanism selected may be HMAC-SHA1 with 160 bit keys whereas an entity with more processing and memory and requiring a higher security would be provisioned with 256 bit keys that may be used with HMAC-SHA2 mechanism.
	Device Capability
	Values

	Processing Capability
	900 MHz

	RAM
	500 Kb

	Flash
	1MB

	Battery
	5.0 Micro-W/MHz

	Wireless Capability
	Bluetooth, WiFi

	Sleep Mode
	Sleep / Deep-Sleep

	Secure Environment
	Yes

	Trusted Platform Module (TPM)
	No

	OS / version
	Android / Kitkat


Table 8.5.1.3-2 Device Profile of an Entity (e.g. AE1)
An example Security Profile (SP) is illustrated in Table 8.5.1.3-3. Even if both the EP and DP are available, in certain cases, it may not be enough to determine, for example, whether end-to-end security is required or if data at-rest security is required or not. In such cases, it would be preferable to be provided with an SP.
	Security Requirement
	Within Security domain (at HCSE or RCSE)
	End-to-End

	Message Originator Authenticity / Integrity
	High
	Very High

	Message Re-play protection
	High
	Very High

	Non-repudiation capability
	Low
	Low

	Message Confidentiality
	Medium
	Medium

	Data Confidentiality in Transit
	High
	High

	Data Confidentiality at Rest
	Medium
	High

	Data Integrity in Transit
	High
	Very High

	Data Integrity at Rest
	Medium
	Very High

	Service Availability
	High
	Very High

	Data Availability
	High
	Very High


Table 8.5.1.3-3 Security Profile of an Entity (e.g. AE1)

An example security features that have been determined based upon the information provided in the SP, DP and EP is illustrated in Table 8.5.1.3-4. 
	Entity ID
	Security Features
	Within Security Domain
	End-to-End

	 
	 
	Algorithms
	Sizes
	Protocol(s)
	Algorithms
	Sizes

	AE1
	Message Originator Authenticity / Integrity
	HMAC-SHA-2
	256 / 512
	(D)TLS, JWS
	HMAC-SHA-2
	256 / 512

	
	Message Replay Protection
	Nonce
	256
	N/A
	Timestamp / Nonce + Sequence Number
	256 bits

	
	Non-Repudiation
	None
	 
	N/A
	None
	 

	
	Message Confidentiality
	AES
	112
	(D)TLS
	AES
	192

	
	Confidentiality of Data in Transit
	AES
	192
	(D)TLS, JWE
	AES
	192

	
	Confidentiality of Data at Rest
	AES
	256
	N/A
	AES
	256

	
	Integrity of Data in Transit
	HMAC-SHA-2
	256
	(D)TLS, JWS
	HMAC-SHA-2
	256

	
	Integrity of Data at Rest
	HMAC-SHA-512
	512
	N/A
	HMAC-SHA-512
	512

	
	Authentication Mechanism
	Symmetric Key
	256
	(D)TLS
	Symmetric Key
	256

	
	Authentication Process
	Direct
	 
	 
	 
	 

	
	Presence of Secure Element
	YES
	 
	 
	 
	 


Table 8.5.1.3-4: An example of detailed security features determined based on SP, EP and DP
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