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Introduction

This contribution proposes the architecture for generation of end-to-end message protection mechanisms and associated credentials using symmetric keying. 
---------------------------------------------------------------------------------------------------
2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)

[i.2]


oneM2M TS-0001 “Functional Architecture”

[i.3]


oneM2M TS-0003 “Security Solutions”

[i.4]
oneM2M TS-0011 “Common Terminology” 
[i.5]
IETF RFC 7518: “JSON Web Algorithms (JWA)”, 2015

[i.6]
IETF RFC 7526: “JSON Web Encryption (JWE)”, 2015

[i.7]

IETF RFC 7527: “JSON Web Key (JWK)”, 2015

[i.8]



IETF RFC 7525: “JSON Web Signature (JWS)”, 2015
[i.9]



IETF RFC 5869: “HMAC-based Extract-and-Expand Key Derivation Function (HKDF)”, 2010
8.4
A Solution for providing End-to-End Message Authentication using Symmetric Key

8.4.1
End-to-End Security Credential(s) Generation Process
8.4.1.2
Overall Description

This section provides description on mechanisms that can be employed for generation of credential(s) that are to be used for end-to-end security. Based on security requirements associated with an Entity (e.g. AE), appropriate end-to-end security credentials may be generated.
8.4.1.3



Detailed Description
Table 8.4.1.3-1 illustrates the end-to-end security requirements that have been determined and provided by the entity (e.g. AE1) or determined based on a security profile associated with AE1. The table illustrates that AE1 provides or requires the following:
· End-to-End message authentication using a Message Integrity Code (MIC)

· Also provides for or requires the ability to verify the integrity of data in-transit

· End-to-End message confidentiality in transit and thereby also provides for end-to-end data confidentiality in-transit.

	Security Requirement
	End-to-End

	Message Originator Authenticity / Integrity
	Message Integrity Code (MIC): 256 bits

	Message Re-play protection
	Nonce / Random / Time Component

	Non-repudiation capability
	None

	Message Confidentiality
	Encryption: 256 bit encryption

	Confidentiality of Data in Transit
	Encryption: 256 bit encryption

	Confidentiality of Data at Rest
	None

	Integrity of Data in Transit
	Message Integrity Code (MIC): 256 bits

	Integrity of Data at Rest
	None


Table 8.4.1.3-1 End-to-End Security Requirements
Based on the higher-level requirements appropriate end-to-end credentials may be generated using either bootstrapping process (preferable approach) or by using pre-provisioned end-to-end credentials. Illustrated in Figure 8.4.1.3-1 is a high-level key generation process.
As part of the “Generation of End-to-End Key Generation” Phase, the enrolee and the enrolment target generates End-to-End credentials using the Kpsa as the master key in order to generate the End-to-End master key. If the enrolee is an AE, and the Enrolment Target is a CSE, then an end-to-end master credential, Ke2e_AE_CSE_master is generated. An Example of End-to-End Key Generation using RFC 5869 is provided below:

Ke2e_AE_CSE_master = HMAC-Hash (Salt, Kpsa_AE_CSE) 

Using the generated end-to-end master key, the associated end-to-end message authentication and or end-to-end message confidentiality keys are generated in the following manner:

T(0) = empty string (zero length)

Ke2e_AE_CSE_msg_auth = T(1) = HMAC-Hash (Ke2e_AE_CSE_master, T(0) | “E2E Message Authentication Key”| 0x01)

Ke2e_AE_CSE_msg_conf = T(2) = HMAC-Hash (Ke2e_AE_CSE_master, T(1)| “E2E Message Confidentiality Key”|0x02)

This process is repeated by each Enrolee and associated Enrolment Target based on a unique Enrollee-EnrolmentTarget_Ke2e_master that is shared between the Enrolee and the Enrolment Target (e.g. AE and CSE specific end-to-end keys). 
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Figure: 8.4.1.3-1: End-to-End Key Generation Phase
An example list of generated keys illustrated in Table 8.4.1.3-2:
	
	
	

	Security 
	Symmetric Keys Generated and Used
	Parameters

	Message Originator Authenticity / Integrity
	Ke2e_EntityA_EntityN_msg_auth
	None

	Message Re-play protection
	Ke2e_EntityA_EntityN_msg_auth
	Nonce / Time / Seq#

	Non-repudiation capability
	N/A
	N/A

	Message Confidentiality
	Ke2e_EntityA_EntityN_msg_conf
	IV

	Confidentiality of Data in Transit
	Ke2e_EntityA_EntityN_msg_conf
	IV

	Confidentiality of Data at Rest
	None
	None

	Integrity of Data in Transit
	Ke2e_EntityA_EntityN_msg_auth
	Nonce / Time / Seq#

	Integrity of Data at Rest
	None
	None


Table 8.4.1.3-2: Depicting example keys that generated and associated parameters
© 2015 oneM2M Partners
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