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5.8
Use case for providing security adaptation at each hop
5.8.1
Description
In an oneM2M system, an entity may require service layer messaging in order to communicate data with another entity that may be multiple hops away. Message data may traverse multiple intermediate entities before the message reaches the final destination (receiver). The receiver may require that both the messaging as well as the data are integrity and confidentiality protected for each hop. Because of the diversity of the data and messaging that is generated by each entity belonging to a variety of vertical applications, each application may have varying levels of security requirements. Furthermore, each entity may have varying levels of security capabilities. Therefore, the security capabilities that may be supported at each hop may fall short of, meet or exceed the security requirements of an application. Since the communicating entities may be resource constrained and of differing security capabilities, appropriate security levels have to be selected in order to meet the security requirements of an application on the one hand and match to the security capabilities of the communicating entities on the other hand. A flexible, simple and adptable security mechanism is therefore desirable for oneM2M where, security associations are established using the appropriate set of security algorithms (e.g. crypto-suites) and associated credentials are supported by two adjacent communicating entities in a hop-by-hop communication session. The security associations may be periodically adjusted based on the security requirements of the specific applications related message communications being supported by communicating entities, for example as sessions are established and torn down.
5.8.2

Actors
The entities involved in the use case are shown in Figure 5.8.2-1 and described as follows:

M2M Application: An application that uses sensor data to perform certain application-specific operations. The M2M Application is multiple hops away from a sensor and may be connected to the sensor by entities that may belong to different administrative domains.

M2M Server: An infrastructure entity that is responsible for enabling an M2M application to obtain services provided by the M2M service provider.
M2M Gateway: A gateway that is responsible for processing and / or forwarding messages that contain sensor data to the M2M Application from M2M Devices. The M2M Gateway may host the data on behalf of the M2M device.

M2M Device: A device that represents a sensor application or a sensor device that is responsible for measuring sensor data and providing the data that may be hosted on the device or another entity (e.g. M2M Gateway) so that the data is made accessible to an M2M Application.

Trusted Third-Party (TTP): Represents an entity that can broker trust relationships between entities that may belong within the same administrative domain or outside. The TTP may also facilitate in providing credential registration as well as credential requisition and provisioning services.
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Figure 5.8.2-1: M2M Entities
5.8.3

Pre-conditions

M2M Device registers with the M2M Gateway in order that an M2M Application may be able to access the sensor data provided by M2M Device and optionally hosted on the M2M Gateway or at the M2M Device. The Application on the M2M Device has an associated Security Profile that provides the level of security required in an end-to-end manner.
The M2M Gateway is able to obtain the Security Profile associated with the Application on the M2M Device directly from the M2M Device or from a third-entity.

The M2M entities can request security services (e.g. credential requisition and provisioning) from the TTP.
5.8.4

Normal Flow

Procedure for security adaptation:
1. An M2M Application would like to obtain the sensor data that has been generated by an M2M Device and hosted at an M2M Gateway, perfoms a resource “retrieve” operation request to the M2M Gateway via an M2M Server.
2. The M2M Gateway based on the security profile associated with the M2M Device initiates a security association process with the M2M Server. The cryptosuites and credentials that are selected by the M2M Gateway in order to create the security association will be in accordance to the security requirements as described by the security profile of the M2M Device. The M2M Gateway may negotiate and establish a security association with the M2M Server, or alternatively may use the services of the TTP in order to provision security parameters, for the communications with the M2M Server.
3. Upon creation of the security association, the sensor data is protected according to the security parameters associated with the security association and transported over a secure tunnel (e.g. (D)TLS) from the M2M Gateway to the M2M Server. 

4. The M2M Server in conjunction with the M2M Application, creates a separate hop level security association that meets the security requirements associated with the Application on the M2M Device in a similar manner to Step 2.
5. The M2M Server transports the sensor data protected over a secure tunnel according to the security parameters associated with the security association requirements of the M2M Application on the M2M Device. 

5.8.5

Potential Requirements

1 The oneM2M system shall enable the ability to provision security profilethat highlights the required security level(s) (e.g. with regards to authentication, integrity and encryption) associated with an entity
2 The oneM2M system shall enable the ability to process security profiles and determine appropriate security features and parameters associated with an entity.

3 The oneM2M sytems shall enable the ability to adapt and establish security associations at each hop of a hop-by-hop communication based on the security capabilities associated with two adjacent communicating entities.
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